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ABSTRACT

Traf�c anomaliesandattacksarecommonplacein today'snetworks
andidentifying themrapidlyandaccuratelyis critical for largenet-
work operators.For astatisticalintrusiondetectionsystem(IDS), it
is crucial to detectat the�o w-level for accuratedetectionandmit-
igation. However, existing IDS systemsoffer only limited support
for 1) interactively examiningdetectedintrusionsand anomalies,
2) analyzingworm propagationpatterns,3) anddiscoveringcorre-
latedattacks.Theseproblemsarebecomingevenmoreacuteasthe
traf�c on today's high-speedrouterscontinuesto grow.

IDGraphsis aninteractivevisualizationsystemfor intrusionde-
tection that addressesthesechallenges.The centralvisualization
in the systemis a �o w-level traceplotted with time on the hori-
zontalaxisandaggregatednumberof unsuccessfulconnectionson
the vertical axis. We thensummarizea stackof tensor hundreds
of thousandsof thesetracesusingthe Histographs[23] technique,
which mapsdatafrequency at eachpixel to brightness.Usersmay
theninteractively querythesummaryview, performinganalysisby
highlightingsubsetsof the traces.For example,brushinga linked
correlationmatrix view highlightstraceswith similar patterns,re-
vealingdistributedattacksthataredif�cult to detectusingstandard
statisticalanalysis.

WeapplyIDGraphssystemto arealnetwork routerdata-setwith
179M�o w-level recordsrepresentinga total traf�c of 1.16TB.The
systemsuccessfullydetectsandanalyzesa variety of attacksand
anomalies,includingport scanning,worm outbreaks,stealthyTCP
SYN �oodings, andsomedistributedattacks.
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1 I NTRODUCTI ON

Traf�c anomaliesand attacksare commonplacein today's net-
works. It is estimatedthat maliciouscode(viruses,worms and
Trojanhorses)causedover $28billion in economiclossesin 2003,
andwill grow to over $75billion by 2007[18]. For thesereasons,
largenetwork operatorsplacegreatimportanceon rapidandaccu-
rateidenti�cation of traf�c anomaliesandattacks.

Mostexistingintrusiondetectionsystems(IDSs)identify attacks
usingspeci�c patternsin the attacktraf�c calledsignatures.But

� e-mail:p-ren@cs.northwestern.edu
†e-mail:yga751@cs.northwestern.edu
‡e-mail:lizc@cs.northwestern.edu
§e-mail:ychen@cs.northwestern.edu
¶e-mail:watson@northwestern.edu

suchIDSs cannotdetectunknown network attacks,andattackers
caneasilyfoil detectionby garblingtheirsignatures.Other statisti-
cal IDSs[4, 20, 28, 29] useoverall traf�c to detectattacks,but suf-
fer from inaccuraciesanddif�culties in �nding attack�o ws, even
whenanomaliesarecorrectlyidenti�ed. Therearealsoa few �o w-
level detectionschemes[14, 21, 24], whichkeepstatusfor speci�c
�o ws,but thefollowing questionsremainopen.

� Do intrusionssuchasTCPSYN �ooding andport scanshave
characteristictime seriespatterns,whenobserved from edge
network routers?For instance,arethereany commonpatterns
for spreadof a speci�c worm that might indicateits propa-
gationstrategy? Answeringthesequestionswill be dif�cult
to obtainwithout visualization,especiallywith today's huge
network �o ws.

� How canwe identify correlatedattacks,especiallywhenthey
arenew? This is a dif�cult challengefor theintrusiondetec-
tion (ID) community. To the bestof our knowledge,almost
all systemshave to treatattacksindependently, evenafterde-
tectingtheattacks.

� How candiscoveredintrusionsandanomaliesbeanalyzedin-
teractively?Oneof thekey challengesfor statisticaldetection
is the thresholdfor attacks. How will the attacksand their
distributions/patternschangewhenwe changethe detection
threshold?

IDGraphsis an interactive visualizationsystemdesignedto ad-
dressthesechallenges,supportingintrusiondetectionover massive
network traf�c streams.It hasthefollowing features:

� A novel data-to-spacemappingfor discovery of attackpat-
terns.Weplot thenumberof unsuccessfulconnections(SYN-
SYN/ACK) vs. time in our graphs.We aresuspiciousof any
connectionsthat fail too frequently. For detectionof TCP
SYN �ooding, we usetime seriescorrespondingto unique
destinationIP (DIP) andport (Dport) pairs. For detectionof
horizontalscans,seriescorrespondto sourceIP (SIP)/Dport
keys, andfor vertical scandetection,to SIP/DIPkeys. Other
serieskeys arealsopossible.

� High visual scalability throughthe useof Histographs[23].
Tensor hundredsof thousandsof time seriescanbe viewed
at once,with frequency of network eventsindicatedby pixel
brightness.

� A linked correlationmatrix view that revealscorrelatedat-
tacks.Brushingrevealscorrelatedtimeseriespatterns.To the
bestof our knowledge,we arethe �rst to usesuchviews for
intrusiondetection.

� A searchand�lter interfacefor ungraphednetwork datadi-
mensionssuchasSIPandDport.

We demonstrateIDGraphson a singledayof NetFlow network
traf�c tracescollectedat edgeroutersat NorthwesternUniversity,
which hasseveralOC-3 links. Thesetracestotalled179M records



and1.16TBof traf�c. IDGraphsrevealstheport scanningof virus
andworm propagation,thepatternof stealthyTCPSYN �ooding,
aswell asthecorrelatedactionof distributedattacks.

The rest of paperis organizedas follows. In Section2, we
presenttherelatedwork. In Section3, we discussthethreatmodel
anddatacollection. Thefeaturesanddesignof the IDGraphssys-
temis presentedin Section4, andcasestudiesin Section5. Finally,
we give theconclusionsandfuturework in Section6.

2 PREVI OUS WORK

2.1 Intrusion Detection

An IDS is a type of securitymanagementsystemfor computers
and networks. It gathersand analyzesinformation from various
areaswithin a computeror a network to identify possiblesecu-
rity breaches,which includeboth intrusionsandmisuse.With the
rapidgrowth of network bandwidthandfastemergenceof new at-
tacks/worms, network IDSs have drawn more attentionfrom re-
searchers.

Many network IDSs like Bro [21] andSnort [24] checkpacket
payloadfor virus/worm signatures. However, such schemesdo
not scaleto high-speednetwork links. To deletelarge scaleat-
tacks, many researchershave proposedtechniquesbasedon the
statisticalcharacteristicsof the intrusions.We classifythesetech-
niquesinto two rough categories: 1) detectionbasedon overall
traf�c[4, 20, 28, 29] suchasChangePointMonitor (CPM), which
tendsto be inaccurateand cannot�nd real attack �o ws; and 2)
�o w-level detection [14, 21,24] suchasThresholdRandomWalk
(TRW), which is vulnerableto denial-of-service(DoS)attackswith
randomlyspoofedIP addresses.Flow-level detectionis especially
vulnerableon high-speednetworks, sincethe sequentialhypothe-
sis testingschemeit usesneedsto maintaina per-SIPtablefor de-
tection. Gaoet al. [11] recentlyaddressedthis problemusinga
reversiblesketchtechnique.

Most ID technologiesperform detectionon individual traf�c
�o ws, rather than looking for the correlationsbetweenmultiple
�o ws. Thesemethodscanonly provide a small snapshotof glob-
ally distributed attacks. More recentlydevelopedcorrelationin-
formationanalyses[2, 15] addressthis problem,reducingthehigh
volumeof alertsandfalsepositives[9, 8].

2.2 Visualization For Inter net Security

In applying interactive visualizationto Internetsecurityresearch,
researchersexploit the innateandhighly ef�cient humanability to
processvisual information,enablingthecomplex tasksof network
securitymonitoringandintrusiondetectionto be performedin an
accurateandtimely manner. Many systems[6, 16, 17, 19, 22, 27,
31] have addressedthis problem. All of themprovide interactive
visualsupportfor anomalydetection.

SeeNet[6]displaysnetwork traf�c on a coloredgrid. Eachpoint
on the grid representsthe level of traf�c betweena traf�c source
anda traf�c destination.

PortVis [19] producesvisualizationsof network traf�c using2D
plotswith time andport numberasaxes,andsummarizingthenet-
work activity at eachlocation in the plot (a time/port pair) using
color. Userscandrill down to display traf�c informationat �ner
temporalandport resolutions.

VisFlowConnect[31] usesa simpleapplicationof parallelcoor-
dinates[12] to displayincomingandoutgoingnetwork �o w dataas
links betweentwo machinesor domains.(Parallelcoordinatesare
awidely usedtechniquefor plottinghigh-dimensionaldata).It also
employs a varietyof visualcuesto helpdetectattacks.

TheSpinningCube[17] mapsSIP, DIPandDportto theaxesin a
3D plot. Theamountof network activity is visualizedinteractively
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Figure 1: Visual representation for three types of scans.

thedestinationIP DIP
thesourceIP SIP

thedestinationport Dport
thesourceport Sport

Table 1: The �elds in IP header that we may use in detection

in the plot usingcolor, displayingcertainattacks(especiallyport
scans)veryclearly.

NVisionIP[16] visualizesnetwork �o w datain a2D matrixwith
IP addresseson eachaxis. Eachcell in the matrix representsthe
interactionbetweenthe correspondingnetwork hosts. Userscan
reduceor increasedetail in thecurrentview.

3 THE THREAT M ODEL AND DATA COL L ECTI ON

3.1 Thr eatModel

Ultimately, we want to detectasmany attacksas possible. As a
�rst step,we focus on arguably the two most popular intrusions
for detection:DoS TCP �ooding attacks1 andport scans(mostly
for worm propagation).It is reportedthatmorethan90% of DoS
attacksareTCPSYN �ooding attacks[28, 29].

Scansareprobablythemostcommonandversatiletypeof intru-
sion. Basedon source/destIP andtheport numberinvolved in the
scans,therearethreewell known typesof scans:horizontalscan,
vertical scan,andblock scan[30, 26]. The classi�cation is illus-
tratedin Figure1. Unlike DoSattacks,theattacker needsto usea
real sourceIP address,sincehe/sheneedsto seethe resultof the
scanin orderto know whatportsareactuallyopen[26, 30]. Hori-
zontalscansarethemostcommontypeof scan,andscanscertain
portsacrossaninterestingrangeof IP addresses.Theport number
is oftenuniquebecauseit re�ects thevulnerability thevirus/worm
or attackerstry to exploit. A vertical scanis a scanof someor all
portson a singlehost,with the rationalethat the attacker is inter-
estedin this particularhost,andwishesto characterizeits active
servicesto �nd which exploits to attempt[26]. The third type of
scan,ablockscan,is acombinationof horizontalandverticalscans
over numerousservicesonnumeroushosts[26].

3.2 Data Collection

Oursystemis basedonpreprocessedNetFlow data,but it is easyto
extendto otherdatasources.NetFlow datawasoriginally derived
from Ciscorouterscachingrecent�o wsfor lookupef�ciency, andit
hasnow becomethedefactostandardfor routertraf�c monitoring,
acceptedby all othermajorroutervendors.NetFlow is identi�ed as

1Accordingto the CERT DoS threatmodel [7], DoS attacksmay also
includecorruptionattacks,which areexcludedherebecausethey areoften
application/protocolspeci®c.



aunidirectionalstreamof packetsbetweenagivensourceanddesti-
nation,bothof whicharede�ned by anetwork-layerIP addressand
transport-layersourceanddestinationport numbers.Herewe only
considertheattacksin TCPprotocol,in otherwords,theTCPSYN
Flooding attacksand TCP port scans. We analyzethe attributes
in TCP/IPheadersandselecta small setof metricsfor �o w-level
traf�c monitoring,thepossible�elds we canuseareshown in Ta-
ble 1. Normally, attackerscanchooseTCPsourceportsarbitrarily,
so Sportmay not be a good metric for attackdetection. For the
otherthree�elds, we couldconsiderall thecombinationsof these
three�elds, but thekey ( SIP, DIP, Dport)canonly �nd non-spoofed
SYN �ooding, so we do not useit in detection. Table2 shows
theothercombinationsandtheir selectivity to differenttypesof at-
tacks. Here,we de�ne theselectivity of a key asthecapabilityof
differentiatingbetweendifferenttypesof attacks.

Typesof Keys SYN �ooding hscan vscan bscan
(SIP,Dport ) Part (non-spoofed) Yes No Yes
(DIP,Dport ) Yes No No No

(SIP,DIP) Part (non-spoofed) No Yes Yes
(SIP) Part (non-spoofed) Yes Yes Yes
(DIP) Yes No Yes Yes

(Dport ) Yes Yes No Yes

Table 2: The selectivity of di�erent types of keys. The bottom
three single-�eld keys are lessselective. (hscan=horizontal scan; vs-
can=vertical scan; bscan=block scan.)

Table2 shows thatthecombinationsof two �elds have morese-
lectivity than single �elds, so we usethe 3 combinationsof two
�elds askeys for detection.We organizeour datainto threecorre-
sponding�les:

File 1. We visualizedatain theform ((DIP, Dport), time,
SYN-SYN/ACK)to detectSYN �ooding attacksbecausethey usu-
ally targetacertainserviceascharacterizedby theDport onasmall
setof machines.SYN-SYN/ACKis a measureof unsuccessfulnet-
work connections,re�ecting thedifferencebetweenthenumberof
incomingSYN packetsandoutgoingSYN/ACK packets.

File 2. We visualizedatain the form ((SIP, DIP), time,
SYN-SYN/ACK)to detectany intrudertrying to attacka particular
IP address.Suchattackscanbenon-spoofedSYN �ooding attacks
or verticalscans.To determinewhich sortof attacka DIP is expe-
riencing,we comparevisualizationswith this �le to visualizations
with File 1. If the File 1 visualizationdoesnot show a �ooding
attackfor thesameDIP, theattackis a verticalscan.

File 3. We visualizedatain theform ((SIP, Dport), time,
SYN-SYN/ACK)to detectany sourceIP which causesa largenum-
ber of uncompletedSYN connectionsto a particulardestination
port. Suchattackscanbe non-spoofedSYN �ooding or horizon-
tal scans.Oncemorewecomparevisualizationresultswith this �le
to visualizationresultswith File 1 to distinguishbetweenthe two
possibletypesof attacks.

WhenFile 2 andFile 3 visualizationsshow verticalandhorizon-
tal scanningattacksfrom thesameSIP at thesametime, we have
detectedablock scan.

We useour visualizationsystemfor off-line analysisof a net-
�o w log �le. The net�ow datavisualizedin this paperconsists
of router-level network traf�c tracesfrom NorthwesternUniversity
(NU, whichhasseveralClassB networks). It consistsof 179Mnet-
�o w recordscapturedin oneday in March,2005. Thetotal traf�c
is 1.16TB in size. The averagepacket rate is 37K/s andthe peak
packet rateis 79K/s.The�o ws wereconstructedfrom packet sam-
pling at a 1:1 rate.

Figure 2: (SIP,Dport) net
o w streams plotted in a Histograph to
detect horizontal scans over many destination IPs. Dark points in-
dicate high data density, and splatting (blurring) is used to increase
the visibilit y of isolated points. Such unusually isolated and dark
points attract attention, as do larger linear structures. Later query
(Figure 3) and correlation analysis (Figure 8) reveals that the dark
dots in hours 1 and 2 are block scans, while the linear structure in
hour 3 is the outbreak of a worm attack with horizontal scans.

4 THE DESI GN OF I DGRAPHS

IDGraphsis built on top of the Histographsvisualizationsystem
[23], with the enhancementsdesignedspeci�cally for visualizing
net�ow datasets.Thedatainput canbeany oneof thethreeaggre-
gatednet�ow data�les we discussedabove (Figure2, 10 and11).
In preprocessingwesequencerecordsby key andthentimeto form
a time seriesfor eachkey. We �lter out streamswith lessthan5
unsuccessfulconnectionsover thewholetime range.

IDGraphsis designedto help Internetsecurityexpertsinspect
their net�ow datavisually andperformdeepanalysis. Userscan
quickly identify possibleanomaliesor attacksusing overviews
(Figure2), thenfollow upwith in-depthanalysesby queryingthose
possibleanomalies(Figure3). Onesuchanalysisis identifyingcon-
sistenttemporalpatternsin anomalies,which userscan perform
in two different ways. Dynamic queryingselectsand highlights
streamswith the sameor similar SIPsor DIPs (Figure5). Linked
correlationviews(Figure8, 9) helptheuserselecthighly correlated
streamsandhighlight themin themainview.

IDGraphscanalsobeusedfor interactive visual tuningof auto-
matedintrusiondetectiontechniques.Detectionthresholdscanbe
investigatedusinga vertical slider thathighlightsall streamswith
a minimum numberof unsuccessfulconnections.Userscanthen
annotate(Figure7) interestingdatasubsetsfor furtheranalysisand
presentationby theusersthemselves,or their collaborators.

4.1 Visual Mapping

In visualizingdata,we mustde�ne a mappingfrom thedataspace
to thescreenspace.Lau [17] mapsSIP, DIP, andDport to thethree
axesof a cube. PortVis [19] treatsthe Dport asa 2 byte number,
andmapseachbyteto theaxesof a 2D plot. VisFlowConnect[31]



Figure 3: The user clicks on one suspiciousoutlying and dark point
(at the red X) in the (SIP,Dport) data to reveal the streams un-
derneath it, in which a single IP scans multiple Dports { a vertical
scan.

VisFlowConnectshows incomingandoutgoinglinks by mapping
sourceanddestinationto parallelaxes,andconnectingthemwith
edges.

Unlike previous systems,IDGraphsdisplaystime seriesdata,a
temporallyorderedsequenceof SYN-SYN/ACK valuesfor each
�le key. We thereforemaptime to the horizontalaxis, andSYN-
SYN/ACK to the vertical axis of a 2D plot. Users can also
transformthe databeforethis mapping,producingfor examplea
log(SYN-SYN/ACK) mappingto theverticalaxis thatcompresses
the dataandmakesmoreef�cient useof displayspace.We map
log(0) to -1 (Figure2).

This time seriesmappingquickly revealstemporalpatternsin
network �o w. It alsoeffectively mapsimportanceto the vertical
axis,sincehigherSYN-SYN/ACK valuesaremoresuspicious,and
more likely to be intrusions. This highlightspotentialattacksfor
users.Thenumberof streamscanbeviewedatonceis only limited
by availablemachinememory.

Sincewe visualizethousandsof streamsat onceusingthis map-
ping, we facean occlusionproblem: multiple datapointscan be
mappedto the samedisplay pixel. The baseHistographs[23]
system,designedfor plotting denseandhigh-dimensionaldataby
stackingor compositinggraphs,addressesthisproblemwith anum-
ber of techniques.First, similar to the InformationMural system
[13], the numberof datapointsat a pixel (frequency) is mapped
to pixel luminance, darkening those regions of the plot where
datais dense. This highlights the main datatrends,but unfortu-
nately, it also makes it dif�cult to perceive outliers. Histographs
addressesthis problemin two ways. First, it introducesa new,
contrast-weightedmappingbetweendataandluminancethathigh-
lights changesin data frequency. Second,when datapoints are
isolated,it addslower spatialfrequenciesto themto increasetheir
visibility (splatting)withoutadjustingthedata-luminancemapping.
Thesemeasuresareparticularlyimportantin IDGraphs,whereout-
liersarepreciselywhatusersareseeking.

Thesevisual mappingsprovide an effective overview of the
net�ow data,while also revealing concurrentanomalousactivity.
Eventssuchasvirusoutbreaksor port scanningwill quickly attract
attentionfrom theuser(Figure2).

Figure 4: Selection of streams in the (SIP,Dport) dataset with
elements indicating more than 1000 unsuccessful connections
(ln(1000) � 6.9). Plots points in the same graph are connected with
line segments.

Figure 5: The IDGraphs query interface allows users to select and
highlight a subsetof visualizedstreamsby specifying SIP, DIP and/or
Dport. Wildcards can be used to broaden the selection.

4.2 Interacti ve Query

Interactionis the key to performingdeepanalysiswith IDGraphs.
Ourdesignis guidedby Shneiderman's visualinformation-seeking
Mantra[25], aiming to provide detailedinformationwhenever the
user asks for it. The dynamic query techniquespioneeredby
Ahlberg andShneiderman[3] alsoheavily in�uencedour design.

The ability to click andquery is centralto interactive analysis
with IDGraphs. Userscan click on any pixel to reveal a pop-up
menu(Figure3, 5) showing textual informationaboutthedatafrom
differentstreamsaggregatedby thispixel. For the(SIP, Dport) �le,
this revealsSIP, Dport, andthe SYN-SYN/ACK difference. Cur-
rently selectedstreamsin the query interfaceareshown by color
bars,whichhavethesamecolorasthelineshighlightingthestreams
in theIDGraphitself.

Clicking for selectionis tolerantof inaccuracy, allowing a one-
pixel mismatchbetweenthe locationof nearbydataandcursorlo-
cation.This is especiallyeffective whentheuserwantsto queryan
isolateddatapixel.

By selectingstreamsin the pop-upmenu,userscan highlight
only thosestreamswith certainkeys. A shortcutbutton quickly



Figure 6: Here the user has selectedand highlighted all the streams
with destination port 3306, which servicesMySQL.

Figure 7: IDGraphs allows user to annotate any point in the visual-
ization. By default a red dot is left behind; clicking on it revealsthe
annotation text.

selectsandhighlightsall thestreamsin thelist (Figure5).
We highlight streamsin the IDGraphby linking thedatapoints

of eachselectedtime serieswith lines. Differentcolorsareapplied
to eachstream. Streamdatamay not be contiguous;in suchsit-
uationsthestreamsappearasseveral disconnectedpolylines,with
�lled circlesemphasizingthestartandtheendpoint of eachtrace
(Figures4, 6).

Having found suspiciousnetwork activity, userswill often try
to generalizethediscovery by searchingfor otherstreamswith the
similar features.To addressthis problem,we provide a moregen-
eralqueryinterfacethatallowsusersto selectstreamswith thesame
or similar sourceanddestination(Figure5). Usersneednot click
on a displayedIDGraphfeatureto usethis interface. In Figure6,
we selectedall thestreamswith destinationport3306.

To provide real-timeintrusiondetection,IDS systemsoftenuse
default detectionthresholdsto identify suspiciousnetwork activ-
ity. Thesethresholdsarevery importantin bothsimulationandac-
tual detection.Determiningsuchthresholdsis dif�cult. IDGraphs
allows usersto examinethe effectivenessand impactof different
thresholdswith verticalsliderbrushing(Figure4),whichhighlights
supra-thresholdstreamsinteractively. Userscanadjustthepossible
detectionthresholdinteractively by moving theslider. As they do
so,all thestreamswith atleastonedatavalueoverthethresholdwill
beselectedandhighlighted. This enablesusersto studytheeffect

on detectionof differentthresholdsconvenientlyandinteractively,
with immediatevisualfeedback.

4.3 Corr elation Analysis

To helpusersform andtesthypothesesaboutrelationshipsbetween
two or more net�ow streams,or simply to identify streamswith
similar temporalnet�ow signatures,IDGraphsprovides a linked
correlationmatrix view (Figure 8 and Figure 9). In this matrix,
eachrow andcolumnrepresentsonestream,anddisplayscorrela-
tion valuesto all otherstreams.In eachmatrix cell, red indicates
negative correlationandgreenpositive, while luminanceincreases
with theabsolutemagnitudeof the correlation.Whenthenumber
of streamsis greaterthannumberof pixelsof thedesignateddisplay
area,weperformnecessaryscreen-spacescalingto displaythema-
trix andthereforeeachpixel may correspondto multiple streams.
Usingtwo sliders,userscaninteractively specifya timerangeover
which to constructthematrix andexaminecorrelations(Figure9).

Usinga standardinformationvisualizationtechnique:brushing
andlinking[5] , thecorrelationview is linkedto themainIDGraph,
with streamshighlightedin onehighlightedin theother. This pro-
videstwo waysof visualizingandinteractingwith the samedata.
By brushingor selectinginterestingdata in one view, userscan
studytheshapeof thedatain the linkedview. In IDGraphslinked
correlationview, userscanbrushusinga horizontalstroke or in-
steaduse two precisesliders. The correspondingset of net�ow
streamsis highlightedin the main view for further attention(Fig-
ure8 andFigure9).

This brushingand linking is not particularly useful when the
correlatedstreamsare distributed widely acrossthe correlation
view. We increaseeffectivenessby reorderingnet�ow streamsin
the matrix into correlatedclusters. To perform this reordering,
we apply the correlationmatrix orderingtechniquedescribedby
Friendly[10].Eachrow (column)in thematrix is treatedasa point
in a high-dimensionalspace,andprincipal componentanalysisis
applied. Eachrow (column) is then projectedinto the 2D space
describedby the �rst two eigenvectorsof the correlationmatrix.
Theseprojected2D pointsarethenorderedradially, andsameor-
deringappliedto therows (columns)of thecorrelationmatrix.

5 CASE STUDI ES

In thissectionwedescribeseveralexamplesof theuseof IDGraphs
for anomalydetection.

5.1 A Horizontal Scan Causedby a Coordinated Worm At-
tack

Figure2 is a visualizationof � ve hoursof NetFlow dataorganized
into time serieswith (SIP,Dport) keys. In the middle of hour 3
thereis a very suspiciousvertical linearstructure.By selectingthe
streamsthat reachits SYN-SYN/ACK range(Figure4), we reveal
many shortstreamswith almostno unsuccessfulconnectionsout-
side of the time rangespannedby this linear structure,yet with
a suddenincreasein unsuccessfulconnectionsat the time of this
structure.Clicking on thesestreamsrevealsthatthey arefrom dif-
ferenthosts(SIPs),but communicatewith 3 commondestination
ports: 5554,9898and1023. Theseareportstargetedby theDab-
ber backdoorandSasseworm. We discoveredthesecoordinated
attackswithout prior knowledgeof this port information. Having
identi�ed thesesuspiciousports,wecanselectthestreamsconnect-
ing to thoseportsvia thequeryinterfaceshown in Figure5, quickly
identifyingall thepossibleattacksby thiswormwithin ourdataset,
evenif they aresmallerandstealthier. Becausethey arehighly sim-
ilar, thesestreamsare also salient in the correlationmatrix view
(Figure8), appearingasthe largegreenblock in themiddleof the
matrix.



Figure 8: Brushing with a linked correlation matrix view. Each row and column corresponds to one net
o w stream. Green in a matrix cell
indicates a positive correlation, red negative; brightness shows the magnitude of the correlation. We selected (brushed) one highly correlated
green block using the two horizontal sliders, the corresponding streams are then selected and highlighted in the main, linked IDGraph view.
These highly correlated attacks are from di�erent source hosts, targeting primarily three destination ports (a horizontal scan resulting from a
worm virus attack).

Figure 9: Correlation brushing within a two hour time period. (Note the time slider in the main view to the right). Here we are visualizing a
(DIP,Dport) input �le to detect SYN 
o oding attacks. The four highly correlated streams selectedhere have the same pattern. Such parallel,
coordinated attacks would be di�cult to discover with traditional ID methods.



Figure 10: The sevenmost suspicioussync 
o oding attacks selected
and highlighted in a dataset key with (DIP,Dport).

5.2 A Block Scan and Temporal Similarities in Horizontal
Scans

Thosestreamswith a high numberof unsuccessfulconnectionsin
the (SIP,Dport) dataset shown in Figure 3 are possiblehorizon-
tal scans.Suchstreamscanbe detectedautomaticallyusinggood
thresholding. However, IDGraphsallows an immediatedeeper
analysis.Thesuspectstreamsappearasseveraldark,splatteddots
(seeSection4.1). By clicking on them,theusercanrevealdetailed
textual information.In thiscase,we learnthatall thesestreamsare
from thesameSIP, andtargetdifferentDports:a verticalport scan.
Sinceit is unlikely that the SYN-SYN/ACK failure countwould
be high for eachof thesestreamsif they eachonly addressedone
DIP, the attackis likely alsoa horizontalscan,andthereforealso
probablya block scan.

Figure4 highlightsseveralsuspiciousstreams.In particular, no-
tice the two similarly shapedstreamsat the beginning of hour 0
(light green)andthebeginningof hour3 (light blue). Clicking on
them,we �nd thatthey bothcommunicatewith Dport 3306,which
is usedby MySQL. Thesetwo possibleattackssharethesametem-
poralpattern;noteespeciallythealmostconstantconnectionfailure
rateto theMySQL databasefor a time periodof 15 to 20 minutes.
Wesuspectthispatternmayindicateaconsistenthackingtechnique
– perhapspassword guessing. By queryingand selectingall the
streamswith this Dport, userscan further examineall suspicious
communicationwith MySQL in thedataset.(Figure6)

5.3 SYN Flooding Pattern Discovery

Theoreticallyspeaking,any streamswith highSYN-SYN/ACK val-
ues in the (DIP,Dport) dataset are potentialTCP SYN �ooding
attacks. But IDGraphsallows usersto pursuethis initial hypoth-
esismoredeeply. Figure10 revealsthe temporalpatternsof the
mostsuspiciousNetFlow streams,andshows that they hadSYN-
SYN/ACK valuesthatpeakedduringhours2 and3. Brushingon a
linkedcorrelationmatrix view (Figure9) revealsfour streamswith
very similar temporalpatterns.Even thoughthe DIPs andDports
for thesestreamsaretotally different,it is highly probablethatthese
�ooding attacksemanatefrom thesamesource.We testedthis hy-

Figure 11: The top suspiciouspotential attacks selected and high-
lighted in a dataset key with (SIP,DIP).

pothesisby visualizing the sametraf�c keyed and aggregatedby
(SIP,DIP) (Figure11). Queryingfor andhighlightingstreamswith
thesefourDIPs,we�nd thatatany giventimethetheattacksindeed
emanatedfrom the sameSIP. While SIPsdid changeover time,
they werealwaysfrom thesamesubnet.It seemstheattacker was
�ooding destinationhostson a list, andtrying to hidehis attackby
switchingtheSIPfrom time to time.

5.4 Worm PropagationPattern Discovery and Strategy Infer -
ence

UsingIDGraphstimeseriesbasedvisualization,patternsin anoma-
lous activity patternsare simple to spot. This offers cluesabout
thepropagationstrategy of theassociatedattacks.For instance,we
foundaveryregularseriesof periodicscansto TCPport25(servic-
ing SMTP)asillustratedin Figure12. It appearsto resultfrom the
RTM SendmailWorm [1]. The infectedhostsendsout a burstof
scanpacketsperiodically, likely to avoid overloadingtheattacking
machineandits network bandwidth.

6 CONCL USI ONS AND FUTURE WORK

In this paperwe have proposedaninteractive visualizationsystem:
IDGraphsfor visualizingNetFlow datastreams.We have demon-
stratedthatIDGraphscannotonly detectnetwork anomaliesandat-
tacks,suchasport scans,worm attacks,andSYN �ooding, but can
also lead to useful insightsconcerningpropagationand intrusion
patterns,attackstrategy, andeven distributedattacks. Evaluation
basedon realroutertraf�c datagivespromisingresults.

While IDGraphsusesa time vs. SYN-SYN/ACK plot, most
otherID visualizationsystemsuseplotsbasedon IP addressand/or
port. Suchaddress-basedmappingsare very useful, and the ID-
Graphsmappingbetweendataanddisplayspaceshouldcomple-
mentthemwell. In future work, we plan to introduceviews with
moremappings.With linking andbrushing,they shouldgreatlyin-
creasethe utility of IDGraphs. We are also working to turn this
systeminto a real-timedatagatheringandvisualizationtool.



Figure 12: Horizontal scanning revealedin the (SIP,Dport) data set.
The highlighted stream shows a very obvious semi-periodic visual
pattern over the graphed 25-hour period, with almost the samemin-
imum (0) and maximum (� 800) SYN-SYN/A CK values for each
burst.
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