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1. Introduction

1.1 Document Definition

A Policy is a set of directional statements and requirements aiming to protect corporate values, assets and intelligence.  Policies serve as the foundation for related standards, procedures and guidelines.
A Standard is a set of practices and benchmarks employed to comply with the requirements set forth in policies.  A standard should always be a derivation of a policy, as it is the second step in the process of a company’s policy propagation.

A Procedure is a set of step-by-step instructions for implementing policy requirements and executing standard practices.  
A Guideline is a collection of hints, tips and best practices as derived from policies and standards.  Guidelines are optional, but they typically document well known parameters, processes and procedures under which policies and standards are successfully implemented.

This document is a Global Policy.

1.2 Scope and Objective

The objective of this policy is to provide global information security requirements for the implementation and use of cryptography within systems. This policy also aims to provide guidance on the management of associated crypto keys as well as some high level consideration points for selecting the appropriate cryptosystem.

The scope of this policy includes all applications and systems utilizing encryption.
1.2.1 Applicability to Staff

1.2.2 Applicability to External Parties

Not Applicable.

1.3 Related Documents / References

None
2. Policy Statements
2.1 Application of Cryptography

The application of cryptography must be based on an assessment of the sensitivity level of the information to be stored or transmitted and the security controls over the storage or transmission environment.

2.2 Robust Solutions

Cryptographic solutions must be robust and kept in line with recognized standards, taking into account changes in technology and advances in cryptography.

2.3 Public Algorithms

The use of encryption must be limited to algorithms that have received public review and have been proven to work effectively.

2.4 Proprietary Algorithms

The use of proprietary encryption algorithms is prohibited for any use, unless it has been reviewed and approved by IT Security.

2.5 Key Management Procedures

For every cryptographic implementation, well-documented and accepted key management procedures are required.

2.6 Key Compromise and Revocation

Cryptographic keys that have either been compromised or are suspected of being compromised must be revoked immediately.  Cryptographic keys must not be used when revoked or when no longer valid.
2.7 Compliance with Local Regulation

Cryptosystems utilized must comply with local laws governing encryption use, import, and export where applicable.
3. Policy Compliance
3.1 Compliance Measures
Compliance with the above policy statements can be measured by the following criteria.  Example evidence will vary depending on the supporting standards and guidelines implemented to support this policy.  The following list is not exhaustive, and all example evidence types are not required to validate compliance.

Evidence of compliance can be presented in hard copy or electronic format.
	Criteria
	Example Evidence

	For a selection of applied cryptosystems, evidence that an assessment was performed on the data sensitivity.
	· Copies of review notes related to the data sensitivity and the selection process for the chosen encryption. (An example would be a Business Case for encryption.)

	For a selection of algorithms utilized evidence that the algorithms have been publicly reviewed and proven.
	· Screenshots of the algorithm in use

	For a selection of cryptographic implementations, evidence that documented and approved key management procedures exist.
	· Copies of the documented key management procedures including approvals

	For a selection symmetric or static keys that have been compromised, suspected to be compromised, or deprecated, evidence that the key is no longer in use.
	· Screenshots of the new keys in the systems they are utilized in. (For privacy considerations, a hash of the old key and new key may be provided.)

	For a selection of cryptosystems, evidence that the system utilized is allowed by local legislation.
	· Screenshot or documentation of the system utilized

· A copy of local “use of encryption” legislation OR approval by local internal counsel for use of the cryptosystem


3.2 Enforcement

As noted above, this policy applies to all employees, all officers, all members of the Board of Directors, and all consultants and contractors. Violations of this policy may result in disciplinary action, up to and including termination of employment and legal action. 
4. Appendix

4.1 Variance / Exception Process
Non-compliance with the policy statements described in this document must be reviewed and approved in accordance with the Policy Variance / Exception Process defined in the Policy Framework.
4.2 Glossary / Acronyms

	Proprietary Algorithm
	An algorithm that has not been made public and/or has not withstood public scrutiny. The developer of the algorithm could be a vendor, an individual, or the government.

	Symmetric or Static Key
	A single key is used for both encryption and decryption of the data. The key must be shared between both ends of the encrypted transmission (examples include RC5, 3DES, and AES).

	
	


4.3 Document Management
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4.3.2 Ownership

Corporate I.T. Security
4.3.3 Document Approvers
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4.3.4 Effective Date

January X, 2009
4.3.5 Compliance Date

	Due Date for Compliance (New Situations)
	

	Due Date for Compliance (Existing Situations)
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