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Abstract— Packet forwarding prioritization (PFP) in routers is  saturate bottleneck traffic class capaciBecondly, while most
one of the mechanisms commonly available to network adminis- existing inference methods assume certain independéege (
trators. PFP can have a significant impact on the performance ;; 4 processes) or strong correlation modessg( back-to-
of applications, the accuracy of measurement tools’ results and "~ - .
the effectiveness of network troubleshooting procedures. Despite ba,Ck pere packets), probe traffic of multiple packet types are
their potential impact, no information on PFP settings is readily Neither independent nor strongly correlated. Thus, none of the
available to end users. In this paper, we present an end-to-end existing inference methods can help us here since our tool
approach for packet forwarding priority inference and its associ- - POPI needs to send relatively large amount of active probes,
ated tool, POPI. This is the first attempt to infer router packet- but cannot afford to have pair-wise measurements for every
forwarding priority through end-to-end measurement. Our POPI . .
tool enables users to discover such network policies through pair of packet types. InsteaBOPI employs a non-parametric
the monitoring and rank classification of loss rates for different Method based on loss rate ranks (instead of pure loss rates)
packet types. We validated our approach via statistical analysis, to infer priority settings.Altogether, our approach to PFP
simulation, and wide-area experimentation in PlanetLab. As part inference gives POPI better resistance against background

of our wide-area experiments, we employedPOPI to analyze ; ; ; : -~
156 random paths across 162 PlanetLab nodes. We discovere dtrafflc fluctuations and allows it to cope with the characteristics

15 paths flagged with multiple priorities, 13 of which were fur- of its measurement traffic. . L. . .
ther validated through hop-by-hop loss rates measurements. In e evaluate our approach via statistical analysis, NS-2 sim-
addition, we surveyed all related network operators and received ulation and wide-area experiments in PlanetLab. We choose 32

responses for about half of them confirming our inferences. packet types with various protocols (ICMP, TCP and UDP)
and port numbers including some associated with traditional
and non-traditional applications (e.g. P2P) and some security
vulnerabilities. We ruiPOPlover 156 directional paths on 162
Packet forwarding prioritization (PFP) has been availablandom PlanetLab hosts. Our tool identified 15 paths flagged
in off-the-shelf routers for quite a while, and various modelgith multiple priorities, 13 of which were validated using a
from popular brands, such as Cisco and Juniper Networks flbp-by-bop measurement method similar to that used in [4].
2] offer support for it. Network operators have come to rely oafter surveying all related network operators, we received
these mechanisms for managing their networks, for exampésponse for seven of them all confirming our inferences.
as a way of rate limiting certain classes of applications (e.9.The remainder of the paper is organized as follows. We
peer-to-peer) [3]. review related work ir§ Il before presenting the design and
PFP can have a significant impact on the performance iafplementation of our tooPOPI (§ 1ll). Then we discuss
applications, beyond those targeted by administrators. P& NS simulation experiments i§ IV and the Internet
can also severely impact the accuracy of measurement to@gperiments and validation i§iV. We conclude in§ VI.
output and the effectiveness of network troubleshooting pro-
cedures. For example, measuring network path characteristics
is critical for the diagnosis, optimization and development
of distributed services. PFP settings in routers (e.g. forward-Available documentations [1,2] indicate that there are
ing priority based on packets’ protocols or port humbershree commonly available router mechanisms to enforce
however, can potentially introduce a performance dissonarmority/link-sharing on traffic classes (usually defined by
between the view portrayed by measurement tools and witprotocol and TCP/UDP port numberpriority Queuing
is ultimately experienced by applications. Proportional Share SchedulirgndPolicing. Priority Queuing
Despite its potential impact, users, developers and m@BQ) allows the assignment of absolute priority among queues.
other network administrators have no information of sudBroportional Share Schedulin@PSS), such as Weighted Fair
settings nor ways to procure it. In this paper, we present Queuing (WFQ) and Weighted Round-Robin (WRR), enables
end-to-end approach for packet forwarding priority inferendbe assignment of bandwidth limit to traffic classes. Lastly,
and its associated todPOP1 Policing makes it possible to restrict the maximum rate of
We addressed a couple of interesting challenges while @etraffic classPolicing differs from PSSin that, in the latter,
signing and implementating POPI. First, end-to-end inferentiee policed traffic class cannot borrow unused bandwidth from
accuracy of router properties can be severely affected bther classes.
background traffic fluctuationslo overcome this challenge, Note that only the first mechanism, PQ, sets absolute
POPI sends relatively large amount of traffic to temporarilyriorities between traffic classes. The other two mechanisms

I. INTRODUCTION

Il. BACKGROUND



do not impose such absolute model; i.e., the loss experiené&dicing may not generate out-of-order events at all. Since, for
by one class depends on its allocated bandwidth and its trafiiame other mechanisms, packet reorderings may occur before
rate. observing packet losses, as a part of our future work, we are
A. Related Work explorln_g to use it as anqther mfe_rence metrlc_. S
L i PFP in routers are set in a per-interface basis. Prioritization
To the best of our knowledge, this is the first attempls hackets does not become evident until the associated link
to infer router packet-forwarding priority through end—to-englor a sublink for a traffic class) is saturated, at which point
measurement. , the configured router will begin to drop packets based on
Perhaps the efforts most closely related to this work aj@ getings. This simple observation defines the basis of the
those identifying shared congestion [5-7]. Such efforts thy,,r0ach used in POPIR order to reveal packet-forwarding
to determine whethetwo congested flows are correlated andiqrities, one needs to saturate the path available bandwidth

share a common congested queue along their paths. If ¢ 5 given class to produce loss rates difference among
consider the flows of different packet types along a same paf¥erent classes.

our problem becomes to identify whether these flows do notsqgming the existence of a PFP mechanism in routers such

share a common congested queue._Whne both problems 8f€ approach will succeed at uncovering priority settings in
related clearly, we usually need to simultaneously Cons'derr(%ters along a path if the available bandwidth for the con-
much larger number of packet types.d, 32 packet types a4 class is lower than the bottleneck available bandwidth
in the PlanetLab experiment). Note that the correlation basgfh,e nath. This is illustrated in Figure 1. In this figure, router
method used for shared congestion identification methogds, s the bottleneck link with 10Mbps of available bandwidth,
requires back-to-back probing which, in our case, translaiggie router B has a total of 91Mbps of available bandwidth.
into O(n?) pairs probing fom packet types. In addition, thosey o 4 particular packet type, routds is configured to only
_effo”s focused on flows which _experience c_ongesti_on (ignq_{now 1Mbps using Policing, we can saturate the sublink and
ing uncongested ones), so their probe traffic rate is low afdioct the priority setting on router B. On the other hand, if
not bursty [5-7]. To identify packet forwarding pnonuzanor;FQ or PSS is configured at router B, this approach could not

in routers, one must send relatively large amounts of traffigye ot the priority setting unless the whole lifkis saturated.
to temporarily force packet drops (by saturating the link).

Thus, for better scalability and accuracy, our problem requires 90Mbps

different measurement and statistical interference methods. T 10Mbps —= 9 S —
PFP inference also has some goals in common with efforts IMbps

on network tomography [8-10]. However, unlike in network Fig. 1: Priority Inference

tomography Wherelloss mformatlon and topology |.nforn.1at|<.3 . Challenges for POPI
are combined to infer link losses, we look to identify i

different packet types (based on protocol or port numbers)in designing and implementing POPI we addressed a num-
experience different loss rates. In addition, while probes usker of interesting challenges.

for network tomography are always non-intrusive in order to e The accuracy of end-to-end inference of router prop-
get accurate link loss/delay, our problem requires that we erties can be severely affected by background traffic
saturate links in order to uncover the configuration of the flyctuations. Clearly, if one’s probing introduces rela-
routers. tively small additional traffic, whether the link is saturated
Finally, there is a number of available tools for measuring  will depend on the amount of background traffic. To make
hop-by-hop properties of a path [4,11,12]. By probing with  our approach resistant to background traffic fluctuations
different packet types, these tools can measure losses for such e opt for sending relatively large amount of traffic to
types in a hop-by-hop mannePOPIis complementary to temporarily saturate bottleneck traffic class capacity.
these tools (indeed, we employ some of these tools’ methods probe traffic of multiple packet types are neither
for validation). The statistical method used by POPI could be jndependent nor strongly correlated.While most exist-

incorporated into some of these tools for PFP inference. In ing inference methods assume certain independence (i.e.,

addition, POPI's ||ghter-We|ght end-to-end method could be ii.d. processes) or Strong correlation mod@s}( back-
used as a first step before applying any of the hop-by-hop to-back probe packets), probe traffic of multiple packet
methods implemented by such tools. types are neither independent nor strongly correlated.
Thus, none of the existing methods can help us here since
[1l. I NFERRING PACKET-FORWARDING PRIORITY our tool needs to send relatively large amount of active

There may be several candidate metrics to infer packet Probes, butcannot afford to have pair-wise measurements
forwarding priority, such as packet loss, delay or out-of-order ~for every pair of packet types. To infer PFP settings we
events. In this paper, we only use packet loss as the inference €MPploy anon-parametrianethod based oloss rate ranks
metric because it is the most direct consequence of a priority (instead of pure loss rates).
configuration. We do not rely on packet delay measurementsThus, POPI adopts a two-step approach to PFP inference:
since they may fail to reveal the priorities experienced ki) saturate the link with relatively large amount of traffic and
packets, as low-priority packets may simply be dropped undgt) cluster packet types based on their loss rate ranks. Such
congestion without having experienced significant increasas approach gives POPI better resistance against background
in queueing delays. We do not use packet reorderings teaffic fluctuations and allows it to cope with the inherent
the metric since certain priority setting mechanisms such esaracteristics of its measurement traffic.



Notation Meanin . . .

™ e Sl TeasUTeTent for packet types showing persistent loss rate difference over all

nr number of rounds in one burst bursts, their loss rate ranks will also show persistent difference

A time interval between bursts in a path measurement

k, kj number of all tested packet types, number of tested packet types over the bUI‘S’FS. On the other hand’ for paCke_t types of a
for class; unconfigured link or of a same priority group, their loss ranks

J number of queues/classes/groups. , will be like random arrangements among thgbursts. In sum,

ANR,; the average normalized rank for packet tyipever n;, bursts .

3 fhreshold used for comparing Wit N & range the loss rate ranks measured are well separated for different

] . priority groups and mixed within the same priority grotp.
TABLE Ii- Key notations The problem here is to identify whether the ranks are well
B. Link Probing Method separated or not, which is similar to the well-known statistical
Fig. 2 illustrates our link probe method. We want to teqiroblem of n ranking$14]. There,n judges are asked to rank
k packet types. POPI sends a number of bursty from & objects in the order of their preferences to find out if there
a source to a destination. The interval between bursts.is iS any agreement among them with respect to their orders
Each burst consists of,. rounds, in whichk full-length of preferences. In our problem, tiepacket types are the
packets (1500Bytes), one for each packet type studied, @Riects to rank and the, bursts are the judges. Classic non-
interleaved in random order. So, there are x k back-to- parametric solutions such as the Friedman test[13] can find
back packets in each burst. There are three parameters forwhgther there is agreed preference among packet types, but
probe methodA, n, andn,. A is set to tens of seconds inthey do not tell what the agreed preference.&s, they do not
order to achieve independence between bursts, i.e., to endnake partitions among packet types. Therefore, we proposed
the router's queuing busy period caused by one burst ddesuse Average Normalized Rankg § ) which can be used
not interfere with the following one. We'll discuss,, n, in to group packet types when there is agreed preference.

§ 1I-C and § IV. The ANR is the average of the ranks for a packet type over
all bursts. According to above analysis, th&/ Rs are roughly
Bt e Burst the same for packet types within the same priority group, but

Source Destination

Fig. 2: A burst consists oh,- x k packets, one for each packet type.

differ for those belonging to different priority groups. Our
statistical method is as follows:
1) Calculate ANRLet »/" = (1,2, ...) denote the rank for
packet type in mth burst. The Normalized Rank R}"
is r/k. The range ofVR]" is betweenl/k and 1. The
ANR,; for packet typei is
ny

ANR; = (> NR}")/m.
m=1

Router

C. Inferring Priority Using Loss Rate Ranks

We assume every burst can saturate the link and the back-
ground traffic is relatively stable. When this assumption holds
and the link is configured with multiple queues, saturated
gueues will experience losses while non-saturated queues will
not, or queues saturated to different degrees will experience
different losses. As the background is relatively stable, such
loss rates differences will remain consistent over all bursts.

However, if we were to infer using these absolute loss rates,
the statistical method will be parametric. Parametric methods
are usually applied when the data can be described with a good
mathematical model, e.g. when the losses can be modelled as
an independently and identically distributed (i.i.d) process. In
our domain, a parametric method will estimate the model's
parametersp;, the loss rates of different packet types, and
then determine if allp, are the same for different packet
types. However, our probing method makes the application of

)

We developed a mathematical model fdtV R using
Central Limit Theorem:

Theorem 1:Whenk; packets are in a same clagsthe
range of this classK = ANR.x — AN Rpy,) for ny
bursts at confidence levél— « is

Gl—a,kj,nb = Ql—a,kj X4/ kJQ - 1//<?v 12ny, (2)

where Q1 _x; is the 100( — )% percentile of the

range (ofk; i.i.d. standard normals) distribution.
Proof: Please refer to our technical report [158.

According to this model, whe® > 01, x; »n,, those

a parametric statistical method impossible as the packet losses
of a packet type are neither identical nor independent, and are)
difficult to model.

Instead, we use a non-parametric statistical method based
on loss rate ranks which relies on fewer assumption on the loss
model of the data. Using loss rate ranks instead of absolute
loss rate values has the additional advantage of being more
robust in the face of measurement noise, as shown by our
Internet experimentsg (V).

For every burst, loss rate ranks are computed by first sorting
packet types in ascending order according to the number of

packets should belong to multiple groups.

Partition priority groups based on ANRWe use a
hierarchical divisive partition approach to cluster ANRs.
Initially, we assume all packet types belong to one
group, then we use the above criteria to judge this
assumption. IfR > 6, we partition them into two groups
using thek-meansclustering algorithm. This procedure
is applied recursively to all newly partitioned groups
untiil R < 6 or there is only one packet type in the

group.

loss packets in that burst and then assigning ranks in order, Pe. Performance Analysis on Priority Group Partitioning

the packet type with the largest loss rate has ranthe one

In this section, we first simulate many sets of random rank

with the second largest loss rate has ranletc! Therefore, values (given the number of priority groups and packet types)

IFor tie breaks, we use the midranks method [13] to distribute the total2?Our method is robust in the case when a fraction of bursts does not satisfy

ranks equally among them.

the assumption discussed §nll-D.



that satisfy the following two conditions: ype b ) 16 32 64 | 128
1) V packet typei € priority group G;, andV packet type —
J € priority groupG}, the loss rate rank; > r; as long 0.01 L(J)nvdeerrplfzgl[tilt?;n 08250 2'052 2623 2'(;32 2'612
as groupG; has higher priority than groufy;. : Toal 8'7 55515931 555 549

2) For packet types within the same priority group, thejr _ . . . : :
ranks are randomly permutated in each burst in order|to Over Partition | 5.7 | 0.63| 0.21| 0.29 | 0.23
simulate the effects of random losses. 0.001 Under Partition) 43.5| 0 0 0 0

. Total 49 | 0.63] 0.21| 0.29| 0.23
We then analyze thed NR group partition performance on
the average of those sets of rank values. Note that the above TABLE Il: Average cluster error percentage (%) fbr= 2

conditions do not consider the worst case when the rankrof ny 8 16 32 64 | 128

higher priority group&; can be smaller than the rank of some J

packet typej in a lower priority groupG;. However, we do 3 50.0/ 0.30] 0.31] 0.35| 0.46

consider some extreme cases that violate those two constraints 4 69.0| 044| 039 054 | 0.53

due to severe traffic fluctuations in the end of this section. 5 82110931 060 052 048
Generally speaking, our method gives three types of errors.

o . . TABLE Ill: Average cluster error percentage (%) fér= 3,4,5, a =
1) over-partitioning The number of partitioned groups iSo.0001

more than that of the actual situation. It results from the )

type | error associated with the criteria > 6, when shown in the table. However, the error percentages are all

POPI thinks thatk packet types are not in one groug?€low 1% forn, > 16. _

but actually they are. According to statistical theory, 1n€ background traffic may not be stable during the probe.

the percentage of these errors occuring is less than fgnsider an extreme case, where the background traffic is

significance leveh we choose to calculate: ON/OFF traffic. Suppose when a probe burst is sent during
2) under-partitioning The number of partitioned groups isthe ON period, t_he loss rate.s measured will pe well-separated.

less than that of the actual situation which results frofyN€n @ probe is sent during the OFF period, no loss rate

the type Il error of the criteria. We proved in [15] thadifference will be observed (as the link will not be saturated).

when n, is above certain value, i.e. larger than 12 fofhe ranks in such bursts will be the same for all packet
k = 32, the percentage of type ”' errors occuring is zerdYPes: We fixed the total number of bursts to 32 and increased

3) mis-partitioning The number of partitioned groups ist€ number of bursts probed during the OFF per{ad).

equal to that of the actual situation, but some packEtd: 3 Shows hown, affects the cluster results. The error
types are partitioned to wrong groups. Is the average performance of &M, ks) combinations for
he basi i ¢ lust thod is t Ilcl + ko = 2,14,23,32 and k; < ko, where we run 64
As the basic operation of our cluster method IS t0 Spli, 1ations for every combination. The cluster error increase
several packet types into two groups, we first analyze t§qgenly whem, becomes larger than 13, 40% of 32 bursts.
case of two priority groups.f( = 2). There are 256k1,k2) pejow that value, the error percentage remains zero. This

combinations where:, + ky = k < 32 andk; < ka. We  opqe oyr clustering method does not require every burst to

tr.y 64 _simul_ations for each of the combination, i.e. 16'3_8ﬁave loss rate differences, and that it is robust against quite
simulations in total. Table Il shows the percentage of the f"@rge fluctuations on background traffic

two types of cluster errors fon, = 8,16,32,64, or 128
with @ = 0.01 or 0.001. The percentages for the third type
of errors are all zero. When, = 8, both o have a large IV. EVALUATION WITH NS-2 SMULATION
error percentage. Therefore, we should choogse- 8 for our In this section, we use NS-2 simulations to investigate
experiments. Fon, > 16, botha = 0.01 anda = 0.001 have performance when the loss rates of different priority groups
0% under-partitioning which agrees well with our theoreticalare possibly not well-separated. We implemented POPI in NS-
analysis result stated just before. As= 0.001 has smaller 2 and used CBQ (Class-Based Queueing) [16] for various
percentage obver-partitioning we will usea = 0.001 for our queue configurations. We use a dumbbell topology as shown in
further experiments. Forr = 0.001, its percentage obver- Fig. 4. The routerR0 is configured with the priority settings.
partitioning is 0.63% forn, = 16 and decreases to 0.20% forThe background traffic is constant because we have discussed
ny larger than 32. 0.20% is close to the confidence level we site effects of ON/OFF background traffic in the previous
Further analysis shows that the cluster errors are essentialction already. In the experiment, the size of both POPI
uniformly distributed over differentk;, k2) combinations. packets and background packets are 1000 bytes long, and POPI
When J > 2, the number of(ky, ko, ..., k;) combinations is configured to send probe bursts at 100Mbps.
grows dramatically fofy  k; < 32 andk; < k;41. We tested  Here we show the result of Priority Queuing configuration.
all combinations, but with reduced number of simulations forhe result for PSS configuration is similiar and can be found
each combination to keep the total number of simulatioms [15]. RO is configured with two classes. Class 1 is the high
about the same to that of = 2. Table IIl shows the partition- priority class, with a queue length of 20 packets. Class 2 is
ing accuracy forJ = 3,4, 5. Our partitioning method consiststhe low priority class, with a queue length 66 packets.
of two basic operations, the threshold comparisonlanttans  Fig. 5 shows how the partition results are affected as
partition. WhenJ increase, the number of such operations for, increases for variougk:, k2) combinations and 10Mbps
correct partitioning increases. As each operation may introdugackground traffic. Every point in the figure denotes the result
error, the overall performance decreasesJagicreases, as of a simulation experiment in which POPI sends 32 packet
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. B . _— " PROT | Type/Port Number
types withn, = 32. As shown in this figure, the partition CVMP T ICMPECHO

results can be divided into three phases according to the val YerCp 20, 21, 23, 110, 179, 443 (well-known app)

of n,.. In phase 1p, < 18, the probe does not saturate the link 1214, 4661, 4662, 4663, 6346, 6347, 6881 (P2P agpli-
hence no loss is generated, and all packet types are partitioned cations)
as one group. 161, 135, 137, 139, 445 (security-related)

Phase 2 is a transitional phase. The low priority packet types 1000, 12432, 25942, 38523, 43822, 57845 (random)

began to experience losses, but since the losses are insuffic entPP 1830(81’;2/'32)25942 38523 43822 57845 (random)
for POPI to properly classify the packets, the partition results
were still incorrect. This phase can be further divided into TABLE IV: 32 packet types considered for PlanetLab experiments.

two sub-phases based on the amount of losses generafed. . ,
e . - or our evaluation, we selected 32 packet types as shown in
In the beginning, a packet type in low priority group onl

experienced sporadic drops in some bursts. For most of t aeble IV'to check:

bursts, it showed no difference in terms of drops from the high- ¢ Whether ICMP, TCP and UDP packets are handled with
priority packet types, thus POPI would still cluster them with ~ equal priority.
high priority packet types, resulting imnder-partitioning As e Whether some well-known applications are granted
n, increases, certain class 2 packet types would have drops in higher priority. This set includes ftp (port 20, 21), telnet
almost every burst, and would be clustered in the low-priority ~ (port 23), POP3 (port 110), BGP (port 179), and HTTPs
group, while some other class 2 packet types still did not have (port 443). Port 80 was not included because it was used
sufficient drops to be clustered as low-priority group, as their by PlanetLab maintenance.
ANR; were in the middle of the typicadNR of class 2 e Whether P2P traffic is treated with lower priority. The
and the typicalANR of class 1. Those intermediates were  seven ports tested are used by four major P2P applica-
clustered as a separate group when judged against the criteria, tions, Fasttrack, eDonkey, Gnutella, and BitTorrent.
which resulted inover-partitioning e Whether vulnerable ports are treated with lower priority.
Finally, POPI entered phase 3 in which the loss rates These ports are used by worms such as Code Red and
were well-separated, and POPI's accuracy solely depends on Nimda.

the performance of the cluster method, which has an erronwe send TCP packets without any special flags because
percentage below 1% shown in previous section. the firewalls may misinterpret our probes as a SYN-flooding
The above simulations show that we can get very accura@s attack and perform SYN-limiting if we send many SYN-

results as long as we can generate enough losses. Besidesyff&ed packetd.Due to connection tracking of PlanetLab
above simulations help us estimate the for our PlanetLab nodes, POPI sender and receiver first perform the TCP 3-way
experiments. In our PlanetLab experiments, we also probengindshake. If it can establish a connection for a TCP port pair,
100Mbps with 32 packet types. We assume the queue lengiyp| will probe with normal TCP packets for that port pair.
of the configured router is 60 (the default value for tiwemal-  Otherwise, we assume the port is banned and exclude it from
limit priority queue for Cisco Routers with recent 10S 12.2 [1}the rest of measurement or priority inference. In fact, we have

and the available bandwidth is less than 90Mbps. Accordifigund that many ports related to security vulnerabilities are
to this simulation,n,. > 30 is enough to get accurate resultphanned.

Thus we user, = 40 in PlanetLab experiments. For UDP and TCP packets, we used the port numbers listed
in Table IV as source ports to measure the source port based
V. PLANETLAB EXPERIMENTS priority policy. 30002 is used as the destination port, because

. . . . . it is very unlikely that ISPs will set an explicit priority policy
In this section, we first describe t.he experlmental methoéésed on it. We can measure the destination port based priority
ology, then present the results and its validation. policy in a similar manner.
A. Experiment Methodology We deployed POPI on 162 PlanetLab nodes distributed
oyer the world. Each host belongs to a different site, and

While it may seem necessary to test all packet types gether they span over 100 autonomous systems. About 60%

different protocol/port number combinations to validate our

approach, in practice the.re is onIy a small number pf paCkeEWe measured on certain paths, and found out that SYN probe packets are
types that network administrators may want to treat differentlyeriodically blocked if we probe with SYN floods.



of the hosts are located in North America, while the othetbat the ANR range is a good indicator for whether there is
are distributed in Europe, Asia and South America. an agreed preference among the packet types.

We ran our measurement on May 12, 2006. Nodes wereSecondly, we compare the ANR range metric with another
randomly paired to create 81 pairs, and we probed 162 pathgossible candidate, the loss rates (LR) range metric. The
both directions for each pair. We ran POPI with= 32,7, = LR range is the difference between the maximum and the
32,n, = 40 and A = 10 seconds. Thus for each path, theninimum loss rate of different packet types. In Fig. 8 we
measurement took 5 minutes, and 40,960 packets were ggotted a path measurement as a point withritsxis as the LR
(each with size 1500B). Thus although the burst of prolyange ands-axis as the ANR range. Suppose we have designed
traffic is quite intensive, the average bandwidth consumpti@mother priority inference method based on the LR range and
is just 1.6 Mbps, well below the typical 100 Mbps capacityuse it on these paths. Then, a loss rate based threghold
The total traffic is 6.64 million packets, or 9,953 MB. will be used to distinguish a priority path from a non-priority

After completing our measurements, we gathered the pacpeth in the same way as we do in ANR range method. For
dump files from the receiver nodes. We were only able those points with both large ANR and large LR ranges, the
collect results from 156 of the 162 paths measured and weo methods will both infer them as multi-priority paths, thus
use those paths for the analysis. Among the 32 packet typkere is no difference between them. The points with both
measured, we usually have232 packet types for a path aftersmall ranges also make no difference. The points that make
excluding those banned packet types and those which failedlifference are those with large ANR but small LR ranges,
to setup the TCP connection from priority group inference amd those with small ANR but large LR ranges, because the
mentioned before. two methods will make opposite conclusion for these points.

We first check the two typical points with large ANR
, L ranges but small LR ranges, (0.04,0.40) and (0.04, 0.36). They

First, we check how packet drops are distributed amoRgrespond to the path 13 and 14 in Table V. The inference
bursts of a path measurement to see if there are any effeelSits are correct according to the feedback from the relevant
caused by background traffic fluctuations, as we discussggyork operators. Their ANR ranges are large, ranked as the
in § 11I-D. Fig. 6 shows the distribution of number of path)3i and 14th largest ANR ranges, whereas their LR ranges
measurements in which acertanj nL_meer of bursts experien¢gfks are not as high as their ANR ranges ranks, ranked as
network packet drops. From this figure, we can see that §e 26th and 29th largest LR ranges. Many non-priority paths
most of the path measurements, either qll bursts experiengee |arger LR ranges than those two paths. Therefore, the
drops or no bursts experienced drops. This suggests that if ¢ pased method creates two false negatives when it infers
f_lrst burst in a path measurement can satu_rate the I|nk,_ 'ttf%se two paths as non-priority paths, while it creates lots
likely to be true for the rest of bursts, and vice versa. This | taise positives by inferring those non-priority paths that
agcqrdance with our notlgn that traffic remain relatively stabje, e larger LR ranges as multi-priority paths. The reason for
within a short period of time. _ them to have large ANR range but small LR range is that

1) The Performance of Average Normalize RanRs: We in most of the bursts the loss rate difference between their
chps_e ANR as the metric to mft_er yvhether the_re is m_ultlplﬁigh priority group and their low priority group is just one
priority groups and to cluster priority groups, it's crucial g, o packets. Although their loss rate differences are small,
understand how such a metric really captures packet forwafflay are persistent over all bursts, which led to the large ANR
ing priorities. In this section, we try to answer the followingange and suggests there exists a certain preference for certain
questions. packet types. In this case, the ANR range metric makes such

« Can ANR range clearly distinguish single priority vspersistent behavior obvious while the LR range metric tends

multiple priority settings? to ignore it.

« How does ANR perform when compared with other Then, we examine the point (0.09, 0.12), which has a

alternative metricse.g, link loss rate range? small ANR range but a relatively larger LR range. When

o With multlple priority settings, is ANR suitable to Clusterchecking this path measurement |OgS, we found that the

the packet types into different groups? receiver received 11 bursts. All the loss rate differences stem

First, we examine how accurately the ANR range metric cdrom the first burst. In that burst, every TCP packet type
distinguish whether there is a packet forwarding preferenoeceived only two packets, while every ICMP and UDP packet
in effect. Fig. 7 shows the cumulative percentage of the ratigpe received 40 packets. Investigating further, we found that
between the ANR range measured and the threshakkd for the TCP advertised window values in TCP headers, which
partitioning of the 156 paths. As discusseditil-D, we use a were set to 32768 as we sent, were rewritten to 1460, 2920
confidence levely = 0.001 to calculate the thresholtl When when received for the two packets in the first burst, while
the ratio is larger than one, packet types are partitioned imemained unchanged for the rest of the bursts. As a normal
multiple priority groups. The curve shows that the ratios |le§ECP connection usually starts with congestion windows set
than one and those larger than one are well separated. Amemgne or two, we suspect that our aggressive probing method
141 paths whose ratios are less than one, the ratios of 140 p&ihs triggered a TCP congestion control mechanism related rule
are well below one((.82). On the other hand, of the 15 pathsn a firewall, so that all packets not accommodated within
with ratio larger than one, 13 paths have ratios larger théme window size were discarded. We checked all 156 paths
1.20. In addition, we compare our method with the Friedmaand found 11 others have the same phenomenen,large
test as discussed llI-C, using the samex. The results are losses for TCP packets with rewritten headers in the first
almost exactly the same. Therefore, both evaluations sugdastst. In the real Internet environment where there are lots

B. Data Analysis and Results
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Fig. 8: Loss rate ranges v.s. ANR ranges
of hidden middleboxes, there are many transient losses whiaiown TCP applications with high priority. When ISPs cannot

may produce a large LR range for a certain packet type awver-provision their networks, it seems that giving bandwidth
some bursts. But the ANR range metric is much more robugiarantee to well-known Internet applications is their usual
to such burst errors than the LR range. Thus the ANR rangelution.
is more suitable for discovering the priority settings. Among the 15 paths, there are three pairs of paths (3,6),
Finally, when the ANR range exceeds the threshold, w&,8) and (13,14) that are worth extra attention. Each pair are
cluster packet types based on their ANR values. Therefolédirectional measurements between the same pair of nodes,
we also want to know how the ANR values are distributednd their priority group categorizations are the same. Given
within the range. The 15 paths with largest ANR valuee router IP and the number of hops away from end hosts, as
were flagged with multiple priorities. We show them togetheg€en in the validation data (see Table VI), we believe that a
with the next 15 pathsi.e., 16th to 30th) with the largest Single router on the path is responsible for the priority setting
ANR ranges in Fig. 9 and Fig. 10 to see how ANR value@f each path pair (3,6) and (13,14), as confirmed with network
were distributed for both multi-priority paths and non-prioritypoperators. Take path (13,14) for example. They are both caused
paths. The numbering of path in these figures will be us&¥ the egress filtering on routé62.5.40.131  and thus the
consistently throughout the rest of this papegTable V. In loss rate differences show up in the subsequent routers.
the figures, higher priority number denotes smaller loss ratesOn the other hand, there are 9 other paths that do not have

We define thelistance between two priority group€’; and the?r reverse pat_hs Iis_ted in the table, _Iikely indicating that
G, as the minimal ANR difference between any pair of pack&€ir priority configuration are asymmetric. _
typesi and;j wherei € G, andj € G.. We define the-ange 3)_ Effects of the number of rounds in one burst: this
of a priority groupG as the maximal ANR difference for anySection, we evaluate the number of roungsneeded to sent
pair of packet types 6. For most of the multi-priority paths, N One burst in order to infer the priority settings. Instead of
except for paths 1 and 15, the distance between any differ@fPing the paths with new, values, we actually reuse our
priority group is always much larger than the maximal range §i€asurement data by only counting received packets up to
the priority groups. On the other hand, the fifteen non-priorify Cértain sending roung in one burst, ignoring the received
paths in Fig. 10 not only have obviously smaller range thaggckets sent after that round. Since PO_PI put the round number
the top 15 paths, their ANRs are also concentrated within tHg0 the data payload for every packet, it's easy to obtdn,,

range. Large distance between groups and a small range witfi Number of received packets for the packet type to the
a group are two good properties for clustering. sending round in the mth burst, and perform ANR analysis

. . based on these values.
2) Pnonty G_roup I_nference ResultTable V shows the Fig. 11 shows that total partition errors decreasesias
source destination pairs, the ANR range, and the packet ty[i)ﬁ

. . o Lo Creases for the top 15 paths. Thader-partitionsare the
information of priority groups for the 15 multi-priority pathsmain types of errors when, is small, and the number of

identified. One path is partitioned to four priority groups, tw?@em gradually drops from 14 at, — 1 to zero atn, = 38.

paths to three groups, and all others to two groups. Except éuggests that we can have right partitions for some paths at

the path 1 and 15, all other group partitions can be describe
. : small n,., but we need to use large. for some other paths.
concisely in the table. Four paths treated some P2P ports . . .
Is accords with our notion that for some paths with large

OT the seven P2P ports_ n T&.‘b.le IV as low pnquty. Althoug vailable bandwidth, we need to send large bursts to make the
different paths set their policies based on different subse ﬁority settings show up

of the seven ports, it is no surprise that all policies treatepd
P2P ports as low priority. However, it is a little surprising ) o
to see that for the eight paths, more than half of the mulf- Experiment Validation

priority paths identified are related to ICMP. Five of the paths In this section, we try to determine the accuracy of the
treated ICMP as low priority, two treated it as high priorityinferred results in the previous section. Since it is very
and one treated it as medium priority. Although we have nbtrd to get the actual router configurations on the path, we
found unanimous agreement on whether ICMP packets akesigned a hop-by-hop method to validate our inference. It
treated with high or low priority, it does suggest that we hauaeasures the one-way loss rate differences to each router
to be very careful when using ICMP loss rates to estimabtm the path towards the destination. For packet types from
the network performance of TCP or UDP connections. Threkferent priority groups, their loss rates should begin to differ
paths 1 (See validation for path 1), 3 and 6 treat wellwhen they reach a certain hop on the path (when packets
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Path | Source-Destination Range Group Partition
1 pku2.6planetlab.edu.enplanet2.att.nodes.planet-lab.org 0.63 1,5,8,10
2 planetlabO1l.erin.utoronto.egplanetlab-3.amst.nodes.planet-lab.org 0.62 | 2(ICMP+Bittorrent),24
3 planetlabl.nycm.internet2.planet-lab.ergoccf-planet-001.comp.nus.edu.sg0.60 7(APPS),22
4 Izul.6planetlab.edu.enplanetlabl.ls.fi.upm.es 0.59 21,1(ICMP),2(P2P)
5 planetlab2.iii.u-tokyo.ac.jp-planetlab5.upc.es 0.55 22,1(ICMP)
6 | soccf-planet-001.comp.nus.edu-splanetlabl.nycm.internet2.planet-lab.qrg0.54 7(APPS),22
7 planetlabl.ukc.ac.ukplanet2.ics.forth.gr 0.54 1(ICMP),30
8 planetlab5.upc.esplanetlab2.iii.u-tokyo.ac.jp 0.52 21,1(ICMP)
9 | planetlabl.cs.colorado.edtplabl.nec-labs.com 0.51 22,5(P2P)
10 | scratchy.cs.uga.eduplanetlabl.georgetown.edu 0.50 18,5(P2P)
11 | planetl.scs.cs.nyu.ediplanetlab2.net-research.org.uk 0.50 29,1(ICMP)
12 | planetlab2.lsd.ufcg.edu-brplanetlabl.mnlab.cti.depaul.edu 0.41 25,3(P2P)
13 | planetlab2.postel.orgplanetlabl.cs.purdue.edu 0.40 27,1(ICMP)
14 | planetlabl.cs.purdue.edtplanetlab2.postel.org 0.36 27,1(ICMP)
15 | planetlabl.informatik.uni-erlangen-ggplanetlab2.ece.ucdavis.edu 0.35 1(ICMP),7,18

TABLE V: 15 paths with multiple priorities. In th&roup Partitioncolumn, each number represent a group and its siee the number of packet types in
that group). The groups are ordered by priorities with the highest priority on the left. The description for each group is enclosed in the parentheses. Except
paths 1 and 15, the groups without description contain the rest of packet types pAdBéddenotes well-known TCP applications.

traverse the configured router), and the difference showddnerate a significant amount of probe traffic to the routers,
remain from that router onwards, in the same way as the eridr path with multiple priority groups, we selected two packet
to-end measurements. The bifurcation point and the persisteites from every priority group, unless there was only one
loss rates over several continuous hops afterward are vegcket type in that group. If the path did not show loss rate
strong indicators to prove the existence of the priority groupdifferences, it would be a false positive. For path with only
Besides, this method enables us to find the configured routere priority group, we selected two packet types of the largest
located at the bifurcation points. We then sent email to theo ANRs and two packet types of the smallest two ANRs. If
tech support of the configured routers for validation. there were loss rate differences, it would be a false negative.

1) Hop-by-Hop Method: We designed our hop-by-hop 2) Validation ResultsThe validation experiment took place
method as follows: For each path, we send different packsi May 17 2006. We validated the 30 paths in Fig. 9 and 10
types with TTL ranging from one to its number of hops:J. in order to search for both false positives and false negatives.
For TTL in the range of [1nh - 1], we will receive “ICMP  Among the 30 paths, four paths could not be checked, and one
time exceeded” packets. We then use the original probe packfthem is in top 15. Among the 14 paths in top 15, 13 paths
information contained in an “ICMP time exceeded” packet tare validated to have multiple priorities as shown in Table VI
pair it with the original packet that triggered it. and 12 of them were correctly partitioned. For the 12 of the

For each hop, the difference between the numbers of thettom 15 paths, we did not find loss rates differences for any
received ICMP packets for different original packet typesf them. Therefore, no false negatives were found for any of
reflects the loss rate difference on the forwarding path to tHhe paths. The four unchecked paths, one over-partitioned path
hop. This is because for all the different types of probe packétsand one unproven path 15 will be explained later.
sent towards a router, the triggered “ICMP time exceeded” For each priority router inferred in Table VI, we checked
return packets all have the same size and will have the sajecorresponding organization usingiois database, and sent
loss rates on the return path. Thus the loss rate differens@ail to the tech support for validation. We received response
observed are mostly likely caused on the forward path.  for seven paths and they all confirmed our inference results.

For each path, we sent 1000 packets for each packet typegths 1, 3 and 6 are confirmed by their network operator as
per router. To avoid the ICMP rate limiting on many routerssetting separate high bandwidths for typical applications. In
we probed each hop once every second. Thus the validataddition, the network operator of Path 10 confirmed that they
of each path takes 1000 seconds. Since this method woukk a traffic shaper (we consider it as part of a router for



[ ooeses 51 B %0 Path | #G | Router w/ OP | HC | PL | Location | Confirmed
g o 1713000371000 e :oor ] 1 2 202.112.61.197] 6 18 China Yes
- i 2 | 2 [ 12810020097 5 | 17 | Toronio -
Lot o D Ml /5784550008 7> 3 2 | 137.132.80.104 11 | 15 | Singapore Yes
o N 7 S e 4 3 | 138.100.254.18 15 | 16 | Spain -
5 2 84.88.18.18 23 | 27 Spain Yes
T e e Sns o, P2 6| 2 | 187.0023431 | 5 | 15 | SngaporelYes
and UDP ’source port l(?OO ’ V\;ith TCP source port 1000, 1214, and 8 2 62.40.96.169 12 | 21 UK —
UDP source port 43822, 57845 9 2 | 128.138.81.134{ 5 15 Colora(_jo —
10 2 128.192.166.1 | 4 12 Georgia Yes
forwarding functionality) close to the campus edge routers 11 2 | 193.63.94.6 12 | 13 UK -
to limit P2P traffic. The other three MPPs (5, 13 and 14) 12 2 ]1200.143.252.21) 7 | 21 Brazil -
confirmed by their network operators are all caused by severg3 | 2 | 192.5.40.53 11 | 15 | Indiana Yes
ICMP traffic rate limiting on their routers 14 | 2 | 192540134 | 5 | 15| Indiana Yes

Fig. 12 gives the typical per hop loss rates for a successful§BLE VI: Summary of hop-by-hop validation results for the 13 successfully
proved path' path 8. Other multi-priority paths are Sim"ayalidated paths. Th&ath numbers are the same as those in Tablgf@.is
- ' . the ,number of priority groups shown in the hop-by-hop loss r&esiter w/
There are persistent loss rat_e d_|fferences bEtwee_n ICMP_ IWis the router where the multiple priorities are observed. Note that they
the TCP/UDP packets beginning at hop 12 with similanay not be the routers with priority configuredlC is the hop count from
differences all the way to the destination, while there fge source to that routePL is the length of the path. “~" means no reply.
no such difference before hop 12. Therefore, the configured

router should be at hop 11 or 12, depending on the router ) _ _ )
configuration (ingress filtering or egress filtering). Fig. 13 Y& would like to thank Vern Paxson for his early discussion

shows the per-hop loss rates for a typical non-priority patﬁ”d encouragement of this work. We would like to thank Steve

path 24. The large loss rates for hops 2 and 3 are probaﬁ(f)lr'ir and Mark Huang, who kindly helped us in the early
due to ICMP rate-limiting on the “ICMP time exceeded” replyf€velopment of POPI on PlanetLab. We would also like to
packets. thank Junxiu Lu, Lanjia Wang and the anonymous reviewers

The unchecked paths are path 7 and three others in {j their helpful comments and suggestions on this paper.
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of packet forwarding priority on routers. The tool is availablé!]
at [17]. We evaluated POPI through both simulations and
PlanetLab experiments, and discovered several multi-priorit]
paths in the Internet. Further hop-by-hop validation and survey
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