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·Virtual Machine Monitors (VMM) provide virtual 
machine (VM) software with the impression of 
running directly on hardware

·Popekand Goldberg requirements for a VMM:
·Fidelity (runs normally, as if there were no VMM)

·Performance(not interpreted)

·Safety(resources are protected as appropriate)
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Drivers can either be in the hypervisor or 
in one of the VMs
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Type II VMMs that use hardwarevirtualization
require modifications to the host OS 
(patches, or Kernel Driver as in KVM)
to perform privileged virtualization instructions
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·For an architecture to be classically virtualizable , all 
ȰÓÅÎÓÉÔÉÖÅȱ ÉÎÓÔÒÕÃÔÉÏÎÓ ÍÕÓÔ ÂÅ ÐÒÉÖÉÌÅÇÅÄ ÁÎÄ ÔÒÁÐ ÓÏ ÔÈÁÔ 
they are emulatable by the VMM:

·Sensitive instructions include: 
·Processor mode changes

·Hardware accesses

· Instructions whose behavior is different in user/kernel mode

Normal Instruction
Normal Instruction
Normal Instruction

Sensitive Instruction

Normal Instruction
Normal Instruction
Normal Instruction
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EmulationProcedure()
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·(ÉÓÔÏÒÉÃÁÌÌÙ Øβΰ ÈÁÓÎȭÔ ÂÅÅÎ ÖÉÒÔÕÁÌÉÚÁÂÌÅ1, since there 
are sensitive instructions that do not trap:
·Instructions like popf, which has different kernel and 

user-mode behavior

·SMSW, which stores the machine status

·SGDT, SLDT for segment descriptors

·Recently, classic virtualizability has become possible 
due to two new (incompatible) architectures:
·AMD SVM (secure virtual machine)

·Intel VT (virtualization technology)

1. Robin, Irvine. !ÎÁÌÙÓÉÓ ÏÆ ÔÈÅ )ÎÔÅÌ 0ÅÎÔÉÕÍȭÓ !ÂÉÌÉÔÙ ÔÏ 3ÕÐÐÏÒÔ Á 3ÅÃÕÒÅ 6ÉÒÔÕÁÌ
Machine Monitor. Procedingsof the 9th Usenix Security Symposium. 2000.
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·A first attempt: direct fetch -and-decode emulation of all 
instructions
·Slow
·Not technically virtualization by Popek& Goldberg 

requirements

·A minor improvement: decoding instructions and saving 
them in a cache in an easy-to-process format:

·Minor speed up (but still not technically virtualization)
·Need to manage the cache

ȣ ȣ ȣ

Instruction Operand Operand

Instruction Operand Operand
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·Idea: Compile the instructions in the cache and run 
them directly

·Challenges:
·Protection of the cache

·Ensuring correctness of direct memory addresses

·Relative memory addressing needs to still work, despite 
the fact that the cache may be structured differently

·Sensitive instructions need to be handled

·Also: Need to compile on demand
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·Divide the instructions into blocks that end with a control -
flow instruction: 

·The control f low instructions are replaced with jumps into 
VMM code which determines what to do next
· If the destination code is already in the cache, the VMM uses 

it. Otherwise, it compiles it.
·The VMM replaces the pointer to the handler in isPrimewith 

a direct pointer to the destination code block in a process 
called chaining
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isPrime : mov %ecx , % edi
mov %esi , $2
cmp %esi , % ecx
jge prime

nexti : mov %eax , % ecx
�«

isPrime : mov %ecx , % edi
mov %esi , $2
cmp %esi , % ecx
jge [HANDLER1]
jme [HANDLER2]


