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Motivation

o Botnets have been widely used for sending sp
emails at a large scale.

6 Detecting and blacklisting individual bots is
difficult.

o Little effort has been devoted to understanding the
aggregate behaviors of botnets.



Introduction

o Botnet
6 A group of compromised host computers (bots)

6 Controlled by a small number of commander hosts
(bot masters)



Introduction, cont’d

o High level idea

6 Use emall dataset from a large email service
orovider (MSN Hotmail)

6 Focus on URLs embedded in email content
6 Derive signatures for spam based on URLs
6 Detect spam using signatures




AutoRe: Signature Based Botnet
[dentification

o A completely automatic tool
o Take as Input a group of emails

o Produce a set of spam URL signatures and a
of botnet host |IP addresses
o Three modules:
6 URL preprocessor
6 Group selector
6 RegEXx generator



