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ÁA typical server has only 5-10% resource 
utilization
ÁServers have high memory requirements:

ÁOperating system

ÁApplications

ÁCaching Data

ÁMemory is the bottleneck for high 
consolidation



Á)ÄÅÎÔÉÆÙ ÉÄÅÎÔÉÃÁÌ ȰSharableȱ ÐÁÇÅÓȟ ÓÔÏÒÅ ÏÎÌÙ 
one copy
Á)ÄÅÎÔÉÆÙ ÓÉÍÉÌÁÒ ȰPatchableȱ ÐÁÇÅÓȟ ÓÔÏÒÅ Á 

copy and patches for that copy
ÁCompressother infrequently used pages





ÁGuest Ȱ4ÈÅ )ÌÌÕÓÉÏÎȱPage Table

ÁShadow Ȱ4ÈÅ 2ÅÁÌȱ Page Table

Guest Virtual Address: 6a b4 934

6a

b4

Guest Physical Page:

b801000

Guest Virtual Address: 6a b4 934

6a

b4

Host Physical Page:

a74f000

Identical 
ÎÅÅÄÎȭÔ

be set in both
tables!

OS in VM

VMM

Hardware



ÁConsider Identical Pages:

ÁStore only one copy

ÁMark as read-only in ShadowPage Table

Physical Memory: OS1:

OS2:

Physical Memory: OS1:

OS2:

(Guest Page Tables are Unchanged!)



1. Application on Guestexecutes an instruction 
to write to a shared page

2. Because the Shadow page table has page 
89d92000 marked as read-only, a page fault
occurs which the VMMmust handle

Guest Write 5 to 89d9231f!

89d92000 Frame: 34234000 R/O=Y

Simplified Shadow Page Table Lookup



3. The VMMreceives the page fault and:

a. Allocates a new page frame

b. Copies data from the old page frame

a. Updates the shadow page table so the new copy 
is used by the guest application

4. The Guestfinishes writing, oblivious to what 
the VMM did

Frame: 9453a000

Frame: 9453a000

Frame: 34234000

89d92000 R/O=N

Frame: 9453a000

1. A step was skipped: If the VMM discovers the page is marked R/O in the Guest OS, it lets the guest OS handle the page fault
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1. Hash all interesting pages
2. Identify pages with matching hashes
3. Confirm that they are identical using byte-

by-byte comparison
4. Use copy-on-write to reduce memory 

consumption


