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Abstract

Realizng new senices on the Internet ultimatdy requires edge-ba®d solutions for
both dedoyahility andscahbility. | proposeto design implementandevaluae a seriesof
threeedgebasedalgarithmsandprotacolsfor efficient inferenceandcontrol of thelnternet
from its endpants. The propcsedsolutionstogetter form a new foundation for qudity-of-
servicecommuni@tionvia ascalalte edgebaseal architecturewherethenovel functiondity
is addal strictly at either edgeroutes or end hosts. In particular, this thess proposes
techriquesfor multi-classsenice inference active prohing for available bandwidh, and
end-pint-basedorotection againstDenid of Service(DoS) attacks.

The proposedmulti-classservice inferencetechiques reveal the sophigicated multi-
classnetwork compmentssuchas servie disciplinesand rate limiters using solely pas-
sive paclet monitaring at the network edges. Theseinferencessignificantly enharce the
network monitoring and servie validation capailitiesand provide vital information for
makingefficient useof resouces. The proposedactive probing scheneinfers andutilizes
only the available network bandvidth andaimsto realize a low-priority senice from the
network endpants, afunctiondity thatwould othewiserequire amulti-priority or sepaate
network. Finally, the end-mint-basedprotection agairst DoS researchaimsto deted the
main fragile points of TCP from the persgective of a DoS attadker. This would not just
helpto significantly improve therobustnesof TCPin preséceof DoS attecks but would
indicate that the protection mechaismsagaing DoS shoud be implemeried not only in

the network core ascornventionally donebut alsoat the network edge.



1 Introduction

Thelnternethasevolvedinto a systenof astonifiing scaleandcompleity suchthatthe devel-
opmentanddeploymentof advancedservicenit hasreachedacrossroadseffortsto addnew
servicesn the network core have quickly encounteredcalability problems,yet new services
arein critical demandandmustberapidly andwidely deployed.

Consequentlythereis aquestto stepbacktowardthe original designprinciplesof theInter-
net[1] andpushtheadwancediunctionalityto the network edgewhile implementingminimum
functionality atthe network core. And while the designprinciplesandconstraintsareleft un-
changedthe expectationdrom the future Internetsignificantly overcomea moderatesingle
best-efort datagranserviceof the past: the usersdemandmultiple traffic classesservicedif-
ferentiation,and QoS guaranteesTo achiere thesegoals,network researcherare challenged
to devise sophistcatednew algorithirs or improve the existing ones yet usingsolely measure-
mentsobtainedat the network edge.

To implementa QoS or a transmssioncontrol from the network edge, it is essentiato
make solid inferencesof both staticanddynamicinternalnetwork properties.For exampk, to
make successfutapacityplanningdecisionsanetwork engineeneedsstimate®f bothlower
(or guaranteedandupperservicebounds.On the otherhand,to performa solid transmissin
controlin awide-areanetwork thatdoesnot provideary explicit informationaboutthe network
path,atransmissn protocolshouldform its own estimate®f currentnetwork conditions and
thento usethemto adaptas efficiently as possible. A classicexample of suchestimaton
andcontrolis how TCP infersthe presencef congestioralongan Internetpathby observing
paclet lossesandeithercutsits sendingratein the presencef congestionpr increasest in
theabsence.

In this thesis,| proposeto design,implement, and evaluate a seriesof three edge-based
algorithns andprotocolsfor efficient inferenceandcontrol of the Internetfrom its endpoins.
The proposedsoluionstogetherform a new foundationfor quality-of-servicecommuncation
via a scalableedge-basedrchitecturevherethe novel functionalty is addedstrictly at either
edgeroutersor endhosts. This work devisestwo novel algorithmsthatinfer both important
staticanddynamicnetwork properties Also, it proposesmprovementsfor TCR thedominant

end-point-basegrotocolof todaysinternet,that shouldsignificantlyenhancets immunity to
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DoSattacks.

First, this thesisdevelops a framewnork for monitoring, validation, andinferenceof multi-
classservicesln particular it shavs how passve monitaing of systemarrivalsanddepartures
canbeusedto detectif a classhasa minimumguaranteedateand/oraratelimiter. Moreover,
if suchelementsexist, thiswork shavs how to computetheir maximumlik elihoad parameters.
Beyondasingk class,t alsoshavs how inter-classrelationshipganbeassessed-or example,
thisresearchdevisestestswhichinfer notonly whethera servicediscipline is work-conserving
or non-work-conservingbut alsotherelationshp amongclassessuchasweightedfair or strict
priority.

SecondthisthesisdevisesTCPLow Priority (TCP-LP), anend-pointprotocolthatachieves
two-classserviceprioritization without any supportfrom the network. The key obsenation
is that end-to-enddifferentiationcan be achieved by having different end-hostapplications
employ differentcongestioncontrol algorithns as dictatedby their performanceobjectves.
Since TCP is the dominant protocol for best-efort traffic, TCP-LP is designedto realizea
low-priority serviceascomparedo the existing besteffort service. Namely its objectie is
for TCP-LP flows to utilize the bandwidthleft unusedby TCP flows in a non-intrusve, or
TCP-transparentashion.

Finally, this proposaknalyzesT CPin presencef misbehaing flows, which areoneof the
major threatsto adequateoS. Conventionalwisdomsaysthat today’s Internetis stabledue
to TCP andits congestiorcontrol mechanisms.The hypotesisof this researchs thatthese
mechanismsanbeusedasatool for DoSattacksandthe objective is to detecthe mainfragile
pointsof TCP. The othercorventionalwisdomsaysthat misbehaing flows are high bit-rate
flows. In contrastthis thesisarguesthatthis is not necessarilftrue and shaws thatit is only

thin aline betweemon-intrusve inferencetechniquesandDoS attacks.

2 Background

This sectionprovidesa brief review of inter-classresourcesharingtheory which is a starting
point upon which the multi-classinferencetechniquesare developed. Next, it reviews the
main TCP congestiorcontrolphasesvith emphasi®nthosewhich areof interestfor available

bandwidthinferenceandDoSresearch.



2.1 Inter-class Resource Sharing

In [2], statisical admissbn controltestsaredevelopedfor several multi-classschedulersThe
key techniquefor exploiting inter-classresourcesharingis to characterizea class’ available
servicebeyond its worst-caseallocation. For example,in a WeightedFair Queuing(WFQ)
sener, aclasswith weightg, recevesserviceatratenolessthang;C wheneerit is backlogged.
However, dueto statistcally varyingdemand®f otherclassesthe servicereceved canbefar
greaterthanthislowerbound.A statisticalserviceenvelopeis agenerakharacterationof the
servicereceved by a classover intervals of differentlengthfor which the classis continualy
backlogged.More important,the serviceervelopesreveal the internal network mechanisms
usedfor servicedifferentiationsincethey arefunctionsof scheduleparameterandotherclass’
input traffic. Thus,they areanidealtool thatis usedto both detectthe type of an unknavn

schedulerandto estimatets parameters.

2.2 TCP Congestion Control

Figure 1 shavs a temporalview of the TCP/Renocongestionrwindow behaior at different
stagewwith pointson thetop indicatingpaclet losses.Datatransferbegins with the slow-start
phasein which TCP increasests sendingrate exponentialy until it encounterghe first loss
or maximumwindow size. From this point on, TCP entersthe congestioravoidancephase
andusesanadditive-increasenultiplicative-decreasgolicy to adaptto congestionLossesare
detectedvia eithertime-outfrom non-receipof anacknavledgmentor by receiptof atriple-

duplicateacknavledgmnent. If lossoccursandlessthanthreeduplicateACKsarereceved, TCP

reducesdts congestio window to oneseggmentandwaits for a periodof Retransmissin Time

Out(RTO), afterwhichthe pacletis resent.The RTO parameteis dynamicaly updatecbased
onthe estimate®f smootled Round-Tip Time (RTT) andRTT variation. Allman andPaxson
[3] shawv that TCP achiezesnearoptimalperformancef thereexistsalowerboundfor theRTO

of onesecond.Thus,it hasbeenaccepted4] thatwheneer RTO is computedif it is lessthan
onesecondhenit shouldberoundedupto onesecondln the casethatanotheitime outoccurs
beforesuccessfullyretransmittingthe paclet, TCP entersthe exponential-bakoff phaseand

doublesRTO until the pacletis successfullyacknavledged.
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Figurel: Behavior of TCP CongestiorControl
3 ThesisContributions

Our contributionsareasfollows.
I. Multi-ClassServicelnference

A. Network Scenarid5]

This thesisdevisesan algorithmwhich infers the multi-classnetwork components
suchasservicediscipinesandratelimiters usingsolely passve packet monitaing
at the network edges. Using empirical arrival and serviceratesmeasuredcross
multiple time scalesandusingthe theoreticalserviceenvelopesdevelopedin [2],
this work first deviseshypothess testsfor determinng the mostlikely servicedis-
cipline amongEarliestDeadlineFirst (EDF), WFQ, and Strict Priority (SP}. The
hypothess testsare performedover multiple time scalesandthe final decisionis
obtainedusingmajority rule over all time scales.After inferring the schedulerthe
algorithmfinds the Maximum Lik elihood Estimate (MLE) of unknavn scheduler
parametersuchas EDF delay bounds,WFQ weights,andrelative SP classpri-
orities. Finally, usingthe samemethodobgy, we shav how non-work-conserving

elementsaaredetectecandparametrized.

Thisresearclshovsthattime scaleplay akey role in determiningnulti-classcom-
ponents Shorttime scalemeasurementrecrucialfor detectingatelimiterswhile
long time scalemeasurementisestreveal “link sharing”rulesandweights. Thus,

a key aspectof this work’s contrikution is that it treatsphenomenabccurringat

1The devised methalology canbe appliedto ary otherscheduleffor which a statisticalserviceervelope is

derived.
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differenttime scalesn a uniform andmethodcal way. Simulaton experimens in
ns-2shav highaccurag in bothinferring unknavn schedulerandestimatirg their

parameters.

B. QoS-enabledVebSener Scenarid6]

This thesisfurther extendsthe above algorithmto QoS-enabledveb-serer sce-
nario. Thekey issuehereis the high variability of servicetimesdueto factorssuch
asdifferentprocessingimes, disk servicetimes and variablefile sizes. To over

comethis problem,this work modifiesthe above inferencealgorithmsuchthat it

first assesseandstatistcally characterizéhe web-serer’s servicevariability, and
thendeterminemutualrelationshps amongclasses.| evaluatethe modifiedalgo-
rithm usingsimulate from [7] andfind outthatit achievzeshigh accurag provided
that the variability of servicetimesdueto the above sener-specificfactorsis not

significantlylargerthanthe servicevariabiity dueto otherclass’workload.
Il. TCPandAvailableBandwidthinference

A. TCP-LP. DesignandAnalysis[8]

This proposaldevelopsTCP-LR a novel distributed protocolfor low priority data
transferwhoseobjectie is to utilize the bandwidthleft unusedoy TCPflows. The
methodolog for developing TCP-LPis asfollows. This work first developsaref-
erencemodelto formalizethetwo designobjectves: TCP-LPtransparengcto TCP,
and (TCP-like) fairnessamongmultiple TCP-LP flows competimg to shareexcess
bandwidth. To approximatehe referencanodelfrom a distributed end-pointpro-
tocol, TCP-LP employ/s two new mechanismsFirst, in orderto detectoncoming
congestiorprior to TCP flows, TCP-LP usesinferencesof one-way paclet delays
asearly indicationsof network congestiorvs. paclet lossesusedby TCR TCP-
LP’s secondmechanismis novel congestioravoidancepolicy which modifiesthe
additive-increasenultiplicative-decreaspolicy of TCPvia theadditionof aninfer-

encephaseanduseof a modifiedback-of policy.

| implementTCP-LPin ns-2simulata andthesimulationresultsshav that TCP-LP

is largely non-intrusve to TCP traffic andthat both singleandaggreyate TCP-LP
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flows areableto successfullytilize excessbandwidth.Moreover, the experiments

shav thatmultiple TCP-LPflows shareexcessbandwidh fairly.
B. TCP-LP. Implementatio andEvaluatonin thelnternet

| proposemplementatiorof TCP-LPin Linux andits evaluaton in a test-bedand
the Internet. In the test-bed,l proposeevaluaton with both artificial and HTTP
backgroundraffic in orderto validatetheabove simulatonfindings.In thelnternet,
| proposeto performexperimentswith bulk datatransfersusingTCP andTCP-LP
protocolsandto compareheir throughputsver long time scales.This would help
thenetworkingcommuniy to betterunderstan@ndquantifythedifferencebetween
the pureexcessnetwork bandwidthandthe available bandwidthasexperiencedy
TCP Moderatedifferencedetweerthetwo quantitiesvould strongy supportTCP-

LP’s candiday for theleadingbulk-datatransferprotocolof the future Internet.

TCPandDenial of ServiceAttacks

| proposeto analyzeand evaluateTCP from the point of a DoS attacler and my goal
is to detectthe mainfragile pointsof TCP. The main hypohesisis thatthe exponenial
bacloff policy andthe newly adoptedvalue of minimum RTO [4] togetherform a pre-
dictableanddeterminstic mechanisnthatcanpotentially be usedby malicioususersfor
DoS attacks. In particular an attacler can choosea stratgy to provoke TCP to enter
exponental bacloff phaseby sendingat peakratesonly for a shortperiodof time (onthe
time scaleof aconnectiors RTT) andto repeathisactivity periodicallyontime scaleof
theminimum RTO value.In thisway, theattacler cansignificantlyintrudea background
TCP flow, but with only sendingat low averagerates. Moreover, sinceall variantsof
TCP usethe sameexponentialbacloff policy with the sameminimum RTO value, it is
expectedthattheabove DoS stratgy couldthrottleanaggregateof TCP flows, provided
that the congestiorcausedby the DoS flow lastslong enoughto force all background
TCP flows to enterthe exponentialbacloff phase.Finally, consideringhat TCP flows
within the aggregjatecan have heterogeneouBTT times,anotherhypotesisis thatthe
above DoS strategyy canthrottle only a subsebf flows within the aggr@atewhoseRTT

is shorterthanthe durationof the DoSflow’s bursttime.

| proposeto examire the above hypohe7sisin ns-2simulata. If shovn to bevalid, the



possibé two implicationsareasfollows. First, in orderto preventagainstsuchlow bit-
rateDoSattacksthe TCP’sminimumRTO parameteshouldberandomizedSecondthe
above strategy canbe usedby network engineerso scalablyfilter long-lived TCP flows
with shortround-triptimeswhich can monopoize network resourcesand significantly

impedethe backgroundr CP traffic [9].

4 Related Work

While the edge-basedoluticns developedin this thesisareuniquein their goals,therearere-
latedefforts in severalareas.Thefirst is accuraténferenceof network characteristicbasecn
end-to-endneasurementsheseconds network protectionagainstDoS attacks.Theinference
algorithns basedon end-to-endnmeasurementsanroughly be divided into two main classes:
staticinferencealgorithms aim to estimatestatic (or fixed) network parametersuchasbottle-
necklink capacitiesbuffer sizesor parametersf Active QueueManagemenfAQM) schemes;
anddynamicinferencealgorithmsaim to estimate dynamic(or variable)network parameters
suchasavailablebandwidh. This sectiorfirst reviews staticanddynamicinferencealgorithis
andthentherelatedalgorithns from the areaof network protectionagainstDoS attacks.
Staticinferencealgorithns relateto multi-classinferencetechniqueslevelopedin this the-
sisin thefollowing two ways. First, the algorithns thataim to measuréottleneckor perhop
link capacitieg10, 11, 12,13,14,15, 16] relateto therate-limiterparametemferencemethod-
ology. In particular the problemof inferring bottlenecKink capacityis essentiaif identicalto
the problemof inferring a single-level leaky bucket rate-limit parameter However, the main
differenceis thatthe above techniquesiseactive probingwhile the multi-classtechniqueuses
passve packet monitoring. Moreover, theseactive probingtechniquesrenot suitablefor infer-
ring multi-level leaky bucket parametersincethis would requirethemto sendprobesat peak
ratesfor sustainedong time period€, which would unacceptablylegradethe performanceof
thebackgroundraffic. Secondtheproposedechniquesor inferringthemostlik ely multi-class
schedulingdiscipline relateto probingschemeshataim to infer bottleneck-bandwidit queue

sizeandparametersf AQM schemesLiu andCrovella[18] proposeonesuchschemeawith the

°Theinferenceof multi-level leaky bucket paranetersrequireslonger time scalemeasuremantsdueto traffic

constrain functionswhich shapehetraffic differentlyat differert time scalegsee[17] for exampe).
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goalof inferring parametersef RandomEarly Detection(RED) or BLUE AQM schemesThe
main differencebetweenthe two inferencealgorithmsis that multi-classinferencealgorithm

intendsto first detectthe mostlikely bottleneckschedulerandthento estimateits parame-
ters,while Liu and Crovella [18] lack techniquedo detectthe AQM typeimplenmentedin the

bottleneckrouterbut simply assumehatit is known.

Theclassof dynamt inferencealgorithns thatattemptto infer the availablebandwidthvia
probingrelatesto TCP-LR which targetstransmittng at the rate of available bandwidh. For
example,Ribeiro et al. [19] and Alouf et al. [20] provide algorithmsfor estirmation of pa-
rametersof competingcross-trafic undermultifractal and Poissonrmodelsof crosstraffic. In
contrast,TCP-LPprovidesanadaptve estimaton of availablebandwidthby continually moni-
toring one-way delaysanddynamicallytrackingtheexcesscapacity Similarly, JainandDovro-
lis [21] develop pathloa, a delay-basedate-adaptie probingscheméor estimatng available
bandwidth.Thekey differencebetweernpathloadand TCP-LPis thatthe latteraimsto utilize
the availablebandwidh, while the formeronly estimatest. Moreover, TCP-LPaddressethe
caseof multiple flows simultareouslyinferring the availablebandwidthby providing eachwith
afair sharg(accordingo TCPfairness)anobjective thatis problematido achieve with probes.
Next, end-pointadmisgon controlalgorithis alsouseprobesto detectif suficientbandwidth
is availablefor real-timeflows[22]. Unfortunatelysuchtechniquesave a“thrashing”problem
whenmary usersprobesimultaneouslyandnonecanbeadmitted.While TCP-LPtargetsalow
ratherthanhigh priority class,its basicideasof adaptve andtransparenbandwidthestimaton
could be appliedto end-pointadmissbn control and could alleviate the thrashingcondition.
In general,a probingflow shouldnot assumehatall measuredwailable bandwidthis for it-
selfalone,asthis bandwidthwill be sharedamongotherprobingflows. As TCP-LPpartitions
availablebandwidthfairly amongTCP-LPflows, this problemis eliminated.

Finally, therelatedalgorithmsfrom the areaof protectionagainstDoS attackscanbe found
in reference [23, 24, 25, 26]. Thesealgorithmrs first try to detectthe misbehaing flowsin a
network router A commonassumptia is thatthe misbehaing flows continuallysendpaclets
atpeakratesoverlongtime intervalsandthuscausepersistentongestionHowever, oneof the
hypohesesf this thesisis thatDoS attackscanbe performedby flows thatsendat peakrates
only over shorttime intervals andwhich have low averagerate. Next, the above algorithns

aim to actively control the misbehaing flowsgat a network routeroncethey are detected.In



contrast,this thesisproposesmprovementsto the existing end-pointTCP protocol. These
improvementgpresent preventiveanti-DoSmechanisnthatshouldbeusediogethemwith other

existing protectionmechanismancludingthosefrom [23, 24, 25, 26].

5 Thesis Status

Theprogresof thisthesiswork is asfollows.
Contrikution I-A: Completedfor detailsandresultsreferto [5].
Contrikution I-B: Completedfor detailsandresultsreferto [6].
Contrikution II-A: Completedfor detailsandresultsreferto [8].
Contrikution11-B: In progress.

Contrikution|ll: In progress.

References

[1] J.SaltzerD. ReedandD. Clark, “End-to-endargumentsn systemdesign, ACM Trans-
actionson ComputerSystemsvol. 2, no. 4, pp. 195-206Nov. 1984.

[2] J.QiuandE. Knightly, “Inter-classresourcesharingusingstatigical serviceervelopes),

in Proceeding®f IEEEINFOCOM’99, New York, NY, Mar. 1999.

[3] M. Allman andV. Paxson,“On estimatirg end-to-enchetwork pathproperties, in Pro-
ceedingof ACM SIGCOMM’99, Vancouer, British Columbia,Sept.1999.

[4] V. PaxsonandM. Allman, “ComputingTCP’sretransmissintimer,” Nov. 2000, Internet
RFC2988.

[5] A. Kuzmaneic andE. Knightly, “Measuringservicein multi-classnetworks; in Pro-

ceeding®f IEEEINFOCOM'01, AnchorageAlaska,Apr. 2001.

[6] A. Kuzmaneic andE. Knightly, “Measuremenbasedcharacterizaon andclassification
of QoS-enhancedystems, to appearin IEEE Transactionson Parallel and Distributed

Systems

10



[7] M. Aron, P. DruschelandW. Zwaenepoel;Clusterreseres: A mechanisnfor resource
managemenin clusterbasednetwork seners; in Proceeding of ACM SIGMETRICS
'00, June2000.

[8] A. Kuzmanwic andE. Knightly, “TCP-LP: A distributedalgorithmfor low priority data
transfef’ in Proceeding®f IEEEINFOCOM’03, SanFranciscoCA, Apr. 2003.

[9] S.Sanwotham,R.Riedi,andR.Baraniuk,“Connection-l&elanalysisandmodelirg of net-
work traffic,” in Proceeding®f IEEE/ACM SIGCOMMInternetMeasuementbrkshop
SanFranciscoCA, Nov. 2001.

[10] R. L. CarterandM. E. Crovella, “Measuringbottlenecklink speedin paclet-switched
networks; PerformenceEvaluaton, vol. 27:28,pp.297-318,1996.

[11] V. Jacobson, “Pathchar: A tool to infer characteristicsof Internet paths,

ftp://ftp.eelbl.gov/pathtar/, Apr. 1997.

[12] A. Downey, “Using pathcharto estimatdnternetlink characteristics,in Proceeding®f
ACM SIGCOMM'99, Vancouer, British Columbia,Sept.1999.

[13] C.Dovrolis, P RamanatharandD. Moore, “What do paclet dispersiortechniquesnea-
sure?, in Proceeding®f IEEEINFOCOM'01, AnchorageAlaska,Apr. 2001.

[14] V. Paxson,“End-to-endinternetpaclketdynamics, IEEE/ACM Transactionson Network-
ing, vol. 7,n0.3, pp.277-292,Junel999.

[15] K. Lai andM. Baker, “Measuringbandwidh,” in Proceeding of IEEE INFOCOM'99,
New York, NY, Mar. 1999.

[16] K. Lai andM. Baker, “Measuringlink bandwidhs usinga determinist modelof paclet
delay’ in Proceedingof ACM SIGCOMM00, Stockholm,SwedenAug. 2000.

[17] D.WregeandJ.Liebeherr “Videotrafic characterizatiofior multimedianetworkswith a
determinisic service, in Proceedingf IEEE INFOCOM’96, SanFranciscoCA, Mar.
1996,pp.537-544.

11



[18] J.Liu andM. Crovella, “Using losspairsto discover network properties, in Proceed-
ingsof IEEE/ACM SIGCOMMInternetMeasuementbrkshop SanFranciscoCA, Nov.
2001.

[19] V. Ribeiro,M. CoatesR. Riedi, S. Sanotham,B. Hendricks,andR. Baraniuk, “Multi-
fractalcross-trafic estimatiori’ in Proceeding®f ITC '00, Montergy, CA, Sept.2000.

[20] S.Alouf, P. Nain,andD. Towsley, “Inferring network characteristicyia moment-based

estimatos;’ in Proceeding®f IEEEINFOCOM’01, AnchorageAlaska,Apr. 2001.

[21] M. JainandC. Dovrolis, “End-to-endavailable bandwidth:Measurementethoddogy;,
dynamics,andrelationwith TCP throughput, in Proceedingof ACM SIGCOMM’02,
Pittshurgh, PA, Aug. 2002.

[22] L. Breslau,E. Knightly, S. Shenler, I. Stoica,andH. Zhang, “Endpoirt admissioncon-
trol: Architecturalissuesand performancé, in Proceedingsof ACM SIGCOMM’00,
Stockholm,SwedenAug. 2000.

[23] R. Mahajan,S. Floyd, andD. Wetherall, “Controlling high-bandwidthflows at the con-
gestedouter” in Proceeding of IEEEICNP 01, Riverside,CA, Nov. 2001.

[24] R.Mahajan,S.Bellovin, S.Floyd, J.loannidisandy. PaxsonandsS. Shenler, “Control-
ling high bandwidthaggrejatesn the network,” Tedhnical report, Feh 2001.

[25] D.Yau,J.Lui, andF. Liang, “Defendingagainstdistributeddenial-of-servicattackswith
max-minfair sener-centricrouterthrottles; in Proceedingsof IWQo0S’02, Miami, FL,
May 2002.

[26] F. ErtemalpD. Chiriton,andA. Bechtolsheim;Using dynamicbuffer limiting to protect
againstbelligerentflows in high-speedetworks; in Proceedingof IEEE ICNP 01,
Riversice, CA, Nov. 2001.

12



