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Abstract— Quality of Service mechanismsand differentiated service
classesare increasinglyavailable in networks and servers. While network
clientscanassesstheir serviceby measuringbasicperformanceparameters
such as packet lossand delay, such measurementsdo not exposethe net-
work’ s core QoSfunctionality. In this paper, we develop a framework and
methodologyfor enabling network clients to assessa system’s multi-class
mechanismsand parameters. Using hypothesistesting, maximum lik eli-
hood estimation, and empirical arri val and service rates measured across
multiple time scales,we devise techniquesfor clients to (1) determine the
most lik ely service discipline among EDF, WFQ, and SP, (2) estimate the
server’s parameterswith high confidence,and (3) detectand parameterize
non-work-conserving elementssuch as rate limiters. We describethe im-
portant role of time scalesin sucha framework and identify the conditions
necessaryfor obtaining accurateand high confidenceinferences.


I . INTRODUCTION


Bothresearchandcommercialnetworksareincreasinglyable
to provide minimumquality-of-servicelevels to traffic classes,
e.g.,[20]. Examplecomponentsof suchnetworks includeQoS
schedulers[10], [18], diffserv-styleservicelevelagreements[4],
[8], [14], [21], [25], edge-basedtraffic shapingandprioritizing
devices,andnovelarchitecturesandalgorithmsfor scalableQoS
management[6], [7], [18], [19], [25].


However, even as the network’s infrastructureand services
becomeincreasinglysophisticated,the network’s clients lack
reciprocaltools for validationandmonitoringof the network’s
QoScapabilities.Clientsof ServiceLevel Agreements(SLAs)
will havemonitoringrequirementsrangingfrom basicvalidation
of theSLA’s raw bandwidthto moresophisticatedinferenceof
multi-classfunctionalities. For example,is a classrate limit-
ed (policed)? If so, what arethe rate limiter’s parametersand
what is necessaryto detectthis? In a multi-classenvironment
with multiple classeswithin or amongSLAs, what is the inter-
classrelationship?Fair, weightedfair, strict priority, andwith
what parameters?Is resource“borrowing” acrossclassesfully
allowedor only allowedwithin certainlimits?


Obtaining“off-line” answersto suchquestionscanbe quite
trivial. In particular, considerasystemwith anunknown service
(supposethesystemis a singlerouterfor simplicity). To assess
whetherclassesareratelimited, onecouldprobeeachclass,one
atatime,with ahighratetestsequence:theoutputof thesystem
would yield thepolicing parameters.Similarly, simultaneously
probingat a high ratein all classeswould yield the inter-class
relationships:if oneclassreceivesall of theservice,thesystem
is strictpriority (at leastfor thatclass);if weightedserviceis re-
ceived,thesystemperformsavariantof weightedfair queueing.
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In contrast,the “on-line” case,in which onecannotforceall
other traffic classesto remainidle while experimentsare per-
formed,is quitedifferent.Evenfor classeswhich areunderthe
controlof theclient, it maybehighly undesirableto disruptthe
classwith experimentssuchasabove. For example,sendingat
a high rate to detectrate-limitersmay causeexcessive packet
lossesfor establishedsessions.


The goal of this paperis to develop a framework for moni-
toring, validation,andinferenceof multi-classservicesfor the
on-linecasein which existing servicescannotbedisrupted.In
particular, we show how passive monitoringof systemarrival-
s and departurescan be usedto detectif a classhasa mini-
mum guaranteedrate and/ora rate limiter. Moreover, if such
elementsexist, we will show how to computetheir maximum
likelihoodparameters.Beyondasingleclass,wewill alsoshow
how inter-classrelationshipscanbeassessed.For example,we
devisetestswhich infer not only whethera servicedisciplineis
work-conservingor non-work-conserving,but alsotherelation-
shipamongclasses,suchasweightedfair or strict priority.


Throughoutour analysis,it is clear that time scalesplay a
key role. Shorttime scalemeasurementsarecrucial for detect-
ing andanalyzingnon-work-conservingelementssuchas rate
limiters. In contrast,long time scalemeasurementsbestreveal
“link sharing”rulesandweights.Thus,akey aspectof ourcon-
tribution is thatwe developall suchmeasurementtoolsusinga
unifying abstractionof envelopes[5], [9], [16], hypothesistest-
ing, andmaximumlikelihoodestimations.In this way, we treat
phenomenaoccurringat differenttime scalesin a uniform and
methodicalway.


In additionto network services,our techniquesalsohave ap-
plicationsto othermulti-classsystemssuchasquality-of-service
webservers[1], [3], [11], [13]. For example,theframework can
beappliedto allow a client of a webhostingserviceto infer the
mechanismsandparametersby which capacityis allocatedto
varioushostedsights. We thereforeconsidera simplesystem
modelwhich is sufficiently generalto encompassa broadclass
of multi-serviceelementsrangingfrom routersto servers, yet
we necessarilyforgo modelingof many of the intricaciesof re-
alistic systems(e.g.,we limit ourdiscussionto asinglenetwork
node).


Thus, our contribution is to develop a basicframework for
usingpassive monitoring to assessa system’s coremulti-class
mechanismsand parameters. Despite the simplified system
model, a large set of simulationexperimentsindicatethat the
techniquehaspracticalimplications.For example,in ourexper-
imentswith the majority-rulehypothesistestperformedacross
multiple time scales,multi-classEDF schedulingwascorrectly







inferred100%of thetimewhentheclassdelayboundsweresuf-
ficiently differentiated,andclass-basedfair queueingwascor-
rectly inferred94% of the time. Oncethe servicedisciplineis
known, thealgorithmestimatedclassWFQweightswithin 1.4%
of thecorrectvaluewith 95%confidence.


The remainderof this paperis organizedasfollows. In Sec-
tion II we describethe basicsystemmodel, define the mea-
surementandinferenceproblem,anddescribethemeasurement
methodology. In SectionIII, we devise the maximumlikeli-
hoodestimatesfor the systemparametersandhypothesistests
for inferenceof theservicediscipline. Next, in SectionIV, we
presenta set of ns-2 simulationsto evaluatethe effectiveness
of theschemeundera numberof differentnodefunctionalities.
Finally, in SectionV, we conclude.


I I . SERVICE MEASUREMENTS


A. Scenario


Figures1 and2 depictour two targetedsystems.(In bothcas-
es, passive measurementmodulesare depictedby diamonds.)
Figure1 illustratesa distributedweb server. QoSfunctionali-
ties in the server may includeprioritizedschedulingof incom-
ing requestsat the front-end,prioritized distribution of jobs to
back-endnodes,andoperating-systemmechanismssuchaspri-
oritized schedulingof CPU,memory, anddisk access[11]. In
any case,our goal is to provide anapplication-layercharacteri-
zationof thesystem’s multi-classQoSmechanisms.For exam-
ple, if several QoS mechanismsare simultaneouslyemployed
with the goal of providing weightedfair serviceamongdiffer-
entclasses,our techniquewill estimatea class’net“guaranteed
rate”, i.e., it’s minimum requestthroughput. Suchinferences
have important implicationsfor both performancemonitoring
andresourcemanagement.


Front
End


Back-end
S
�


ervers


Fig. 1. WebServer


Figure 2 depictsthe targetednetworking scenario. In this
case,measurementmodulesareplacedat the peripheryof the
network. Thegoal is to usepassive edge-basedclient measure-
mentsto infer themulti-classQoSmechanismsandparameters
employed by the network operator. With an improved under-
standingof theway traffic is internallyserviced,clientscanbet-
ter managetheir useof multi-classnetworks. Similarly, oper-
atorsor third partiescan employ the methodologyto testand
validatetheperformanceandpotentialperformanceof multiple
serviceclasses.


Below, we describethe systemmodelandproblemformula-
tion for multi-classserviceinference. We thendevise a mea-
surementmethodologybasedon empirical arrival and service


Fig. 2. Network


envelopeswhichweemploy in theinferenceandhypothesistest-
sof SectionIII.


B. SystemModelandProblemFormulation


The generalsystemmodel that we considerin this paper
is depictedin Figure 3. As in the basic abstractionof ser-
vice disciplinesdescribedin [24], it consistsof two stages:
non-work-conservingelementswhich limit a class’ rateanda
work-conservingpacketscheduler. For ratelimiters,weconsid-
er single-level leaky bucket regulators. For the packet sched-
uler, weconsiderStrictPriority (SP),class-basedWeightedFair
Queueing(WFQ), and Earliest DeadlineFirst (EDF). In this
context, anSPschedulerconsistsof onequeueper traffic class
with packetsfrom thehighestpriority non-emptyclassserviced
first. For example,a packet in level


�
is servicedonly if no


packetsarebackloggedin levels ����������� �
	 � . For WFQ [15]
eachtraffic class


�
is allocateda guaranteedcapacity �� such


that whenever packets from class
�


are backlogged,the class
receives serviceat a rate of at least � � . Unusedcapacityof
non-backloggedclassesis distributedin a weightedfair manner
amongbackloggedclasses.For EDF, eachclasshasanassoci-
ateddelayboundsothatpacket � of class


�
arriving at time � ��


hasdeadline� �� plus its delaybound,andthe schedulerselects
thepacketwith thesmallest(earliest)deadlinefor service.


Rate Limiters Unknown Multi-Class Server


Fig. 3. SystemModel for Multi-ServiceMeasurement


This formulationcoversa broadsetof class-basedschedul-
ing elements,including minimum guaranteedrates,maximum
policedrates,weightedfairness,sortedpriority, andstrict prior-
ity. While necessarilynot comprehensive, it incorporatesboth







work-conservingand non-work-conservingservicedisciplines
and a numberof mechanismsfor inter-classresourcesharing
andquality-of-servicedifferentiation.


For inferencesof the system’s multi-class characteristics,
we considerthe casewhereinternalsysteminformation is not
available,i.e., neitherstaticconfigurationinformation(suchas
the scheduler’s parameters)nor empiricalinformation(suchas
meanbuffer length). Instead,theavailableinformationconsists
of theexternalobservationsfrom passive monitoringof packet-
s, namelypacket arrival anddeparturetimesalongwith packet
classlabelsandsequencenumbers.1


Thegoalis to provideaframework for inferenceof themech-
anismsand parametersof the key elementsin the multi-class
system,utilizing only the aforementionedexternal measure-
ments. In particular, we develop a hypothesistest to identify
the basicschedulingalgorithm as SP, EDF, or WFQ. We de-
vise techniquesto estimatethe maximum-likelihoodvaluesof
theclassparameters,suchas“guaranteedrate” in WFQor dead-
linesin EDF andratelimiters in non-work-conservingservers.


C. Empirical Arrival Model


Herewedescribeageneralarrival characterizationwhichcan
beappliedto themulti-classinferenceproblem.Thetechnique
is basedon traffic envelopeswhich provide a unifying abstrac-
tion for botharrivalsandservicesandincorporatethesystem’s
behavior acrosstime scales[16]. Measurementat multiple time
scalesis importantin this context as differentsystemcompo-
nentsaremostaccuratelydetectedatdifferenttimescales.


Focusingonasingleclassfor illustration,Figure4 depictsan
examplearrival-departuresequence,with the ����� packet having
size� � , arrival time � � anddeparturetime � � .
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Fig. 4. Exampleof aClass’Arrival-DepartureSequence


Denotingthetotalarrivalsin theinterval � ����������� by � � ���!������ , a traffic enveloperefersto a time invariantcharacterization
of thearrivalsasa functionof interval length � (see[22] for ex-
amplesof deterministicenvelopes).For ameasurementwindow� �"�!�#�%$&� anda particularinterval length '�� beginningat time(


In thecaseof webservers(bothsinglenodeanddistributed),botharrivalsand
departuresaredirectlyobservablefrom thesystem’s front end(see[1], [11] for a
detaileddescriptionof suchanarchitecture).In thecaseof networks,packettime
stampingprovidesa mechanismto observe botharrival anddeparturetimesat
thedeparturenode[17]; otherwise,themeasurementmodulescancommunicate
their collectedinformationoff-line.


�)�+*,� 	 �.-/'�� , class0 ’s arrival rate is givenby


132�4 5� 4 �76 � 2 � ��8*9� 	 �.-:'��;�<��=�>'��?�'��
for � 6 ������������@ � , where @ � 6BA $DCE' �.F is the numberof
successive intervals of length '�� in the measurementwindow� �"�!�)�G$D� .


Using measuredratesover differentsub-intervalswithin the
window $ , themeanandvarianceof theempiricalrateenvelope
of class0 for intervalsof length


�
canbecomputedas


H1 2I4 5� 6 �@ �
JLKM�ONQP 1 2�4 5� 4 � (1)


and 1SRS2�4 5� 6 �@ �
JTKM�ONQP * 132I4 5� 4 � 	 H132�4 5� -/U (2)


In SectionIII, we describehow this empiricalclass-basedar-
rival envelopeis incorporatedinto the above multi-classinfer-
enceproblems,andin SectionIV, weexperimentallyinvestigate
applicationsof this traffic characterization.


D. Empirical ServiceModel


Here, we describea generalmechanismfor measuringand
characterizinga class’servicerate.Analogousto thetraffic en-
velope,theserviceenvelopeis notsimplyasingleserviceband-
width, but a statisticalcharacterizationof serviceacrosstime
scales. This multiple-time-scalecharacterizationis critical to
inferenceof diverseservicecomponentssuchasmaximumpo-
liced bandwidth,minimum service,andanalysisof inter-class
resourcesharingrelationships.Moreover, its statisticalnature
reflectsthe fact that a class’servicecanfluctuateaccordingto
the varying demandsof other classesand the mechanismby
which theschedulerarbitratesthis demand.


Theempiricalserviceenvelopecharacterizestheservicerate
received by the flow as a function of the interval length over
which theclassis backlogged,wherea flow is saidto beback-
loggedwheneverit hasat leastonepacket in thesystem.A traf-
fic flow is continuouslybackloggedfor


�
packet transmissions


in theinterval � � � ��� �OV �.W P � if
� �OVYX[Z � �OVYX\VQP � for all ]7^`_ba � 	dc �


for
�fegc


. Notethatall packet transmissionsarebackloggedfor� 6 � in theinterval � � � ��� � � .
To illustratethebackloggingcondition,considertheexample


of Figure4 which depictsanarrival anddeparturesequencefor
packetsbelongingto a particularclass. The secondpacket ar-
rivesinto the systemafter the first packet departs.Hence,for
the first packet, the backloggingconditionis satisfiedonly for� 6 � ; likewisefor thesecondpacket. In contrast,for thethird
packet, theflow is alsobackloggedfor


� 6 c consecutivepack-
etsas the fourth packet arrivesbeforethe serviceof the third
packet. Similarly, a sequenceof


� 6[h packetsarebacklogged







beginning with the arrival of packet 5 andendingwith the de-
partureof packet 7. In other words, the interval � �;iE����j�� is a
backlogginginterval for


� 6bh . Notice that the sub-intervals� � i �O�>k�� and � �;kE�O� j � arealsobackloggedfor
� 6 c packets.


Note that themeasuredclassmustbebackloggedin orderto
infer its servicerate. However, themeasuredclassdoesnot re-
quire other classesto be backloggedwhenmonitoring its ser-
vice,asthis informationis indirectly revealedby fluctuationsin
its own measurements.


Thus,denotingl 2 � �"�!�<�m��� asnumberof class-0 bits serviced
in thebackloggedinterval � ���!�)�G��� , theserviceratereceivedin� �"�!�)�G��� is simply


1 2�4 n *��:- 6 l 2 � �����)�G���� o (3)


Finally, the measurementfor eachbackloggedinterval is in-
cludedin themeasurementp1q2�4 n� if


* � 	 ] o r -/' P as�^t* � �u] ovr -:' P o (4)


Measuredserviceenvelopesamples p1q2�4 n� are usedin infer-
ring schedulingdiscipline,asexplainedin detailin thefollowing
Section.2


I I I . MULTI-CLASS INFERENCE


As describedabove,our goal is to infer theelementsandpa-
rametersof amulti-classsystem.In PartA weconsidertheserv-
erandin Part B theratelimiters asdefinedin Figure3.


A. Inferenceof theSchedulerandInter-ClassRelationships


In a multi-classsystem,thepacket servicedisciplinedefines
the inter-classrelationshipsor the servicereceived when dif-
ferentclassescompetefor resources.For example,with an SP
scheduler, the highestpriority classreceivesall demandedser-
vice up to the available link capacity, and in that way is com-
pletely isolatedfrom otherclasses’demands.In contrast,low-
er priority classesutilize only remainingcapacityfrom higher
priority classesandtheir performanceis stronglydependenton
theseclasses’demands.


Here, we provide a precisetheoreticaldescriptionof such
inter-classrelationshipsvia statisticalserviceenvelopes.Under
a particularschedulerhypothesis,we performMaximumLike-
lihood Estimations(MLEs) of thescheduler’s parameters,such
as guaranteedratesin WFQ anddeadlinesin EDF. Using the
envelope’s ideal descriptionof a class’service,we thendevel-
ophypothesisteststo infer whichservicedisciplineis employed
by thesystemvia statisticalanalysisof theempiricalinter-class
sharingrelationships.Finally, we selectthe MLEs of the un-
known parametersundertheinferredscheduler.w


Notice that for convenience,the arrival envelopeis discretizedin time and
the serviceenvelopeis discretizedin bits. However, to performthe compara-
tive computationsof SectionIII, bothareexpressedin discretetime rateswith
serviceinterpolated.


A.1 TheoreticalServiceEnvelopes


In [16], statisticaladmissioncontrol testsaredevelopedfor
severalmulti-classschedulers.Thekey techniquefor exploiting
inter-classresourcesharingis to characterizea class’available
servicebeyondits worst-caseallocation.Forexample,in aWFQ
serveraclasswith weight x 2 receivesserviceat rateno lessthany{z|8} y } � whenever it is backlogged.However, due to statisti-


cally varyingdemandsof otherclasses,theservicereceivedcan
befar greaterthanthis lower bound.A statisticalserviceenve-
lope ~ 2 *��:- is thereforea generalcharacterizationof theservice
receivedby class0 over intervalsof length � for which theclass
is continuallybacklogged.


Table I shows the statisticalserviceenvelopes(derived in
[16]) for SP, WFQ,andEDF. Theenvelopesareafunctionof the
link capacity � , andasdescribedabove, the otherclass’ input
traffic, describedby the arrival envelope � 2 *I�:-���� 2 � �����#�g��� .
For SP, observe that class 0 ’s serviceis only a function of the
workloadin classes��� c ���������:0 	 � . In contrast,for WFQ class0 ’s serviceis a functionof all otherclasses’traffic but is upper
boundedby �q� if all other classesare always idle and lower
boundedby


y{z| } y } � if all otherclassesarecontinuouslyback-


logged.Finally, with EDFclass0 ’s serviceagaindependson all
otherclass’inputsaswell asthedelayboundof class0 denoted
by � 2 .3


Observe that the rate traffic envelopedefinedin SectionII
(e.g.,


H132I4 5� and
1SRS2I4 5� ) are simply empirical and normalized


versionsof thefirst two momentsof � 2 *�'��"- . On theotherhand,p132I4 n� containsnormalized(on intervalsof length '�� ) samplesof
theserviceenvelope ~ 2 *�'��E- . Thekey problemis thento assess
the system’s scheduler, parameters,and other componentsby
comparingempiricalmeasurementswith the idealizedrelation-
ships.


A.2 EmpiricalServiceDistributions


Here,we describethe expecteddistributionsof servicefor a
givenarrival distributionunderdifferentservicedisciplines.For
simplicity, we considera two-classsystemandaggregatetraffic� 2 � �"�!��� ��� with aGaussiandistribution.4 Noticethatevenunder
Gaussianarrivals, the serviceenvelopeswill be non-Gaussian
due to the non-linearitiesof the multi-classserver. With two
traffic classes,SPis a specialcaseof WFQ with x 2 6 ] or � .
Thus,wemustfirst infer whetherthescheduleris EDFor WFQ,
andif the latter, whethertheweightsare0 and1, which would
indicateSP.


Denote��� asa Gaussianrandomvariablewith mean�3'�� 	H13�;4 5� '�� , variance
13R��;4 5� '�� U and probability density function


�
With abuseof notation,we henceforthdenote��� astheclass-� delaybound,


asopposedto adeparturetimeasin theprevioussection.�
The Gaussianassumptionis not necessaryfor traffic envelopes;see[5] for


example. Regardless,we make the assumptionin this paperas it makes our
solutionmorecomputationallyefficientwhile alsoretainingahighdegreeof ac-
curacy, bothfor ourpurposeshereaswell asin otherscenariossuchasadmission
control[12].







Scheduler ServiceEnvelope~ 2 *I���G� 2 -
SP �{�7*��Y�G� 2 - 	 | 2 W P� NQP � � *I���G� 2 -/� V
WFQ x 2 �7*I���d� 2 -�� � */� 	 x 2 -O�7*I���G� 2 - 	 | ���N 2 � � *I���G� 2 - � V
EDF � �7*��Y�G� 2 - 	 | ���N 2 � � *�� 	 � � �u� 2 - � V


TABLE I


STATISTICAL SERVICE ENVELOPES FOR DI FFERENT SCHEDULERS


��� K *���- , i.e.,5


���S�8@b�{�3'�� 	 H13�;4 5� '���� 1SRS��4 5� '�� U � o
FromTableI, theprobabilitydensityfunctionof theserviceen-
velope~ 2� 6 ~ 2 *�' � - underthehypothesisthattheserveris WFQ
is givenby


���7�Y�n zK *I��- 68� *���� ^gx 2 �3'��"-/��*I� 	 x 2 �3'��"-�G��� K *I��-/'�*�x 2 �3'�� ^u�¡^%�3'��"-� � *I� � e �3' � -/��*�� 	 �3' � - (5)


where '�*:� - is anindicatorfunctionand ��*/�v- is a deltafunction.
Similarly, definetherandomvariable¢ � suchthat


¢ � �+@ � �3' � 	 H1q��4 5£ ' £ � 1SRS�;4 5£ ' U£ � o
Furtherdenotetheprobabilitydensityfunctionof ¢ � by ��¤ K *I¥¦- ,
where § 6 �¨	 A H© 2 	 � � �ª� 2 F if A H© 2 	 � � �ª� 2 F Z ] and§ 6 �


otherwise,and
H© 2 is empirical meandelay. From the


EDF serviceenvelopeof TableI, we have that the probability
densityfunctionof ~ 2� undertheEDFhypothesisis givenby


��«�¬ �n zK *�¥�- 6+� *�¢�� ^s]>-/��*�¥�-��� ¤ K *I¥¦-:'�*�]�^u¥f^%�3'��"-�� � *�¢�� e �3'��E-:��*I¥ 	 �3'���- o
Examplesof empirical class service rate distributions for


WFQ andSPserversarepresentedin Figures5 and6. The in-
terval length '�� is 400msecandadditionalparameterssuchas
traffic loadandstatisticalworkloadcharacterizationaregivenin
SectionIV.


Wemakeseveralobservationsaboutthefigures.First,theser-
vicedistributionof WFQvisibly exhibits thetruncatedbehavior
definedby Equation(5): this is dueto WFQ’s guaranteedrate
which lower boundsthe service.Second,observe thatno such
“hard” lower borderexists for SPwithout strict ratelimiters on
all higherpriority traffic classes.Finally, noticethatupperlimits
onthedensityfunctionsarenotevidenthere,asin thiscase,nei-
therclassreachedits upperlimits dueto statisticalfluctuations
in thedemandof theotherclass.�®
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Fig. 5. WFQServiceRateHistogram
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Fig. 6. SPServiceRateHistogram


A.3 ParameterEstimationUnderSchedulerHypothesis


Here, we describehow a scheduler’s parameterssuch as
weightsin WFQ anddeadlinesin EDF canbe estimatedunder
the hypothesisof a particularschedulerEDF, WFQ, or SP. We
employ theGeneralizedLikelihoodRatioTestby first obtaining
MaximumLikelihoodEstimatesof unknown parametersunder
eachhypothesis,and then using the likelihood ratio test. We
thenshow how theschedulingmechanismitself canbeinferred
by choosingthemorelikely hypothesisasthetrueone.Finally,
theMLEs of unknown parametersunderthechosenhypothesis
becomethefinal estimates.







The first problemis to determineclass1’s unknown weight
parameterunderthe hypothesisthat the server is WFQ. Given
theobservationsof eachclass’servicein intervalsof length ' � ,
we usetheMLE to estimatetheunknown parameterx 2 as¯x P 4 � 6 argmaxyE°�± K � �7�Y� * p1 P 4 n� '���� p1 U 4 n� '��³² x P 4 �"- (6)


where� �7��� *Yp1 P 4 n� '��¦�´p1 U 4 n� '���² x P 4 �E- 6µ·¶X\NQP �¸�7�Y�n °K *�� 6 p1 P 4 n� 4 X '��E- µ J� NQP �����Y�n>¹K *I¥ 6 p1 U 4 n� 4 � '��E-
and º and @ denotetherespectivesizesof p1 P 4 n� and p1 U 4 n� . S-
ince a closedform expressioncannotbe found for the MLE in
Equation(6),weemploy anumericalgrid searchby maximizing
the likelihoodfunction with respectto the unknown parameterx P in the interval � ]³����� . (Notice that the unknown valueshave
known andclosedbordersso that the grid numericalsearchis
justified.)Theestimateis obtainedfor eachinterval '�� indepen-
dently, andthefinal estimateof


¯x P is is computedby averaging
theestimatesfor differenttime scales.Finally, in thetwo-class
case,


¯x U is simply � 	 ¯x P .
Thephysicalinterpretationof Equation(6) is asfollows. The


relativeclassweightestimationcanbeperformedonly overtime
intervalswhenbothclassesarebackloggedsinceit is only dur-
ing suchintervals thatbothclassesincur their lower boundsin
service.Suchintervalscausepeaksat the lower clipping of the
serviceratedistribution (cf. Figure5) andalso maximizethe
joint distributionof Equation(6).


For EDF, similar expressionscanbederivedby applyingthe
samemethodologyof usingtheEDF serviceenvelopesto com-
putetheMLE expressionsfor the classdelaybounds,andper-
forminga grid searchto estimate


¯� P and
¯� U .


A.4 SchedulerInference


The above techniqueallows estimationof a scheduler’s pa-
rametersunderthehypothesisof particularscheduler. Here,we
show how theschedulingpolicy itself canbe inferred.Thekey
techniqueis to choosethe hypothesisthatmakesthe measured
serviceobservationmostlikely.


To infer which servicedisciplineis themostlikely underthe
observations,for eachtime scale'�� , we have theschedulerhy-
pothesistestgivenby


� «�¬ �� *¸p1 P 4 n� '��E-I� «Q¬ �� *Yp1 U 4 n� '���-�¸�7�Y�� *¸p1 U 4 n� ' � -I���7���� *Yp1 U 4 n� ' � -�»;¼³½¾¿À ½>Á
� o (7)


As all timescalesarenot guaranteedto infer thesamesched-
uler, the final decisionis madeby usingmajority rule over all
timescales.With thistechnique,thecorrectinferenceis attained
94%to 100%of thetime in ourexperiments.


Thus,theserviceenvelopesof TableI describeparticularrules
for inter-classresourcesharing,i.e., the mechanismby which
theschedulerallocatescapacitywhenmultipletraffic classesare
competingfor resources.Applying theabovehypothesistestde-
termineswhich scenariois mostlikely, consideringmulti-class
measurementsacrossall timescales.


B. RateLimitedClassStateInference


Thusfar, we have consideredwork-conservingservicedisci-
plines.Here,we developa measurementmethodologyapplica-
ble to rate-limiters,i.e., non-work-conservingelementswhich
limit a flow’s arrivals to within a pre-specifiedconstraint. For
a single token bucket with a bucket depthof one packet, the
rate limiter for class 0 is characterizedby an unknown rate Â 2 .
The key problemis to distinguishsucha limit on class0 ’s ser-
vice from throughputlimits dueto theworkloadsof othertraffic
classesandothermechanismsin themulti-classscheduler.


Thus,the goal is to find the maximumlikelihoodestimation
of Â 2 underthehypothesisof a particularscheduler(inferredas
above). With ratelimiters, theserviceenvelopesof TableI haveÂ 2 in placeof � asthe maximumservicerate. Thusconsider-
ing theEDFhypothesisasanexample,themaximumlikelihood
estimationof Â 2 canbecomputedas


* ¯Â 2� � ¯� P � ¯� U - 6 argmaxÃ zK 4 Ä ° 4 Ä ¹ � «�¬ � *¸p1
P 4 n� '��;�<p1 U 4 n� '��¦² Â 2� �O� P �O� U - o (8)


Estimationof rate limiter parametershighlights the impor-
tanceof timescales.This is illustratedin Figure7 whichdepicts
theprobabilitythataclasstransmitsattheratelimiter’sboundas
a functionof interval length. Thescenariois a two-classclass-
basedfair queueingschedulerwith classweightsof 0.5. The
classeshave 60 and40 exponentialon-off flows with peakrate
32 kb/sec. The figure shows the empiricalprobability that the
aggregatetraffic of class1 transmitsat its ratelimit of 1 Mb/sec
asa functionof interval length.As shown, for shorttime scales
this occursquite frequentlywhereasit is increasinglyrareover
longertime scales.While this propertyis aninherentcharacter-
istic of any variablerateflow, thekey point is that inferenceof
ratelimiter parametersat long time scalesis inhibitedby flows
becominglessandlesslikely to sendat peakratesfor sustained
periods. As a consequence,measurementof multi-level leaky
buckets,which require longertime scalemeasurementsdueto
traffic constraintfunctionswhich shapethetraffic differentlyat
different time scales(see[23] for example)will incur higher
measurementerrors.
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Fig. 7. Probabilityof TransmittingatRateLimiter Bound







IV. EXPERIMENTAL INVESTIGATIONS


In thissection,weperformasetof simulationexperimentsto
evaluatetheeffectivenessof the multi-classinferencetoolsde-
scribedabove. We studyWFQ weightestimation,inferenceof
theservicedisciplinefor EDF, SP, andWFQ , aswell as“mea-
surableregions”, theconditionsnecessaryto obtainaccuratees-
timatesof WFQweights.


All simulationsareperformedwith thens-2simulatorwith a
single routerandvariousnumbersof hostsin the topologyof
Figure3. The link capacityis 1.5 Mb/secandpacket sizesare
500and100bytes,asspecifiedin thevariousexperiments.The
minimum interval lengthfor measuringarrival andserviceen-
velopesis ' P = 10 msecand the maximuminterval-lengthfor
measurementis 0.5 secfor a 50-point arrival envelope. The
measurementwindow $ is variedin theexperimentsfrom 2 to
10 secondsas indicated. We considertwo traffic classesand
EDF, WFQ,andSPscheduling.


A. WFQWeightEstimation


Herewe experimentallyinvestigatethe statisticalproperties
of the WFQ weight estimationalgorithm. In this scenario,the
systemhas65-68flows exponentialon-off sourceswith on-rate
32 kb/secwith on andoff periodsof 0.36sec.Moreover, there
are25-28sourcesof the sametype for class2. The true WFQ
weightsare x P = 0.7and x U = 0.3.Thepacketsizeis 500Bytes.
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Fig. 8. WFQWeightEstimationvs. MeasurementInterval


In theexperiments,50simulationrunswereperformedcorre-
spondingto eachdatapoint in Figure8. For a particularsimu-
lation, themeasurementwindow $ is setto 2, 5, or 10 seconds
asreportedon thehorizontalaxis. Eachpoint on theplot indi-
catesthe maximumlikelihoodestimationof x P , ¯x P , using the
methodologyof SectionIII.


Firstobservethatthevarianceof theestimatoris reducedwith
increasing$ , duesimply to thefactthatmoresamplepointsare
availablewith larger $ . For example,with $ = 2 sec,95% of
theweightestimationsarewithin 11%of thetruevalue,where-
aswith $ = 10 sec,95% of the weight estimationsarewithin
1.4%of thetruevalue.However, $ shouldnot besetarbitrarily
large,aslonger-time-scalefluctuationsdueto flow arrivalsand


departuresmay introducenon-stationaritieswhich would bias
the tests. While the numberof flows in the systemdid vary in
thesesimulations,asdefinedabove it is within a rangeof 5 to
10%of thesystemload.


B. SchedulerInference


As describedin SectionIII, the above WFQ weight estima-
tionscanonly beperformedunderthehypothesisthattheserver
is WFQ.Thus,statisticaltestsarenecessaryto infer theschedul-
ing mechanismitself. Herewedescribesimulationexperiments
for schedulerinferenceusing the samenumberof sourcesfor
eachclassandthe samepacket sizeas in the previous experi-
ment. Figures9 and10 depict the experimentalprobability of
correctdecisionvs. timescalefor therespectivecorrecthypoth-
esisof EDFandWFQrespectively. In bothcases,50simulation-
s areperformedandtheprobabilityof correctdecisionis com-
putedasthenumberof correctdecisionsversustotal numberof
testsfor eachtime scale(recall the final decisionis performed
by majority rule).
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Fig. 9. EDF: Probabilityof CorrectDecisionvs. TimeScale


For theexperimentsof Figure9, thecorrecthypothesisis ED-
F with delayboundsof � P = 20msecfor class1 and � U = 40,60
and80 msecfor thethreecurvesfor class2. As indicatedin the
figure,EDF is correctlyinferred100%of thetime at shorttime
scales( ' � upto 300msec)while lessfrequentlyfor longerinter-
val lengths,especiallyas � U 	 � P decreases.Yet in all casesthe
probabilityof correctdecisionis no lessthan92%. Thereason
thattheprobabilityof correctdecisiondecreasesas � U 	 � P de-
creases,is that thereis lessandlessdifferentiationprovidedby
thescheduler, makingtheserviceenvelopesstatisticallycloser,
andtheinferenceproblemmoredifficult. Indeed,if � U 6 � P , the
scheduleris actuallyperformingFCFS,asis alsoevident from
theserviceenvelopein TableI.


Regardless,in all cases,thecorrectfinal decisionis madeas
majority rule is performedover different time scales,and in-
correctdecisionsat a particular time scaleare never frequent
enoughto form amajority.


Figure10 depictstheexperimentalresultsfor WFQ.Observe
that in this case,the correctnessratio is quite poor on shorter
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Fig. 10. WFQ: Probabilityof CorrectDecisionvs. TimeScale


time scales.This is dueto the mismatchbetweenthe fluid ap-
proximationusedin the analyticalmodeland the packet-level
simulations.In particular, overshorttime intervals,thefluid ap-
proximationdoesnot holdandnot everypacketgetsservicedat
rate x 2 � (indeed,see[2] for adetaileddiscussionof suchshort-
time-scaleunfairness).In this case,sucherrorsimpactthefinal
decisionandtheoverallcorrectnessprobabilityis 0.94(lessthan
thecorrectnessof 1 achievedin theEDFcase)astheshort-time-
scaleerrorsform a majority in 6% of thecases.


Finally noticethat the relationshipof the probability of cor-
rectdecisionandtime scalearereversedfor WFQ ascompared
to EDF. Thereasonfor this is thatover longertimescales,WFQ
overcomespacket level unfairnessand, when flows are back-
loggedfor long durations,it canbecomequiteclear(statistical-
ly) thatthereis a minimumguaranteedservicerateclipping the
distribution of theserviceenvelope.In contrast,for EDF, thed-
if ferencesaremostpronouncedfor smallinterval lengthswhere
theshifts in thearrival envelopes(cf. TableI) aremorepromi-
nent.


C. MeasurableRegion


Themethodologypresentedin this paperis basedon passive
measurements,i.e., no probingpacketsaretransmittedto mod-
ify the system’s workload. However, with passive monitoring,
it is possiblethat other classes’particularworkloadsprohibit
inferenceof certainnetwork elements.For example,in theex-
tremecasethatall otherclassesareidle, it is impossibleto detect
a guaranteedminimum rate. Similarly, the multi-classnature
of thescheduleritself would not bemeasurable,andonly rate-
limiter parameterscouldbe obtained.We refer to the required
workloadto measurea particularnetwork behavior asthemea-
surableregion.


Here,weaddresstheissueof theconditionsnecessaryto infer
lower and upperservicelimits for WFQ schedulers.For the
simulations,eachflow hason andoff periodsof 0.36 secand
on-rate32 kb/sec. The packet size is 100 bytesand � = 1.5
Mb/sec.


Figure11 depictsthe resultingmeasurableregionsfor WFQ
weight estimates.Eachpoint representsthe minimum number
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Fig. 11. MeasurableRegion for LowerServiceBounds


of class1 andclass2 flowsneededsuchthattherelativeweights
canbe estimatedwithin 5% of their correctvalue. That is, if
eitherclasshasfewer flows thenindicatedby this measurable
region,thenestimationisnotpossible,astheconditionsrequired
for weightestimationoccurtoo rarely.


Observethatastheweightof class1 increasesfrom x P of 0.5
to 0.7 and0.9 (correspondingto the threecurves), the curves
shift to the lower right indicatingthata highernumberof class
1 flows andlower numberof class2 flows areneededto inferx P . The reasonfor this is that as x P becomeslarger, a higher
traffic load in class1 is requiredto backlogclass1 sufficiently
to estimatetheguaranteedrate.


Finally, observe that a typical point on the curve refersto a
relatively modestresourceutilization. For example,under x P =
0.7,at least30 class2 flows arerequiredwhen46 class1 flows
arepresent.This correspondsto an averagesystemutilization
of 62%, i.e., the meanutilization mustbe at least62% to per-
form the measurementspassively, otherwiseactive probing is
required.


V. CONCLUSIONS


Networks andserversare increasinglyproviding quality-of-
servicefunctionalities. The goal of this paperis to provide a
framework for clients of multi-classservicesto assessa sys-
tem’scoreQoSmechanisms.Wedevelopedaschemefor clients
to performa seriesof hypothesistestsacrossmultiple time s-
calesin orderto infer thepacketservicedisciplineamongclass-
basedweightedfair queueing,earliestdeadlinefirst, andstrict
priority. For a particularscheduler, we devisedtechniquesfor
clients to obtain maximumlikelihood estimationsof the sys-
tem’sclassdifferentiationparameters,suchasWFQweightsand
EDFdelaybounds.Finally, we showedhow parametersof non-
work-conservingelementssuchasratelimiters canbeestimat-
ed.Throughout,weutilizedageneralmultiple-time-scaletraffic
andservicemodelto characterizeabroadsetof behaviorswithin
a unifiedframework.


In futurework, we plan to designmechanismsto coordinate
theend-pointmeasurementsof themodulesdepictedin Figure2
andgeneralizethesystemmodelof Figure3 to considermultiple







nodesandcrosstraffic.
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