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Abstract— Proxy caching servers are widely deployed in to-
day's Inter net. While cooperation among proxy caches can
signi�cantly impr ove a network' s resilienceto denial-of-service
(DoS) attacks, lack of cooperation can transform such servers
into viable DoS targets. In this paper, we investigate a class
of pollution attacks that aim to degrade a proxy's caching
capabilities, either by ruining the cache �le locality, or by
inducing false �le locality. Using simulations, we propose and
evaluate the effectsof pollution attacks both in web and peer-to-
peer (p2p) scenarios,and reveal dramatic variability in resilience
to pollution among several cachereplacementpolicies.

We develop ef�cient methods to detect both false-locality and
locality-disruption attacks, as well as a combination of the two.
To achieve high scalability for a large number of clients/requests
without sacri�cing the detectionaccuracy, we leveragestreaming
computation techniques, i.e., bloom �lters. Evaluation results
fr om large-scalesimulations show that these mechanisms are
effective and ef�cient in detecting and mitigating such attacks.
Furthermor e, a Squid-basedimplementation demonstratesthat
our protectionmechanismforcesthe attacker to launch extremely
large distrib uted attacks in order to succeed.

I . INTRODUCTION

Caching has proven to be one of the most valuable and
widely-appliedtechniquesin computersystems. Becauseit
can signi�cantly enhanceoverall system performance,the
sameidea has been widely applied in the Internet. Instead
of retrieving data from a distant server, the data can be
retrieved from a proxy cache.This decreasesthe numberof
requestsarriving at servers, reducesthe amountof traf�c in
the network, and improves the client-perceived latency.

Unfortunately, like othersystemsin today's Internet,proxy
cachescanbeusedasef�cient tools in thehandsof malicious
users. In particular, open proxy cachescan invite traf�c
from malicious clients for various abuse-relatedactivities:
spamming,bulk data transfers,unauthorizeddownloadingof
licensedcontent, or for originating malicious outboundre-
questsfrom the proxy [1]. However, little attentionis given
to scenariosin which proxy caches,both openedand closed,
themselvescanbecomevictimsof maliciousclients.

In contrast to the thriving Content Distribution Network
(CDN) business(e.g., Akamai [2]), which is basedon server-
sidecooperative caching,suchcooperationis largely nonexis-
tentat theclient side.Thus,suchproxiesarehighly vulnerable
to DoS attacksin which the caching mechanismitself can
becometheprimarytargetof theattack.Thisholdsnotonly for
widely-deployedwebproxy caches,but alsofor thriving peer-

to-peer(p2p)proxy caches.Recently, ISPsstartedcachingp2p
contentat their boundaries[3], asp2p traf�c accountsfor the
vastmajority of the network's total bandwidth[4].

In this paper, we proposeand study a classof pollution
attackstargetedagainst Internetproxy caches.The attackers'
goal is to severely degradethe cachingserviceby polluting
the cachewith unpopularcontent. Even a singlecache-miss
to a largeobjectcanoftenrequirea largeamountof datato be
fetchedfrom its distantorigin server. A largernumberof cache
missescanfurthercongestthenetwork accesslink, particularly
when p2p cachesare targeted.Even a moderatedegradation
of the hit ratio can causeadditional hundreds of TBytesof
data to be transferredover an accesslink on a daily basis.
Long periodsof severeservicereduction,in which both traf�c
load and �le download time increaseby several orders of
magnitude, canon averagedegradeservicemorethanclassical
high-rateDoS attacksarecapableof. Moreover, the proposed
attackscanbelaunchedagainstlow-level DNSservers.In such
a scenario,a set of maliciousattackers,not necessarilyfrom
the sameISP, may pollute the local DNS server's cachewith
unpopularentries,thussigni�cantly reducingtheperformance
experiencedby regular clients.

The proposedpollution attacksposea challengingproblem
for the entire Internet community. First, such attackshave
stealthy nature:they arecapableof degradingoverall network
performancewithout �ooding network resources.Second,they
possessa dangerouslevel of indirection: while both clients
and servers are affectedby the attack— neitherclients nor
serversaredirectly attacked.Third, they pollutethecachewith
unpopular, ratherthanbogus�les, makingthemmuchharder
to detect.Finally, no counter-pollution mechanismsexist in
Internetcaches;thus,evensimple,brute-forcepollutionattacks
can be quite successful.Indeed,while someInternetcaching
systemsdo apply simple mechanismsto mitigate the effects
of unintentional cachepollution, we demonstratethat such
mechanismsarefundamentallylimited in theirability to thwart
systematic,intentional pollution attacks;while being much
moreeffective, suchattacksaremuchharderto detect.

We propose and analyze two generic classes of at-
tacks: locality-disruptionand false-localityattacks.Locality-
disruptionattackscontinuouslygeneraterequestsfor new un-
popular�les, thusruining thecache�le locality. False-locality
attacksrepeatedlyrequestthe sameset of �les, thus creating
a false�le locality at proxy caches.We conductan extensive



set of simulations,both with p2p and web workloads. To
accuratelyrepresentthe effectsof pollution attacks,we de�ne
a metric, byte damage ratio, which successfullysummarizes
multiple statisticsin the presenceandabsenceof attacks.

Further, we demonstratethat the cacheresilienceto pol-
lution attacks fundamentally dependson the replacement
algorithm deployed. However, we show that a replacement
algorithm aloneis not capableof fully protectingthe system
againstpollution attacks.

Thus,weproposetwo cachepollutiondetectionmechanisms
to detectfalse-localityand locality-disruptionattacks,respec-
tively. Both arebasedon the inherentfeaturesof eachattack.
These two schemescan be further combined to detect an
even morestealthy combinationof false-localityandlocality-
disruption attacks. Since large ISPs may have millions of
clients and/or millions of cached�les, we further leverage
data streamingcomputationtechniques,bloom �lter s [5] to
signi�cantly reducethe amountof stateneededto maintain
for detection.It not only improves the detectionscalability,
but also makes the detectionsystemitself resilient to DoS
attacks.Onceany attack is detected,we ignore the requests
from attackersand/orremove cached�les with “f alselocality”
for mitigation.

Simulationwith large traces(100,000clients and 100,000
�les) show that we caneffectively detectthe intrusionsunless
thereis a very largenumberof attackersor theattackdamage
is very limited. The bloom �lters dramatically reduce the
memoryconsumptionwithout sacri�cing the accuracy.

I I . MOTIVATION AND SCOPE
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Fig. 1. Proxy-cache-targetedpollution attacks

In this section, we present pollution scenarios,attack
classes,and targetedreplacementalgorithms.

A. Pollution-Attack Scenarios

In general,thereare two typesof proxies:forward proxies
and reverseproxies.The former is the most commonproxy:
it performs as an intermediateserver that sits betweenthe
client and the origin server. The latter appearsto the client
just like an ordinaryweb server. It is usually locatedcloseto
a back-endserver behinda �re wall andprovidesInternetusers
accessto sucha server. We will focuson the forward proxies
in this paperthoughthe pollution techniquesproposedapply
well to both. In SectionIV, we will discusstheir differences
and implications.

Here,weexploreproxy-cache-targetedattackscenarios.The
�rst is shown in Figure 1(a). An attacker can compromise
a number of machineson an institutional or a corporate

network and launch malicious requeststo pollute the cache
with unpopularcontent.The resultof the attackis a lower hit
ratio for legitimate clients, leading to reducedperformance.
Even a single cache-missto a large �le can cause large
datatransfersfrom distantorigin servers. In sucha scenario,
the bottleneck capacity may be reducedby several orders
of magnitude(e.g., from 1Gbps to less than 1Mbps), thus
dramaticallydegrading�le-downloadperformance.

A largernumberof cachemissescanfurthercongestthenet-
work accesslink. More seriously, a larger-scaledeploymentof
suchattackscancauseanuncontrolledincreaseof theInternet
traf�c volumesandmorefrequent�ash crowds at servers[6].
For example,a reporton NLANR webcachespointedout that
inappropriatesettingsof Expires and Last-Modified
header�elds prevent ordinarycachesfrom effectively dealing
with �ash crowds [7].

While there is no evidencethat proxy-cache-targetedpol-
lution attacksare actively conductedin the Internet,another
scenariois depictedin Figure1(b). It is relatedto the dispute
betweenthemusicindustryandp2p�le-sharing networksover
the copyrighted content distributed on thesenetworks. Re-
cently, the music industryabandonedpurely legal actions[8],
and startedlaunching denial of service attacksagainst p2p
networks [9], [10]. At the sametime, ISPs startedcaching
p2p contentat their boundariesasp2p traf�c accountsfor the
vast majority of the network's total bandwidth[4]. However,
caching copies of pirated �les made ISPs accomplicesin
illegal �le trading, at least accordingto the music industry
views [3]. Given the aggressive behavior that the music
industry demonstratedagainst p2p �le-sharing networks, it
would be no surpriseif the former startedlaunchingcache-
targetedpollution attacksagainst the ISP caches.

Another scenariois the potential pollution attack against
local (low-level) DNS servers. Such servers resign in each
ISP and they are central to the DNS architecture.A set of
maliciousattackers, not necessarilyfrom the sameISP, may
pollute the local DNS server's cachewith unpopularentries,
thus signi�cantly reducing the performanceexperiencedby
regular clients. A cache miss will introduce a series of
iterative queriesto root, top-level-domain,and authoritative
DNS servers.This addsannoying initial delaysto webclients,
signi�cantly degradingtheir browsing experiences.Moreover,
the study from [11] showed that hit ratios at low-level DNS
servers are typically over 80%. Thus, reducing theseratios
candramaticallyoverloadlow-level DNS servers,additionally
impactingsystem's performance.

Therearecurrentlyover 87 millions valid DNS entries[12],
correspondingto GBytesof data, while typical cachesize
of local DNS servers is only 1 MByte [13]. Even if we
adopt the recentideasto storeall DNS entriesin the cache
[14], pollution attacksare still feasible.This is becausethe
numberof possible entries to be cached is in�nite due to
the following two reasons.One is the use of wildcard – a
specialrecordthat is setupto resolve any querythat doesnot
matchan existing authoritative recordin the zone. The other
is the useof negativecaching – a server cachesthe resulting



nameerror whena queriednamedoesnot exist. Thus,cache
pollution attacksarepossibleno matterhow large the system
resourcesare. In this paper, we do not evaluate pollution
attacksagainstDNS servers,simply becausewe wereunable
to �nd a representative workloadfor theDNS traf�c. Still, we
demonstratebelow that our resultsare largely independentof
theworkload,thusgenerallyapplicableto all cachingsystems,
including DNS.

Cooperationamong proxies can improve a network's re-
silienceto DoS attacks[15]. However, in the absenceof such
cooperation,proxycachesthemselvescanbecomeDoStargets.
In contrastto thethriving server-sidecooperativecaching(e.g.,
Akamai [2]), the client side largely lacks such cooperation.
Despitethe initial enthusiasmin developinghierarchicalweb
caching systems(e.g., [16], [17], [18], [19]), the lack of
trust amongdifferent institutionsandcompanieshasimpeded
deployment of client-sidecooperative caching[20]. Another
reasonis the fact that the bene�ts of such cooperationare
quite limited; in particular, it has been shown that the hit
ratio increasesonly logarithmically (i.e., very slowly) with
the client population [11], [21]. Finally, deploying a non-
distributed proxy cacheat an ISP edgeis much simpler than
deploying a proxy network. Thus,proxy cachesare typically
isolated,making themparticularlyvulnerableto DoS attacks.

B. Pollution-Attack Classes

By recognizing generic strategies that the attacker can
exploit to pollute a cachewith unpopularcontent,we char-
acterizepollution attacks into the following categories: (i )
locality-disruptionand(ii ) false-localityattacks.

Locality-disruptionattacksaim to degradecacheef�ciency
by ruining its �le locality. An attacker continuouslygenerates
requestsfor new unpopular�les and disruptsthe correlation
structure of the original arrival requeststream; this alters
the cache contents,decreasesthe hit ratio experiencedby
regularclients,andeventuallydegradestheir performance.For
example,robotsandcrawlersdeployedby searchengineshave
a referencingpatternthat can completelydisrupt the locality
assumptionsand signi�cantly increasethe miss ratio of a
server-side cache[22]. We will show below that malicious
crawlersarecapableof disruptingtheproxy-basedcacheseven
moreseverely.

False-locality attacksaim to degradethe hit ratio experi-
encedby regularclientsby repeatedlyrequestingthesameset
of �les, thus creating a false �le locality at proxy caches.
The key advantageof this attack is the ability to quickly
refreshthe polluted �les in the cache.For example,consider
the LAN scenariodepictedin Figure 1(a). Assumethat the
LAN link rate is 1Gbps, the accesslink rate is 100Mbps,
andthe cachesize is 100GBytes.In sucha scenario,it takes
approximately2-4 hoursfor maliciousclients to populatethe
cachewith irrelevant content,andonly around10 minutesto
fully refreshthe entire polluted contentin the cache.1 Thus,

1When initially polluting the cache,the attacker is limited by the access
link rate.However, whenrefreshingthecontent,it is limited by thelocal LAN
rate,1Gbpsin our scenario.

oncethe attackers manageto “freeze” the cache,it becomes
easierto keepit in sucha state.

C. TargetedReplacementAlgorithms

A replacementalgorithmde�nes which of the cached�les
is replacedby a new one, when a new �le is addedto a
full cache.Below, we presentcache-replacementalgorithms
widely deployed in the Internet today, whose resilience to
pollution attackswe evaluatelater in the paper.

The two most popularcachingpolicies are LeastRecently
Used (LRU) and Least FrequentlyUsed (LFU) [23]. LRU
evicts the leastrecentlyaccesseddocument�rst, on the basis
the traf�c exhibits temporallocality. On the otherhand,LFU
evicts theleastfrequentlyaccesseddocument�rst, on thebasis
that a populardocumenttendsto have a long-termpopularity
pro�le.

In addition, we also evaluate the Greedy Dual-SizeFre-
quency(GDSF) replacementpolicy [24], [25], [26]. GDSF
discriminatesagainst large documents,allowing for smaller
documentsto be cached. It alsousesa dynamicagingpolicy
at the sametime.

Beyond the fact that all three replacementalgorithmsare
operational in the current Internet [24], [25], [26], GDSF
policy is of particular interest. This is becauseit employs
a dynamic aging policy, which addressesthe problem of
unintentionalpollution; suchpollutionariseswhenold popular
objectsresidefor a long time in a cacheand degradethe hit
ratio. For example, pagesthat are accesseda large number
of times during �ash-crowd eventsmay remain in the cache
long after their popularity expires. Below, we explore the
performanceof theagingmechanismin presenceof intentional
pollution attacks.Finally, we examinethe pollution-resilience
propertiesof the threereplacementpoliciesboth for web and
p2p workloads.

I I I . THE EFFECTS OF POLLUTION

We present an extensive set of simulation experiments
to explore the key system factors that in�uence pollution
resilienceof Internetcachingservers.

A. ExperimentalMethodology

Simulator. We implementa discrete-event simulator for a
cachingsystemwith the following capabilities/parameters:(1)
support for LFU, LRU, and GDSF replacementalgorithms,
(2) variablecachesize, (3) multiple DoS behaviors, and (4)
multiple workloadscharacterizingbehavior of regular clients.
In addition, we simulate the effects of accessand local
network capacitieson systemperformance.The accesslink
capacityrefersto the link capacitythat is utilized in the case
of cachemisses,e.g., a link betweenthe two edge routers
depictedin Figure 1(a). The local link capacityrefersto the
network capacity “in front of the cache”, e.g., the campus
network in Figure1(a).It is utilized bothin casesof cachehits
and misses.Discrepancy betweenthe two capacitiesimpacts
the effectivenessof pollution attacksin a non-trivial way, as
we explain in detail below.



Workloads. We generatep2p workloads by utilizing a
model from [4]. The model captureskey parametersof p2p
workloads,suchas requestrates,numberof clients, number
of objects,and changesto the set of clients and objects.In
addition,we generatewebworkloadsby applyinga versionof
the samemodel and by �tting a set of empirically-extracted
distributions [27]. We also integrate parametersfor network
addresstranslators (NAT) and time-of-day effects in our
model.By varying model parameters,we are able to change
workload characteristics(e.g., hit ratio, aggregate bit rate)
andto explore how changesto the parametersaffect system's
resilienceto pollution attacks.TableI summarizesthe typical
settingsof parameters.

Parameters p2p web
Numberof objects 10000 5000000

Averageobjectsize 50MB 10kB
Numberof clients 2000 10000

Aggregate requestrate (objects/hour) 180� 900 900k� 4.5M
New objectarrival rate (objects/month) 10 n/a

Zipf parameter� 0.95 0.65
Percentageof clientsbehindNAT boxes 20%

Maximum multiplex ratio of every singleNAT IP address 10

TABLE I

MODEL PARAMETERS FOR REGULAR CLIENTS

Our web workload is generatedas follows. Web clients
may fetch a popularpage(e.g., Google) thousandsof times;
this behavior is bestmodeledby fetch-repeatedlysystems[4].
We generateweb object sizes by �tting the empirically-
measuredheavy-tailed distribution reported in [27]. While
the majority of �les are very short, such that the mean
�le size is approximately7kBytes, web �les on the order
of GB's in size are also generated.Clients select objects
from a Zipf distribution in an independentand identically
distributed fashion.By changingthe Zipf parameter� , we
arecapableof controlling the correlationstructureof the web
requeststream. Finally, we model the client request rates
accordingto a heavy-tailed distribution, which is extracted
from a representative web trace[28], [29]. About 85% clients
have a requestratelower thantheaverage rate,yet 1% clients
have a requestrate 50� 85 times that of the average. This
distribution correspondsto the regular-client behavior.

P2pandmultimediaworkloadsin generalarebestmodeled
by fetch-at-most-oncesystems[4]. While the underlyingpop-
ularity of objectsin suchsystemsis still driven by Zipf 's law,
the resulting workload doesnot follow Zipf any longer due
to the fetch-at-most-onceeffect.2 We distribute p2p �le sizes
according to the empirically-measureddistribution reported
in [4]; the majority of the �les (approximately90%) are
smaller than 10MBytes, yet very large �les (e.g., larger
than 100MBytes) are also fetched. We model the clients'
requestrateaccordingto measurementsreportedin [30]. The
correspondingdistribution has the following characteristics:

2P2pclients rarely fetch the sameobjectmore thanonce.As a result, the
creationof new objects,and the addition of new clients to the systemare
the primary forcesthat drive multimediaworkloads;hence,the corresponing
distribution doesnot follow Zipf 's law.

about90%clientshave a requestratelower thantheaverage,
yet1%clientshavearequestrateexceeding8� average, 0.1%
clientsexceeding36� average and0.01%clientsexceeding
400 � average. However, 50% clients have a requestrate
lower than 1

40 � average. Finally, by varying the numberof
clientsandobjectsin thesystem,we arecapableof tuning the
nominalnetwork load andhit ratio experiencedby clients,as
we explain in detail below.

Methodology. Our maingoal is to gain basicunderstanding
aboutthe effectivenessof the proposedcache-targetedpollu-
tion attacks.Thus, we focus on the primary consequences
of the attack — the degradation of the hit ratio during
attacks. Moreover, we explore the aggregate malicious and
regularclients' requestratesasthekey systemparametersthat
in�uence the effectsof pollution attacks.

To summarizemultiplestatisticsin thepresenceandabsence
of attacks,we de�ne thebytedamage ratio asthekey measure
of theeffectivenessof theattack.It is de�ned as (B H R(n) �
B H R(a))=BH R(n), in whichB H R(n) andB H R(a) denote
thebytehit ratiosof regularclientsin theabsence/presenceof
anattackrespectively. Whenthebytedamageratio is zero,the
attack is completelyineffective; when the byte damageratio
equalsone,the cachingserviceis completelyoverrun.3

B. BaselineExperiments

We �rst considera baselinescenariofor two classesof pol-
lution attacksdescribedin SectionII-B: thelocality-disruption
and false-locality attacks.The majority of our experiments
reveal similar trendsboth for p2p and web workloads.Thus,
we presentp2p results by default, and show web results
only when they indicate different trends. Unless otherwise
indicated,the averageaggregatethroughputgeneratedby p2p
clients is 20Mbps, the cachesize is set to 100GBytes,and
the Zipf parameter� is set to 0.95. In addition, attackers'
aggregaterequestrateremainsconstantover time in all exper-
iments;however, theper-client requestrateis not uniform,and
deviatesbasedon the parametersetting.Table II summarizes
parametersettingsfor the attacker.

Parameters p2p web

Numberof bogusobjects 1k (FL)
100k (LD)

10M (FL)
100M (LD)

Averageobjectsize 10MB 10kB
Numberof clients 1� 100 1� 100

Aggregate requestrate (objects/hour) 900� 45k 900k� 45M
D eviation of r equest r ate among cl ients

Av er age per � cl ient r equest r ate 0.8

FL - false locality attack, LD - locality disruptionattack

TABLE II

MODEL PARAMETERS FOR ATTACKER CLIENTS

1) Locality-disruptionand false-localityattacks: Locality-
disruptionattackers ruin the cache�le-locality by generating
maliciousrequestsfor new unpopular�les. Figure2(a)depicts
theeffectsof theattackon thetotal hit ratio (of bothmalicious
and regular clients) as a function of the aggregate malicious

3A negative bytedamageratio refersto theabnormalscenarioin which the
byte hit ratio of regular clients improves in presenceof attack.
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Fig. 2. Total hit ratio in presenceof attacks

clients' requestrate.The total hit ratio dramaticallydegrades
in the presenceof the attack. A small percentof malicious
requests(e.g., below 4%of totalnumberof requests)is capable
of signi�cantly degradingtheoverall hit ratio. This is because
the attackers simultaneously(i ) increasethe total number
of cachemisses,and (ii ) pollute the cachewith unpopular
content.

False-localityattackers requestunpopular�les from a pre-
determinedlist. In this way, they createa false�le-locality at
the cache,andconsequentlydegradethe hit ratio experienced
by regular clients.Figure2(b) depictsthe effectsof the attack
on the total hit ratio asa function of the aggregateattackers'
requestrate. Contrary to the locality-disruptionscenario,the
total hit ratio increaseswhenthe attackers' aggregate request
rate increases becausethe numberof “f alse” hits increases.
Thus, the total hit ratio cannotbe usedas a good indicator
that the attackis taking place.

Figure2(b) indicatesinitially, whentheaggregateattackers'
requestrate is low (e.g., 10k req/day), the total hit ratio
decreases.In such a scenario,the attackers do not manage
to successfullybuild a false locality. This is becausefalse
unpopular�les are evicted from the cachedue to requests
generatedby regular �les. Thus, re-requestingpreviously
evicted �les is similar to performing the locality-disruption
attack.Consequently, thetotal hit ratio initially decreasesasin
the caseof the locality-disruptionattacks.Finally, Figure2(b)
reveals a dramaticdifferencein the performanceof various
cachereplacementalgorithms.We analyzethis issuein detail
below.

2) ReplacementAlgorithms: Here,we evaluatethe impact
thatthecachereplacementalgorithmshave on theresilienceto
pollution attacks.A replacementalgorithm determineswhich
of the cached�les is evicted from the cachewhena new �le
is addedto a full cache.As a measureof the effectivenessof
the attack,we apply the byte damageratio of regular clients,
de�ned above.

Figure 3(a) shows the byte damageratio of regular clients
as a function of the aggregate attackers' requestrate. The
moststunningresult is theextremevulnerabilityof theGDSF
algorithm to low-rate pollution attacks. This is becausethe
meanattackers' �le size is muchsmallerthan that of regular
clients', while the GDSFalgorithmfavors small �les.

On theotherhand,Figure3(a) indicatesthatLRU andLFU
aremoreresilientto attacks,becausetheattackersarerequired
to generatea larger numberof requestsin order to increase
the level of pollution. Nevertheless,the damageratio canstill

be quite high.
Figure 3(b) reveals somewhat different trendsin the case

of false-localityattacks.First, the GDSF's aging mechanism
limits thedamageratio to 0.4 in this scenario.Second,Figure
3(b) indicatesthat false-localityattacksmoreseverelydegrade
the LFU algorithm.

C. SystemFactors
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Fig. 4. The role of attackers' ®le size

1) Attackers' �le size: The �le size used by attackers
in�uences the effectivenessof pollution attacks in a non-
trivial manner. The above experimentsindicatethat the useof
small �les canbea particularlyef�cient attackstrategy against
certainreplacementalgorithms(e.g., GDSF).Here,we explore
sucheffects in moredepth.

Figure 4 depicts the byte damageratio as a function of
the �le size usedin locality-disruptionattack.The aggregate
attackers' throughput(in bps) is kept constant,approximately
to 20% of the throughputachieved by regular clients.Despite
the attackers' much lower requestrate,the byte damageratio
is signi�cantly larger in thecaseof GDSF, asexplainedabove.
As the attackers' �le size increases,the damageratio de-
creases.Thekneein theGDSFcurve arisesaround5MBytes,
which correspondsto the mean�le size for the p2p trace.

Theattackers' �le sizeaffectstheLFU andLRU algorithms
lessdramatically. First, theabsolutebytedamageratio is much
lower than in the GDSF case; second,as the attackers' �le
sizeincreases,the byte damageratio decreasesfor LFU. This
is becausewe keepthe throughputconstant;thus, increasing
theattackers' �le sizemeansdecreasingtheattackers' request
frequency, which weakens the attack.Finally, the impact of
the attackers' �le size is smallestfor LRU.

2) Accesslink capacity: A largediscrepancy betweenlocal
and accessnetwork capacitiesis one of the key reasonsfor
implementingproxy caches:they reducetraf�c on typically
bandwidth-scarceaccesslinks. Below, we evaluate the role
thatthis discrepancy canhave on theeffectivenessof pollution
attacks.
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Fig. 3. Byte damageratio
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Fig. 5. The role of the accesslink capacity

In our experiments,we set the local capacity to 1Gbps,
and vary the accesscapacityfrom 300kbps to 100Mbps. At
the sametime, we control the numberof requestsgenerated
by regular clients suchthat they consume50% of the access
bandwidthonaverage,whereastherestis utilizedby attackers.
While not representative of an actualscenario,our main goal
here is to illustrate the impact of limited accesscapacityon
the effectivenessof the attack.

Figure 5(a) depictsthe byte damageratio as a function of
the accesslink capacityin the presenceof locality-disruption
attacks.The key observation is that the effectivenessof the
attack is reducedfor lower accesscapacities.Becausethe
locality-disruptionattackconsidersdownloadingnew unpop-
ular �les, the attackers have to share the accesslink with
regularclients.Consequently, whentheaccesslink capacityis
the systembottleneck,the power of the attackis signi�cantly
reduced.

Figure5(b) shows oppositeeffectsfor false-localityattacks:
increasingthe accesscapacityweakens the effectivenessof
the attack. The key reasonfor such a behavior is the fact
that malicious clients manageto build a false locality over
longertime intervalsdespitelimited accesscapacity. Oncethis
is achieved, the accessrate is no longera limitation, and the
attackbecomespowerful.
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3) The Impact of the Zipf parameter � : We explore the
impactof the Zipf parameter� , which we useto generatethe
web traces.Breslauet al. [31] showed that the distribution
of pagerequestsgenerallyfollows a Zipf-lik e distribution; the

relative probabilityof a requestfor the i -th mostpopularpage
is proportionalto 1=i� , with � varying from trace to trace,
rangingfrom 0.64 to 0.83.

Figure 6 shows the byte damageratio as a function of � .
For smaller� , the effectsof the attackare more devastating,
particularlyfor LFU andLRU. This is becausethecorrelation
structureof requestsis “weaker” when � is small, suchthat
theregularusersdo not manageto build strong�le locality. As
� increases,the requestsbecomemore and more correlated,
suchthat the effectsof the attackbecomelesspronounced.

IV. COUNTER-POLLUTION TECHNIQUES

In thissection,weexaminehow to effectively andef�ciently
detectthe proposedcachepollution attacksandmitigate their
effects.

The cachepollution attacksare hard to detectbecauseall
requested�les are uncorrupted.Thus, one cannot basethe
detectionschemeon thecontentsof thecached�les. Another,
even moreseriouschallenge,is the following. The traditional
detectionschemesusuallyobserve the clients' accesspatterns
and detect anomaly/attackswhen such patternschangesig-
ni�cantly. For this, suchschemeshave to identify the clients
by their IP addresses.However, many residentialusers(and
evensomebusinessusers)obtaintheir IP addressdynamically
throughthe DHCP protocol (especiallyin Asia). That is, for
any client, the IP addressit obtainsmay differ from oneday
to another. Given very long time-scalesof pollution attacks,
it is very challengingto identify the history patternsfor any
of the clients.Consequently, to the bestof our knowledge,no
existing detectionschemeapplies to the proposedpollution
attacks.

To addressthesechallenges,weanalyzetheinherentcharac-
teristicsof theseattacksanddesignseveral schemesto detect
false-localityattacksandlocality-disruptionattacksseparately.
We can further detect these two attacks even when they
are combinedand mixed together. Again, we focus on the
attackdetectionin forwardproxies,includingpollution attacks



against local DNS servers. Attacks against reverse (server-
side) proxies,in general,are harderto achieve becausesuch
proxiesareusuallyonly responsiblefor the objectsserved by
correspondingback-endservers. Thus, it is harderto upload
unpopular �les to such caches,especially in the case of
locality-disruptionattacks,which require a large numberof
such �les. Also, when comparedto forward proxies,reverse
proxiescanserve requestsfrom a largernumberof clientsand
potentiallymoreattackers.Still, we will demonstratethat our
proposedsolutions,basedon bloom�lters, arehighly scalable.
As such,they areequallyapplicableto both typesof proxies.

A. DetectingFalseLocality Attacks

In SectionIII-B, we found that the false-localityattack is
more effective than the locality-disruptionattack, especially
when the LFU replacementpolicy is usedand/orwhen there
is limited accesslink bandwidthconnectingthecacheserver to
the Internet.In this section,we attemptto detectsuchattacks.

The false-localityattackoften involvesdistributedattackers
makingrequeststo thesamesetof �les. Our �rst attemptis to
usesucha correlationto detectdistributedattacks.That is, we
look for clientsthat requesta similar setof �les thatnormally
alwaysresidein thecache.However, therearetwo heavy-tailed
distributionsin normaltraf�c patternsthathamperthismethod:
1) a small numberof clientssenda large numberof requests;
and2) a smallnumberof popular�les arerequestedby a large
numberof clients.Thesetwo patternswill causesomeclients
to requesta similar setof popular�les which arealwaysin the
cache.Thesescenarioswill raisefalsepositivesfor correlation-
baseddetection.Theseare validatedwith popularcacheand
Web server logs, e.g., from MSNBC [32].

Theabove discussioninspiresusto analyzethefundamental
characteristicsof false locality attacks:the repeatedrequests
from the sameIP to the unpopular�les. Unlessthereare an
extremelylargenumberof attackers,they cannotkeepthefalse
locality without having eachattacker makingrepeatedrequests
for the same�les. However, it is rare for a normal client to
reloadthesame�le multiple timesin a shortperiod,e.g., a few
hoursor a day. As shown in severalweb/cachetraces,the real
popular�les areaccessedby a largenumberof regularclients
(tensof thousandsor more),and the numberof suchregular
clientsshouldbe much larger than the numberof attackers.

While someclientsmaykeeploadingcertainsearchengines
and news web sites, such dynamic content is uncacheable.
Indeed,Bentet al. foundthatabout60%of HTTP requestsare
generatedfor dynamiccontentandarethusuncacheable[33].
Thesecondcaveatis thatcertainprograms,e.g., webcrawlers,
repeatedlyrequestthe same�le until a successfuldownload
occurs.The cacheserver andour detectionsystemcanrecog-
nize such failed requestsand exclude them from counting.
Finally, it is also possible for some clients to solely keep
loading the sameweb page,e.g., “http://www.google.com,”
without placingany queries.However, thereareonly a small
numberof suchpopularwebpagesandtheaccesspatternsfor
thosepagestend to be stable.Our approachto the problem
is to createa “white list” of such pages,characterizedby a

largeratio of requestsvs. thenumberof uniqueIPsthatplaced
theserequests.

Basedon theseobservations,we designthe attacker-based
detectionmechanismsfor false-localityattacks.In thisscheme,
we recordthe �les that eachclient requestsover longer time
scales,and calculatethe following statistics:(i) the number
of repeatedrequestsand (ii) the percentof repeatedrequests
(ratio of repeatedrequestsvs. the total requesthits in the
cache). Only when both metricsexceedgiven thresholds,we
mark sucha client as the attacker. The goal is to avoid false
positives while successfullydetectinglarge pollution attacks.
For example, some benign client IPs can generatea large
numberof requests,andconsequentlyarelatively largenumber
of repeatedrequestse.g., due to NAT effects. However, the
percentof repeatedrequestsfrom the sameIP is small in
general.On the other hand, other clients could generatea
small numberof requestsbut with relatively high percentof
repeatedrequests(again, due to the NAT effects). Still, they
are unlikely to be attackers. Also, note that for the second
metric, we use“the numberof total requesthits in cache”as
thedenominatorinsteadof “the numberof total requests”.This
is to preventanattacker from potentiallyevadingthedetection
mechanismby launchingfalse-localityandlocality-disruption
attackssimultaneously.

The key issue with the scheme's design is the memory
consumption.We apply two methodsto reduceit. First, we
�lter the requestsby applyinga thresholdon the requestrate
beforecountingthe repeatedrequests.Second,we usebloom
�lters to recordthe�les requestedover longertime scales,and
signi�cantly reducethe amountof statesneededfor counting
repeatedrequests.

ScalableDetectionwite Bloom Filters. A bloom�lter is a
computationallyef�cient hash-basedprobabilisticschemethat
can representa set of unordered keys with minimal memory
requirements,while answeringmembershipquerieswith zero
probability for false negatives and low probability for false
positives [17]. In our case,the keys are requestedURLs for
web or requested�les for p2p applications.

Given a Bloom �lter m, an elemente is insertedinto m
by hashinge with k different hashfunctions H i , i = 1:::k,
and setting the correspondingbits, m[H i ]. Checking if an
elementbelongsto the setinvolveshashingthe elementagain
asdescribedabove, andcheckingif all the correspondingbits
areset.The accuracy dependson the sizeof m andk. In our
case,even with 1 million attackers' �les with false locality,
we use 1B for each key such that the size of m becomes
1MB. We set k = 4, while the percentof falsepositives for
the membershiptest is 2%. Note that suchan error ratedoes
not directly translateto the detectionerror rate. In fact, our
detectionthresholdis very insensitive to suchsmall errorsas
we will demonstratebelow. In fact,we cantolerateevenlarger
errorswith lessmemoryconsumption.Assuming100attackers
and another100 normal clients making a large number of
requests,currently the total memory consumptionbecomes
1MB� 200= 200MB.



B. DetectingLocality Disruption Attacks

For locality disruption attacks,attackers keep requesting
differentunpopular�les to destroy the locality of realpopular
�les. Therearetwo inherentsymptomsfor suchattacks.First,
thehit ratio is low. Second,theaveragelife-time of all cached
�les is short.We designour detectionschemebasedon these
two signatures.For eachcached�le, we recordits entry time.
Periodically, we computethe averagedurationsfor all �les in
the cache.When the averagedurationis very low, we detect
the attacks.However, to mitigatesuchattacks,it is crucial to
additionallydetectthe attackers.Thus,for each�le in cache,
we recordtheclient IP makingthemostrecentaccessrequest.
When we detectthe locality disruptionattack,we check the
IP addressesin thecachetableandsearchfor thosethatmake
mostof therequests.Again, theassumptionis that thenumber
of attackers is much less than the numberof normal clients
[34]. Then, for locality disruption attacksto be successful,
eachattacker needsto requesta relatively large numberof
unpopular�les, and suchamountis much larger than that of
a normalclient.

For example,for a cacheof 100GB,evenwhentheaverage
�le size is 100KB, it needs1 million �les to �ll it. Thus,
even for a distributed false-localityattackwith 100 attackers,
eachattacker needsto have on averageof 10,000�les loaded
in the cachewith its IP as a requestor. On the other hand,a
typical client will not exclusivelyrequestsucha large number
of �les in the cache.Regular clients usually requestpopular
�les, and requeststoward these �les are often shared by
many differentclients.That is, whencountingthe numberof
requested�les in the cacheby the requestorIP, the attackers
will surfacewith a large numberof requested�les in cache.
This is precisely becausethe number of attackers is much
lower than the numberof regular clients.

C. DetectingAttack Combinations

Attackerscanlaunchbothfalse-localityattacksandlocality-
disruptionattacksat thesametime. For instance,thesameset
of attackers can launch false-localityattacksto occupy 50%
of the cachespace,and at the sametime they start locality-
disruptionattacksto interferethe �le locality in the rest50%
of the cache.

Suchattacksarestealthierbecausethe false-localityattacks
will increasetheaveragelife timesothatlocality-disruptionat-
tacksmaynotbedetected.Theexistenceof locality-disruption
attackswill not affect the detectionof false-localityattacks
discussedin SectionIV-A. For attacker-baseddetection,both
metricsneedto behigh enoughfor creatingfalselocality even
for 50%of thecache.Hence,our generaldetectionstrategy is
as follows.

First, we try to detectfalse-localityattacks,and once de-
tected,we excludethe�les with falselocality from calculating
the averagelife time. Thenthe locality-disruptionattackscan
be detectedseparately.

V. POLLUTION-DETECTION EVALUATION

In this section,we usesimulationto evaluatethe effective-
nessof the detectiontechniquesdiscussedabove.

A. SimulationMethodology

We useweb andp2p tracesas follows.

� Web trace:Thereare10,000regularclientsandthecache
size is set to 10GB. The average�le size is 10KB. There
are 5 million �les accessedby regular clients,and 1 million
attackers' �les for false-localityattacks;also, there are 100
million attackers' �les for locality-disruptionattacks.

� P2ptraces:Thereare2,000regular clientsandthe cache
sizeis set to 10GB.The average�le sizeis 10MB. Thereare
2,000 �les accessedby regular clients, and 1,000 attackers'
�les in thecaseof false-localityattacks;also,thereare100,000
attackers' �les for locality-disruptionattacks.

Here,we choose10GBcachesizebecausea previousstudy
shows that even one week of NLANR cachetracesin 2002
has only 15.6GB unique bytes; moreover, the study shows
that settinga cachesize to be 30% of the total uniquebytes
providesclose-to-optimalhit ratio [23]. We alsoexpectsimilar
simulation results to hold for larger cachesizeswith larger
network bandwidth.

Here we choose10GB cachesize becauseprevious study
show that even one week of NLANR cachetracesin 2002
has only 15.6GB unique bytes and they recommendcaches
size to be 30% of the total unique bytes which can already
give close-to-optimalhit ratio [23]. We also expect similar
simulation results for larger cachesize with larger network
bandwidth.

Giventhatfalse-localityandlocality-disruptionattackshave
differenteffectson theexternalaccesslinks, we have different
bandwidth for normal clients and attackers for these two
cases.For false-localityattacks,thetotal bandwidthfor regular
clientsis 100Mbps,while thebandwidthfor attackerschanges
from 20Mbps to 1Gbps. We assumethat the external link
is 100Mbps and the internal link capacity is 1Gbps. For
falselocality attacks,attackers' requestratesareonly limited
by the internal link capacity. For locality-disruptionattacks,
sincealmostall the requestshave to be fetchedfrom external
servers, the total bandwidthfor regular clients and attackers
is 100Mbps.And we assumethat the internal link capacityis
larger than that and thus is not a constraint.The rest of the
attackparametersare the sameasdescribedin SectionIII-A.

In our experiments,we considerthe worst case,i.e., the
moststealthy attackswhereattackersarewell coordinatedso
that eachof themsimultaneouslyrequestdifferent�les. We
further considerthe network addresstranslation(NAT) effect.
Note that with NAT, theremay be multiple clients requesting
the same�le from the samesourceIP address.Hence,this
mustbe consideredwhencalculatingthe repeatedrequests.It
was reportedthat 17% to 25% of Internetaccessis through
a NAT-enabledgateways [35] and we randomlyassign20%
of the regular clients to be behindthe NAT. SincemostNAT
usersare consumer/homeusers,the multiplex rate is usually



 0

 0.2

 0.4

 0.6

 0.8

 1

 1.2

 100 75 50 25 1

T
P

 r
at

io
 fo

r 
at

ta
ck

er
s 

de
te

ct
io

n

Number of attackers

Byte damage ratio=0.72, Total attack Bw =      1Gbps
0.56                               100Mbps
0.34                                 50Mbps
0.11                                 20Mbps

(a)webtrace(detectingattackers)

 0

 0.2

 0.4

 0.6

 0.8

 1

 1.2

 100 75 50 25 1

T
P

 r
at

io
 fo

r 
at

ta
ck

er
's

 fi
le

s 
de

te
ct

io
n

Number of attackers

Byte damage ratio=0.72, Total attack Bw =      1Gbps
0.56                               100Mbps
0.34                                 50Mbps
0.11                                 20Mbps

(b)webtrace(detectingattackers' ®les)

 0

 0.2

 0.4

 0.6

 0.8

 1

 1.2

 1.4

 100 75 50 25 1

T
P

 r
at

io
 fo

r 
at

ta
ck

er
's

 fi
le

s 
de

te
ct

io
n

Number of attackers

Byte damage ratio=0.65, Total attack Bw =      1Gbps
0.41                               100Mbps
0.30                                 50Mbps
0.20                                 30Mbps
0.09                                 20Mbps

(c)p2p trace(detectingattackers' ®les)

Fig. 7. The true positive (TP) ratio of attacker-basedfalselocality attackdetection

small.We assumethat on averagethereare10 clientssharing
the sameNAT andhave the sameIP.

The evaluation metrics include: (i) the true positive ratio,
de�ned as the percentageof real attacks detected,(ii) the
number of false positives, de�ned as mis-detectedattacks,
(iii) detectiontime, and (iv) the memory consumption.The
evaluation results for web traces and p2p traces are very
similar. Due to spacelimitations, we only demonstratethe
attacker-basedfalse locality detectionresultsfor web traces,
andreportall the resultsbasedon p2p traces.

B. Resultsfor False-localityAttacks

1) Resultsfor webtraces: The �rst stepfor detectionis to
�nd suspiciousclientswhich make a largenumberof requests.
For the web trace simulation, we assumeall normal users'
traf�c is web traf�c. Given 10,000regular usersand a total
bandwidthof 100Mbps,on averageeachnormal user sends
out 450 requests/hour. Consideringthe heavy-tail distribution
of normal user requestrates(seeSectionIII-A), we set the
thresholdas 5,000requests/hour. This is 247 clients out of a
total of 10,100(normalclientsplus attackers).

After the �ltering, we set 5,000 as the thresholdfor the
numberof repeatedrequestsper hour, andconservatively set
30%asthethresholdfor theratio of repeatedrequestsvs.total
requestshit in cache. Figure7(a) demonstratesthe numberof
attackers detectedby our scheme,while Figure 7(b) presents
the numberof attackers' �les detectedfrom theseattackers.
Becausethere is up to 80% �uctuation to the number of
requestssent by eachattacker, someof attackers may have
a small requestrate, smaller than the 5,000 threshold.Still,
we canalwaysdetectthoseattackerswith large sendingrates,
which is preciselywhy the resultof Figure7(b) is betterthan
thatof (a).Figure7(b)alsoshowsthepowerof mitigationonce
we block the traf�c from the attackers.For all con�gurations,
thereis no falsepositive in thesedetections.

For attackswith different total bandwidth,the averagede-
tectionvariesfrom two to tenhours.Themoretotal bandwidth
an attacksends,the lessdetectiontime we need.Actually the
mildest attack that we spend10 hours to detectneedsmore
than 20 hoursto fully have the damagetake into effect. But
during this period,we alreadydetectthe attacksandmitigate
thembeforethey can fully pollute the cache.

In termsof memoryconsumption,whenusingbloom �lter
to record1M differentrequest�les, asdiscussedin SectionIV-
A, we allocate1MB bloom �lter for eachsuspiciousclient,
andonly usea total memoryof 1MB� 247= 247MB. On the

otherhand,withoutbloom�lters, wehaveto recordall the�les
requestedby suspiciousclients.We representeachURL with a
16-byteMD5 hashof theURL to recordthem.Assumingthat
thoseheavy hitter clients on averagemake requestsfor 1M
different �les aseachof the attackersdoes,the total memory
consumptionis 16B� 247� 1M = 3.952GB.Whenthenumber
of suspiciousclients and numberof requested�les increase,
the detectionsystemcaneasily run out of memory.

We implementedboth methodsand they achieve the same
accuracy as shown in Figure 7. Sincewe only needa rough
estimateon thenumberof repeatedqueries,the2% falsepos-
itive of bloom �lters doesnot causeany detectioninaccuracy.

2) Resultsfor p2p traces: Becausethe average�le size
for p2p tracesis 1,000 times larger than that of web traces,
with the samebandwidth,the requestratefrom both attackers
andnormalclientsarereducedproportionally. Thuswe setthe
thresholdof requestrateper hour andthenumberof repeated
requestsper hour as 10, but leave the repeatedrequestratio
metric unchangedas30%.Again, we achieve accurateresults
as shown in Figure 7(c). Thereis only one falsepositive for
eachdetectionbecausethe client is a heavy userwho keeps
loadinga smallsetof popular�les. In fact,suchfalsepositives
canbe�ltered by applyingthe“white list” approachdiscussed
in SectionIV-A.

C. Resultsfor Locality-disruptionAttacks

For locality-disruptionattacks,thetotal bandwidthavailable
to regular clientsandattackersis 100Mbps.We vary the ratio
of regularclientsandattackersto obtaindifferentbyte-damage
ratiosasshown in Figure8. The normalhit ratio variesfrom
0.5 to 0.6, and the averagelifetime for those�les in cache
is about5,000seconds.Thus,to determinewhethera locality
disruptionattackhappens,we setthe thresholdfor hit ratio to
0.3 and the thresholdfor averagelifetime to 3,000 seconds.
Onceit occurs,we searchfor the IP addresseswhich account
for the majority of the requests.On average,thereare 1,000
�les in the cache;given that the numberof regular clients
is approximately2,000,eachregular userhas the hit rate of
around0.5. Still, given the heavy-tail distribution of normal
client requestrates,we set the thresholdto 10; thus,whenan
IP addressin thecachetableappearsmorethan10 times, we
report it asan attacker.

Figure 8 shows the number of detected attackers and
blocked requests.Similarly to the false-localitydetectionre-
sults,the percentof blocked �les is larger thanthe percentof
blocked attackers. This is becauseall high-rateattackers are
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(ªRuserBwº = regular users'bandwidth;ªAttacker Bwº = attackers' bandwidth.)
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attackdetection.

successfullydetectedand thwarted.For example,even when
thebytedamageratio is assmallas0.10,theproposedscheme
candetectmore than88% of unpopular�le requests.

D. Resultsfor CombinationAttacks

We alsosimulatethe detectionfor the combinationattacks
describedin SectionIV-C. In addition to varying the attacker
and normal user total bandwidthas we did in the locality-
disruptionattacks,we vary the attacker bandwidthallocation
to false-locality vs. locality-disruption attacksas shown in
Figure 9. We obtain accurateresultswith no falsepositives.
It demonstratesthat our detectionschemesareresilient to the
mixture of attacks.

VI . A PROTOTYPE IMPLEMENTATION

We implementand test our counter-pollution mechanisms
by upgrading a Squid 2.5.11 caching server [24]. A de-
tailed descriptionof our implementationand testing efforts
is provided in [36]. Below, we brie�y highlight the main
componentsof our solution.

A. Anti-pollution EngineSystem

Figure10depictsthedetectionmechanism,whichweimple-
ment by developing an add-onprogramcalled Anti-pollution
Engine(AE) system.

Squid

AE

AE
Daemon

AEI

Spawn

Spawn

Signal

Signal Triggered
Module

Fi le

Fi leDetection Module
(Main part)

Auxi l iary part of
Detection Module

A pair of pipes

Fig. 10. Anti-pollution Enginesystem

The system consistsof two parts: the AE and the AE
Interface (AEI). The core part of the AE is AE Daemon.It
communicateswith the AEI through a pair of pipes. AEI
interceptsaccessinformation suchas the client IP, requested
URL, object size, referencecount from Squid, and sendsit
to the AE Daemon.If the detectionmodule infers polluted
objects,theAE Daemonissues“block-entry” commandsto the
AEI throughthe pipe.Likewise, if the attackers' IP addresses
aredetected,theAE Daemonissues“block-client” commands
to the AEI. Upon receiving “block-entry” or “block-client”

commands,the AEI executes correspondingoperationsto
counterthe attack.

Themainpartof theDetectionModuleis embeddeddirectly
into theAE Daemon.In addition,theAE Daemonspawnsone
or moreTriggeredModulesat startup.A TriggeredModule is
designedto run the auxiliary part of the DetectionModule in
parallelwith the AE Daemon.

B. Experiments

We have built a testbedconsistingof four machinesrunning
FreeBSD5.3. We develop a simple tool to generateHTTP
requestsbasedon trace�les. We alsoexploit Dummynet[37],
an IP-layer network emulationpackage,which mimics WAN
bandwidthvariationson the link betweenthe web server and
the cache.The resultsfrom the testbedexperiments(details
omitteddueto spaceconstraints)line upwell with simulations.
To demonstratethe basic systemfunctionality, we show a
sampleresultbelow.

Numberof normalobjects 20000
Averagesizeof normalobjects 14 kB

Numberof pollutedobjects 70
Averagesizeof pollutedobjects 2 MB

Ag g r eg ate r eq uest r ate of attack er s
Ag g r eg ate r eq uest r ate of nor mal user s

2
5

Cachesize 100 MB(Squid's default)
Replacementalgorithm LRU

TABLE III

EXPERIMENT PARAMETERS
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Figure 11 plots the hit ratio of normal usersin presence
of a false-localityattack.Parametersrelatedto the tracesand
settingsof the web cacheare listed in Table III. To achieve
the steadystateoperatingpoint, we let the system“warm up”
such that the normal usersexperiencehigh hit ratio, around
80%in this scenario.After about100,000normalrequests,we
launchtheattack.In absenceof any protection,thehit ratio of



normalusersdropsquickly to approximately20%. When the
AE is enabled,it detectsandblockspollutedobjects,thereby
restoringthe hit ratio back to 80% in a short time period.

VI I . CONCLUSIONS

Internetcachingserversareproviding a tremendousservice
to the entire Internet community. In this paper, we argued
that the lack of cooperationamong proxy cachesmakes
them vulnerableto a classof pollution attacks.We proposed
andevaluatedtwo suchattacks:locality-disruptionand false-
locality attacks.Using representative web andp2p workloads,
we showed that thereexists a high variability in resiliency to
pollution of investigatedreplacementalgorithms(LRU, LFU,
andGDSF).Yet,we demonstratedthatreplacementalgorithms
aloneare fundamentallylimited in their ability to protectthe
systemagainstattacks.We developed,implemented,andeval-
uateda setof scalablecounter-pollution mechanismsbasedon
streamingcomputationtechniques.Due to the high detection
accuracy of the proposedsolutions, attackers must launch
highly distributed attacksin order to elude detection,which
strongly removes incentives for conductingsuch transgres-
sions.
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