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Abstract—Proxy caching servers are widely deployed in to-
day's Internet. While cooperation among proxy caches can
signi cantly improve a network' s resilienceto denial-of-sewvice
(DoS) attacks, lack of cooperation can transform such sewers
into viable DoS targets. In this paper, we investigate a class
of pollution attacks that aim to degrade a proxy's caching
capabilities, either by ruining the cache le locality, or by
inducing false le locality. Using simulations, we propose and
evaluate the effectsof pollution attacks both in web and peerto-
peer (p2p) scenarios,and reveal dramatic variability in resilience
to pollution among several cachereplacementpolicies.

We develop ef cient methodsto detect both false-locality and
locality-disruption attacks, as well as a combination of the two.
To achieve high scalability for a large number of clients/requests
without sacri cing the detectionaccuracy, we leverage streaming
computation techniques, i.e, bloom lters. Evaluation results
from large-scalesimulations shov that these mechanismsare
effective and ef cient in detecting and mitigating such attacks.
Furthermor e, a Squid-basedimplementation demonstratesthat
our protection mechanismforcesthe attacker to launch extremely
large distrib uted attacks in order to succeed.

I. INTRODUCTION

Cachinghas proven to be one of the most valuable and
widely-appliedtechniquesin computersystems. Becauseit
can signi cantly enhanceoverall system performance,the
sameidea has beenwidely appliedin the Internet. Instead
of retrieving data from a distant sener, the data can be
retrieved from a proxy cache.This decreaseshe numberof
requestsarriving at seners, reducesthe amountof trafc in
the network, andimprovesthe client-perceied lateng.

Unfortunately like other systemsn today's Internet,proxy
cachesanbe usedasef cient toolsin the handsof malicious
users. In particular open proxy cachescan invite trafc
from malicious clients for various aluse-relatedactuities:
spamming,bulk datatransfers,unauthorizeddownloading of
licensedcontent, or for originating malicious outboundre-
qguestsfrom the proxy [1]. However, little attentionis given
to scenariosn which proxy cachespoth openedand closed,
themseles can becomevictims of maliciousclients.

In contrastto the thriving Content Distribution Network
(CDN) businesqe.g., Akamai[2]), which is basedon server
side cooperatre caching,suchcooperatioris largely noneis-
tentattheclientside.Thus,suchproxiesarehighly vulnerable
to DoS attacksin which the caching mechanismitself can
becomeheprimarytargetof theattack.Thisholdsnotonly for
widely-deplyed web proxy cacheshput alsofor thriving peer

to-peer(p2p) proxy cachesRecently ISPsstartedcachingp2p
contentat their boundarieq3], asp2ptrafc accountdor the
vast majority of the network's total bandwidth[4].

In this paper we proposeand study a classof pollution
attackstargetedagainst Internetproxy caches.The attaclers'
goal is to severely degradethe cachingserviceby polluting
the cachewith unpopularcontent. Even a single cache-miss
to alarge objectcanoftenrequirealarge amountof datato be
fetchedfrom its distantorigin sener. A largernumberof cache
missescanfurthercongesthe network accessink, particularly
when p2p cachesare targeted. Even a moderatedegradation
of the hit ratio can causeadditional hundeeds of TBytesof
datato be transferredover an accesslink on a daily basis.
Long periodsof severeservicereduction,in which bothtrafc
load and le download time increaseby several orders of
magnitude canon averagedegradeservicemorethanclassical
high-rateDoS attacksare capableof. Moreover, the proposed
attackscanbelaunchedagainstlow-level DNS seners.In such
a scenario,a set of maliciousattaclers, not necessarilyfrom
the samelSP, may pollute the local DNS sener's cachewith
unpopularentries,thussigni cantly reducingthe performance
experiencedby regular clients.

The proposedpollution attacksposea challengingproblem
for the entire Internet community First, such attacks have
stealtly nature:they arecapableof degradingoverall network
performancevithout ooding network resourcesSecondthey
possessa dangeroudevel of indirection: while both clients
and seners are affected by the attack— neither clients nor
senersaredirectly attacled. Third, they pollutethe cachewith
unpopular ratherthanbogus les, makingthemmuchharder
to detect.Finally, no counterpollution mechanismsexist in
Internetcachesthus,evensimple,brute-forcepollution attacks
can be quite successfullndeed,while somelnternetcaching
systemsdo apply simple mechanismgo mitigate the effects
of unintentional cache pollution, we demonstratethat such
mechanismarefundamentallyflimited in their ability to thwart
systematic,intentional pollution attacks;while being much
more effective, suchattacksare much harderto detect.

We propose and analyze two generic classes of at-
tacks: locality-disruptionand false-locality attacks.Locality-
disruption attackscontinuouslygenerateaequestgor newv un-
popular les, thusruining the cachele locality. False-locality
attacksrepeatedlyrequestthe samesetof les, thuscreating
afalse le locality at proxy caches. We conductan extensive



set of simulations,both with p2p and web workloads. To
accuratelyrepresenthe effects of pollution attackswe de ne
a metric, byte damaye ratio, which successfullysummarizes
multiple statisticsin the presenceand absenceof attacks.

Further we demonstratethat the cacheresilienceto pol-
lution attacks fundamentally dependson the replacement
algorithm deployed. However, we shov that a replacement
algorithmaloneis not capableof fully protectingthe system
againstpollution attacks.

Thus,we proposewo cachepollution detectiormechanisms
to detectfalse-localityand locality-disruptionattacks,respec-
tively. Both are basedon the inherentfeaturesof eachattack.
Thesetwo schemescan be further combinedto detectan
even more stealtly combinationof false-localityand locality-
disruption attacks. Since large ISPs may have millions of
clients and/or millions of cached les, we further leverage
data streamingcomputationtechniquesbloom lter s [5] to
signi cantly reducethe amountof state neededto maintain
for detection.It not only improves the detectionscalability
but also makes the detectionsystemitself resilientto DoS
attacks.Onceary attackis detectedwe ignore the requests
from attaclersand/orremove cachedles with “falselocality”
for mitigation.

Simulationwith large traces(100,000clients and 100,000
les) show thatwe caneffectively detectthe intrusionsunless
thereis a very large numberof attaclersor the attackdamage
is very limited. The bloom Iters dramatically reduce the
memoryconsumptiorwithout sacri cing the accurag.

Il. MOTIVATION AND SCOPE

Campus networ|
Internet =

(a) Attacking a web cache (b) Attacking an ISP cache

Fig. 1. Proxy-cache-tgretedpollution attacks

In this section, we present pollution scenarios, attack
classesandtargetedreplacementalgorithms.

A. Pollution-Attadk Scenarios

In general therearetwo typesof proxies:forward proxies
and reverseproxies. The former is the most commonproxy:
it performsas an intermediatesener that sits betweenthe
client and the origin sener. The latter appearsto the client
just like an ordinaryweb sener. It is usuallylocatedcloseto
aback-endsener behinda re wall andprovidesinternetusers
accesdo sucha sener. We will focuson the forward proxies
in this paperthoughthe pollution techniquesproposedapply
well to both. In SectionlV, we will discusstheir differences
andimplications.

Here,we explore proxy-cache-tayetedattackscenariosThe
rst is shawvn in Figure 1(a). An attacler can compromise
a number of machineson an institutional or a corporate

network and launch malicious requeststo pollute the cache
with unpopularcontent.The resultof the attackis a lower hit

ratio for legitimate clients, leadingto reducedperformance.
Even a single cache-missto a large le can causelarge

datatransfersfrom distantorigin seners.In sucha scenario,
the bottleneck capacity may be reducedby several orders
of magnitude(e.g.,, from 1Gbpsto lessthan 1 Mbps), thus
dramaticallydegrading le-download performance.

A largernumberof cachemissescanfurthercongesthenet-
work accesdink. More seriously a largerscaledeploymentof
suchattackscancausean uncontrolledincreaseof the Internet
trafc volumesandmorefrequent ash crowds at seners[6].
For example,areporton NLANR web cachegointedout that
inappropriatesettingsof Expires and Last-Modified
headerelds preventordinary cachedrom effectively dealing
with ash crowds [7].

While thereis no evidencethat proxy-cache-tayetedpol-
lution attacksare actively conductedin the Internet,another
scenarios depictedin Figure 1(b). It is relatedto the dispute
betweerthe musicindustryandp2p le-sharing networks over
the copyrighted content distributed on these networks. Re-
cently the musicindustry abandonegburely legal actions[8],
and startedlaunching denial of service attacksagainst p2p
networks [9], [10]. At the sametime, ISPs startedcacing
p2p contentat their boundariesasp2p traf c accountdor the
vast majority of the network's total bandwidth[4]. However,
caching copies of pirated les made ISPs accomplicesin
illegal le trading, at leastaccordingto the music industry
views [3]. Given the aggressie behaior that the music
industry demonstratedagainst p2p le-sharing networks, it
would be no surpriseif the former startedlaunchingcache-
targetedpollution attacksagainstthe ISP caches.

Another scenariois the potential pollution attack against
local (low-level) DNS seners. Such seners resignin each
ISP and they are centralto the DNS architecture.A set of
malicious attaclers, not necessarilyfrom the samelSP, may
pollute the local DNS sener's cachewith unpopularentries,
thus signi cantly reducingthe performanceexperiencedby
regular clients. A cache miss will introduce a series of
iterative queriesto root, top-level-domain, and authoritatve
DNS seners. This addsannging initial delaysto web clients,
signi cantly degradingtheir browsing experiencesMoreover,
the study from [11] shaved that hit ratios at low-level DNS
seners are typically over 80%. Thus, reducing theseratios
candramaticallyoverloadlow-level DNS seners,additionally
impactingsystems performance.

Therearecurrentlyover 87 millions valid DNS entries[12],
correspondingto GBytesof data, while typical cachesize
of local DNS seners is only 1 MByte [13]. Even if we
adoptthe recentideasto storeall DNS entriesin the cache
[14], pollution attacksare still feasible.This is becausehe
numberof possible entriesto be caded is in nite due to
the following two reasons.One is the use of wildcard — a
specialrecordthatis setupto resohe ary querythatdoesnot
matchan existing authoritatve recordin the zone. The other
is the useof nggative caching — a sener cacheghe resulting



nameerror whena queriednamedoesnot exist. Thus,cache
pollution attacksare possibleno matterhow large the system
resourcesare. In this paper we do not evaluate pollution
attacksagainst DNS seners, simply becauseve were unable
to nd arepresentate workloadfor the DNS trafc. Still, we
demonstratéoelon that our resultsare largely independentf
theworkload,thusgenerallyapplicableto all cachingsystems,
including DNS.

Cooperationamong proxies can improve a network's re-
silienceto DoS attacks[15]. However, in the absencesf such
cooperationproxy cachegzhemselescanbecomeDoStargets.
In contrasto thethriving serversidecooperatre caching(e.g.,
Akamai [2]), the client side largely lacks such cooperation.
Despitethe initial enthusiasnin developing hierarchicalweb
caching systems(e.g., [16], [17], [18], [19]), the lack of
trustamongdifferentinstitutionsand companieshasimpeded
deployment of client-side cooperatie caching[20]. Another
reasonis the fact that the bene ts of such cooperationare
quite limited; in particular it has beenshavn that the hit
ratio increasesonly logarithmically (i.e., very slowly) with
the client population [11], [21]. Finally, deploying a non-
distributed proxy cacheat an ISP edgeis much simplerthan
deplgying a proxy network. Thus, proxy cachesare typically
isolated,making them particularly vulnerableto DoS attacks.

B. Pollution-Attadk Classes

By recognizing generic stratgies that the attacler can
exploit to pollute a cachewith unpopularcontent,we char
acterize pollution attacksinto the following cateyories: (i)
locality-disruptionand (ii ) false-localityattacks.

Locality-disruptionattacksaim to degradecacheef ciency
by ruining its le locality. An attacler continuouslygenerates
requestsfor new unpopular les and disruptsthe correlation
structure of the original arrival requeststream;this alters
the cache contents,decreaseghe hit ratio experiencedby
regular clients,andeventuallydegradegheir performancefor
example,robotsandcrawvlersdeplojed by searchengineshave
a referencingpatternthat can completelydisrupt the locality
assumptionsand signi cantly increasethe miss ratio of a
serverside cache[22]. We will shav below that malicious
crawlersarecapableof disruptingthe proxy-basedachesven
more severely.

False-locality attacksaim to degradethe hit ratio experi-
encedby regular clientsby repeatedlyrequestinghe sameset
of les, thus creatinga false le locality at proxy caches.
The key advantageof this attack is the ability to quickly
refreshthe polluted les in the cache.For example,consider
the LAN scenariodepictedin Figure 1(a). Assumethat the
LAN link rateis 1Gbps,the accesslink rate is 100Mbps,
andthe cachesizeis 100GBytes.In sucha scenariojt takes
approximately2-4 hoursfor maliciousclientsto populatethe
cachewith irrelevant content,and only around10 minutesto
fully refreshthe entire polluted contentin the cache® Thus,

lWheninitially polluting the cache,the attacler is limited by the access
link rate.However, whenrefreshingthe contentiit is limited by thelocal LAN
rate, 1 Gbpsin our scenario.

oncethe attaclers manageto “freeze” the cache,it becomes
easierto keepit in sucha state.

C. Targeted Replacemenalgorithms

A replacemenalgorithm de nes which of the cached les
is replacedby a nenv one, when a new le is addedto a
full cache.Below, we presentcache-replacemeralgorithms
widely deployed in the Internet today whose resilienceto
pollution attackswe evaluatelater in the paper

The two most popularcachingpolicies are LeastRecently
Used (LRU) and Least FrequentlyUsed (LFU) [23]. LRU
evicts the leastrecentlyaccessediocumentrst, on the basis
thetrafc exhibits temporallocality. On the otherhand,LFU
evictstheleastfrequentlyaccessedocumentrst, onthebasis
that a populardocumentiendsto have a long-termpopularity
pro le.

In addition, we also evaluate the Greedy Dual-Size Fre-
guency (GDSF) replacementpolicy [24], [25], [26]. GDSF
discriminatesagainst large documentsallowing for smaller
documentdo be cached. It alsousesa dynamicagingpolicy
at the sametime.

Beyond the fact that all three replacementalgorithmsare
operationalin the current Internet [24], [25], [26], GDSF
policy is of particular interest. This is becauseit emplo/s
a dynamic aging policy, which addresseghe problem of
unintentionalpollution; suchpollution ariseswhenold popular
objectsresidefor a long time in a cacheand degradethe hit
ratio. For example, pagesthat are accessed large number
of times during ash-crowd events may remainin the cache
long after their popularity expires. Below, we explore the
performancef theagingmechanisnin presencef intentional
pollution attacks.Finally, we examinethe pollution-resilience
propertiesof the threereplacemenpolicies both for web and
p2p workloads.

I1l. THE EFFECTS OF POLLUTION

We presentan extensie set of simulation experiments
to explore the key system factors that in uence pollution
resilienceof Internetcachingseners.

A. ExperimentalMethodolgy

Simulator. We implementa discrete-gent simulatorfor a
cachingsystemwith the following capabilities/parameter§l)
supportfor LFU, LRU, and GDSF replacemenialgorithms,
(2) variable cachesize, (3) multiple DoS behaiors, and (4)
multiple workloadscharacterizingoehaior of regular clients.
In addition, we simulate the effects of accessand local
network capacitieson systemperformance.The accesslink
capacityrefersto the link capacitythatis utilized in the case
of cachemisses,e.g.,, a link betweenthe two edge routers
depictedin Figure 1(a). The local link capacityrefersto the
network capacity “in front of the cache”, e.g., the campus
network in Figurel(a).lt is utilized bothin caseof cachehits
and misses.Discrepang betweenthe two capacitiesmpacts
the effectivenessof pollution attacksin a non-trivial way, as
we explain in detail below.



Workloads. We generatep2p workloads by utilizing a
model from [4]. The model captureskey parameterof p2p
workloads,such as requestrates,numberof clients, number
of objects,and changesto the set of clients and objects.In
addition,we generataveb workloadsby applyinga versionof
the samemodeland by tting a setof empirically-etracted
distributions [27]. We also integrate parameterdor network
addresstranslators (NAT) and time-of-day effects in our
model. By varying model parameterswe are able to change
workload characteristicg(e.g., hit ratio, aggreate bit rate)
andto explore how changedo the parametersffect systems
resilienceto pollution attacks.Tablel summarizeghe typical
settingsof parameters.

Parameters p2p web
Numberof objects 10000 5000000
Averageobjectsize 50MB 10kB
Numberof clients 2000 10000
Aggregate requestrate (objects/hour)| 180 900 | 900k 4.5M
New objectarrival rate (objects/month) 10 n/a
Zipf parameter 0.95 0.65
Percentagef clientsbehindNAT boxes | 20%
Maximum multiplex ratio of every single NAT IP address| 10

TABLE |
MODEL PARAMETERS FOR REGULAR CLIENTS

Our web workload is generatedas follows. Web clients
may fetch a popularpage(e.g., Google)thousandf times;
this behaior is bestmodeledby fetth-repeatedlysystemd4].
We generateweb object sizes by tting the empirically-
measuredheary-tailed distribution reportedin [27]. While
the majority of les are very short, such that the mean
le size is approximately7kBytes, web les on the order
of GB's in size are also generated.Clients select objects
from a Zipf distribution in an independentand identically
distributed fashion.By changingthe Zipf parameter , we
are capableof controlling the correlationstructureof the web
requeststream. Finally, we model the client requestrates
accordingto a heavy-tailed distribution, which is extracted
from a representate web trace[28], [29]. About 85% clients
have arequestatelower thanthe average rate,yet 1% clients
have a requestrate 50 85 times that of the average. This
distribution correspondgo the regularclient behaior.

P2pandmultimediaworkloadsin generalarebestmodeled
by fetdh-at-most-oncesystemdg4]. While the underlyingpop-
ularity of objectsin suchsystemss still driven by Zipf's law,
the resulting workload doesnot follow Zipf ary longer due
to the fetch-at-most-onceeffect? We distribute p2p le sizes
accordingto the empirically-measuredlistribution reported
in [4]; the majority of the les (approximately90%) are
smaller than 10MBytes, yet very large les (e.g., larger
than 100MBytes) are also fetched. We model the clients’
requestrate accordingto measurementgeportedin [30]. The

correspondingdistribution has the following characteristics:

2p2pclientsrarely fetch the sameobject more than once.As a result, the
creationof new objects,and the addition of new clients to the systemare
the primary forcesthat drive multimediaworkloads;hence the corresponing
distribution doesnot follow Zipf's law.

about90% clientshave a requestratelower thanthe average,

yet1%clientshave arequestateexceedingd average, 0.1%
clientsexceeding36 average and0.01%oclients exceeding
400 average. However, 50% clients have a requestrate
lower than % average. Finally, by varying the numberof

clientsandobjectsin the systemwe are capableof tuning the
nominal network load and hit ratio experiencedby clients,as
we explain in detail below.

Methodology. Our maingoalis to gain basicunderstanding
aboutthe effectivenessof the proposedcache-tagetedpollu-
tion attacks. Thus, we focus on the primary consequences
of the attack — the degradation of the hit ratio during
attacks. Moreover, we explore the aggregate malicious and
regular clients' requestratesasthe key systemparametershat
in uence the effects of pollution attacks.

To summarizenultiple statisticsin thepresencendabsence
of attackswe de ne thebytedamaye ratio asthe key measure
of the effectivenesof the attack.It is de ned as (BH R(n)
BHR(a))=BHR(n), in whichBHR(n) andBH R(a) denote
the byte hit ratiosof regular clientsin the absence/presencé
anattackrespectrely. Whenthe byte damageatio is zero,the
attackis completelyineffective; when the byte damageratio
equalsone, the cachingserviceis completelyoverrun®

B. BaselineExperiments

We rst considera baselinescenaridfor two classe®f pol-
lution attacksdescribedn Sectionll-B: thelocality-disruption
and false-locality attacks. The majority of our experiments
reveal similar trendsboth for p2p and web workloads.Thus,
we presentp2p results by default, and shav web results
only when they indicate different trends. Unless otherwise
indicated,the averageaggrejate throughputgeneratedy p2p
clientsis 20Mbps, the cachesize is setto 100GBytes, and
the Zipf parameter is setto 0.95. In addition, attaclers'
aggregaterequestateremainsconstanover time in all exper
iments;however, the per-clientrequestateis not uniform, and
deviatesbasedon the parametessetting. Table Il summarizes
parameteisettingsfor the attacler.

Parameters p2p web

- 1k (FL) 10M (FL)
Numberof bogusobjects 100k (LD) 100M (LD)

Averageobjectsize 10MB 10kB

Numberof clients 1 100 1 100
Aggregate requestrate (objects/hour)| 900 45k 900k 45M
D eviation  of request rate among clients 0.8

Av erage per client request rate .

FL - falselocality attack, LD - locality disruption attadk
TABLE 11
MODEL PARAMETERS FOR ATTACKER CLIENTS

1) Locality-disruptionand false-localityattads: Locality-
disruptionattaclersruin the cache le-locality by generating
maliciousrequestsor newv unpopularles. Figure2(a)depicts
the effectsof the attackon thetotal hit ratio (of bothmalicious
and regular clients) as a function of the aggr@ate malicious

3A negative byte damageratio refersto the abnormalscenarian which the
byte hit ratio of regular clientsimprovesin presenceof attack.
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Fig. 2. Total hit ratio in presencef attacks

clients' requestrate. The total hit ratio dramaticallydegrades
in the presenceof the attack. A small percentof malicious
requestge.g., below 4% of total numberof requestsjs capable
of signi cantly degradingthe overall hit ratio. This is because
the attaclers simultaneously(i) increasethe total number
of cachemisses,and (ii) pollute the cachewith unpopular
content.

False-localityattaclers requestunpopular les from a pre-
determinedist. In this way, they createa false le-locality at
the cache,and consequentlydegradethe hit ratio experienced
by regular clients. Figure 2(b) depictsthe effects of the attack
on the total hit ratio asa function of the aggreate attaclers'
requestrate. Contraryto the locality-disruptionscenario,the
total hit ratio increaseswhenthe attaclers' aggreate request
rate increases becausehe numberof “false” hits increases.
Thus, the total hit ratio cannotbe usedas a good indicator
that the attackis taking place.

Figure2(b) indicatesinitially, whenthe aggregjateattaclers'
requestrate is low (e.g., 10k reg/day), the total hit ratio
decreasesln such a scenario,the attaclers do not manage
to successfullybuild a false locality. This is becausefalse
unpopular les are evicted from the cachedue to requests
generatedby regular les. Thus, re-requestingpreviously
evicted les is similar to performing the locality-disruption
attack.Consequentlythetotal hit ratio initially decreaseasin
the caseof the locality-disruptionattacks Finally, Figure 2(b)
reveals a dramaticdifferencein the performanceof various
cachereplacementlgorithms.We analyzethis issuein detail
below.

2) Replacemenalgorithms: Here, we evaluatethe impact
thatthe cachereplacemenélgorithmshave on theresilienceto
pollution attacks.A replacemenalgorithm determinesvhich
of the cachedles is evicted from the cachewhena newn le
is addedto a full cache.As a measureof the effectivenessof
the attack,we apply the byte damageratio of regular clients,
de ned above.

Figure 3(a) shaws the byte damageratio of regular clients
as a function of the aggr@ate attaclers' requestrate. The
moststunningresultis the extremevulnerability of the GDSF
algorithmto low-rate pollution attacks. This is becausethe
meanattaclers' le sizeis muchsmallerthanthat of regular
clients', while the GDSF algorithm favors small les.

On the otherhand,Figure 3(a) indicatesthat LRU andLFU
aremoreresilientto attacks becauséhe attaclersarerequired
to generatea larger numberof requestsn order to increase
the level of pollution. Neverthelessthe damageratio canstill

be quite high.

Figure 3(b) reveals somavhat different trendsin the case
of false-localityattacks.First, the GDSF's aging mechanism
limits the damageatio to 0.4 in this scenario. SecondFigure
3(b) indicatesthat false-localityattacksmoreseverely degrade
the LFU algorithm.

C. Systentactors
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1) Attadkers' le size: The le size used by attaclers

in uences the effectivenessof pollution attacksin a non-
trivial manner The abore experimentsindicatethat the useof
small les canbea particularlyef cient attackstrategy against
certainreplacemenalgorithms(e.g., GDSF).Here,we explore
sucheffectsin more depth.

Figure 4 depictsthe byte damageratio as a function of
the le sizeusedin locality-disruptionattack. The aggreate
attaclers' throughput(in bps)is kept constantapproximately
to 20% of the throughputachiezed by regular clients. Despite
the attaclers' muchlower requestrate, the byte damageratio
is signi cantly largerin the caseof GDSF, asexplainedabove.
As the attaclers' le size increasesthe damageratio de-
creases.Thekneein the GDSFcurwe arisesaround5 MBytes,
which correspondgo the mean le sizefor the p2p trace.

Theattaclers' le sizeaffectsthe LFU andLRU algorithms
lessdramatically First, the absolutebyte damageatio is much
lower thanin the GDSF case; second,as the attaclers' le
sizeincreasesthe byte damageratio decreasefor LFU. This
is becausewe keepthe throughputconstant;thus, increasing
the attaclers' le sizemeansdecreasinghe attaclers' request
frequeng, which wealensthe attack. Finally, the impact of
the attaclers' le sizeis smallestfor LRU.

2) Accesdink capacity: A large discrepang betweerlocal
and accessnetwork capacitiesis one of the key reasonsfor
implementingproxy caches:they reducetrafc on typically
bandwidth-scarceccesslinks. Below, we evaluate the role
thatthis discrepang canhave on the effectivenesf pollution
attacks.
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Fig. 5. Therole of the accesdink capacity

In our experiments,we set the local capacityto 1Gbps,
and vary the accesscapacityfrom 300kbpsto 100Mbps. At
the sametime, we control the numberof requestsgenerated
by regular clients suchthat they consume50% of the access
bandwidthon average whereagherestis utilized by attaclers.
While not representatie of an actualscenario,our main goal
hereis to illustrate the impact of limited accesscapacityon
the effectivenessof the attack.

Figure 5(a) depictsthe byte damageratio as a function of
the accesdink capacityin the presenceof locality-disruption
attacks.The key obsenation is that the effectivenessof the
attack is reducedfor lower accesscapacities.Becausethe
locality-disruptionattack considersdownloading newv unpop-
ular les, the attaclers have to shae the accesslink with
regular clients. Consequentlywhenthe accessink capacityis
the systembottleneck the power of the attackis signi cantly
reduced.

Figure5(b) shavs oppositeeffectsfor false-localityattacks:
increasingthe accesscapacity wealens the effectivenessof
the attack. The key reasonfor such a behaior is the fact
that malicious clients manageto build a false locality over
longertime intervals despitelimited accescapacity Oncethis
is achieved, the accesgateis no longer a limitation, and the
attackbecomespowerful.
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3) The Impact of the Zipf parameter : We explore the
impactof the Zipf parameter , which we useto generateghe
web traces.Breslauet al. [31] shaved that the distribution
of pagerequestgenerallyfollows a Zipf-lik e distribution; the

relative probability of a requesfor thei-th mostpopularpage
is proportionalto 1=i , with  varying from traceto trace,
rangingfrom 0.64to 0.83.

Figure 6 shavs the byte damageratio as a function of
For smaller , the effects of the attackare more devastating,
particularlyfor LFU andLRU. This is becausehe correlation
structureof requestdss “weaker” when is small, suchthat
theregularusersdo not manageo build strong le locality. As

increasesthe requestsbhecomemore and more correlated,
suchthat the effects of the attackbecomelesspronounced.

IV. COUNTER-POLLUTION TECHNIQUES

In this section we examinehow to effectively andef ciently
detectthe proposedcachepollution attacksand mitigate their
effects.

The cachepollution attacksare hard to detectbecauseall
requestedles are uncorrupted.Thus, one cannot basethe
detectionschemeon the contentsof the cachedles. Another
even more seriouschallengejs the following. The traditional
detectionschemesusually obsere the clients' accesgatterns
and detectanomaly/attacksvhen such patternschangesig-
ni cantly. For this, suchschemesave to identify the clients
by their IP addressesHowever, mary residentialusers(and
even somebusinesaisers)obtaintheir IP addresslynamically
throughthe DHCP protocol (especiallyin Asia). Thatis, for
ary client, the IP addresst obtainsmay differ from one day
to another Given very long time-scalesof pollution attacks,
it is very challengingto identify the history patternsfor ary
of the clients. Consequentiyto the bestof our knowledge,no
existing detectionschemeappliesto the proposedpollution
attacks.

To addresghesechallengeswe analyzetheinherentcharac-
teristicsof theseattacksand designseveral schemego detect
false-localityattacksandlocality-disruptionattacksseparately
We can further detect these two attacks even when they
are combinedand mixed together Again, we focus on the
attackdetectionin forward proxies,including pollution attacks



acainst local DNS seners. Attacks against reverse (sener-
side) proxies,in general,are harderto achieve becausesuch
proxiesare usually only responsiblefor the objectssened by
correspondinghack-endseners. Thus, it is harderto upload
unpopular les to such caches,especially in the case of
locality-disruption attacks,which require a large number of
such les. Also, when comparedto forward proxies, reverse
proxiescansene requestgrom alarger numberof clientsand
potentiallymore attaclers. Still, we will demonstratehat our
proposedsolutions basedon bloom lters, arehighly scalable.
As such,they areequallyapplicableto both typesof proxies.

A. DetectingFalse Locality Attadks

In Sectionlll-B, we found that the false-localityattackis
more effective than the locality-disruption attack, especially
whenthe LFU replacemenpolicy is usedand/orwhenthere
is limited accesdink bandwidthconnectinghe cachesenerto
the Internet.In this section,we attemptto detectsuchattacks.

The false-localityattackoften involvesdistributed attaclers
makingrequestgo the samesetof les. Our rst attemptis to
usesucha correlationto detectdistributedattacks.Thatis, we
look for clientsthatrequesia similar setof les thatnormally
alwaysresidein the cache However, therearetwo heary-tailed
distributionsin normaltrafc patternghathampeitthis method:
1) a small numberof clients senda large numberof requests;
and?2) asmallnumberof popular les arerequestedby alarge
numberof clients. Thesetwo patternswill causesomeclients
to request similar setof popular les which arealwaysin the
cacheThesescenariowill raisefalsepositivesfor correlation-
baseddetection.Theseare validatedwith popularcacheand
Web sener logs, e.g., from MSNBC [32].

The above discussiorinspiresusto analyzethe fundamental
characteristicof falselocality attacks:the repeatedrequests
from the samelP to the unpopular les. Unlessthereare an
extremelylargenumberof attaclers,they cannotkeepthefalse
locality without having eachattacler makingrepeatedequests
for the same les. However, it is rare for a normal client to
reloadthesamele multipletimesin ashortperiod,e.g., afew
hoursor a day. As shavn in severalweb/cachdracesthereal
popular les areaccessetby a large numberof regular clients
(tensof thousandor more), and the numberof suchregular
clients shouldbe much larger thanthe numberof attaclers.

While someclientsmay keeploadingcertainsearchengines

and news web sites, such dynamic contentis uncacheable.

Indeed Bentetal. foundthatabout60% of HTTP requestare
generatedor dynamiccontentand arethusuncacheabl¢33].
Thesecondcaveatis thatcertainprogramse.g., web crawlers,
repeatedlyrequestthe same le until a successfuldownload
occurs.The cachesener and our detectionsystemcanrecog-
nize such failed requestsand exclude them from counting.
Finally, it is also possiblefor some clients to solely keep
loading the sameweb page, e.g., “http://www.google.com,
without placing ary queries.However, thereare only a small
numberof suchpopularweb pagesandthe accesgatternsor
those pagestend to be stable.Our approachto the problem
is to createa “white list” of suchpages,characterizedy a

large ratio of requestws. the numberof uniquelPsthatplaced
theserequests.

Basedon theseobsenations,we designthe attacler-based
detectiormechanism$or false-localityattacksln thisscheme,
we recordthe les that eachclient requestsover longertime
scales,and calculatethe following statistics:(i) the number
of repeatedrequestsand (ii) the percentof repeatedrequests
(ratio of repeatedrequestsvs. the total requesthits in the
cache) Only when both metricsexceedgiven thresholdswe
mark sucha client asthe attacler. The goal is to avoid false
positives while successfullydetectinglarge pollution attacks.
For example, some benign client IPs can generatea large
numberof requestsandconsequentlyarelatively large number
of repeatedrequestse.g., dueto NAT effects. However, the
percentof repeatedrequestsfrom the samelP is small in
general.On the other hand, other clients could generatea
small numberof requestsbut with relatively high percentof
repeatedrequestyagain, due to the NAT effects). Still, they
are unlikely to be attaclers. Also, note that for the second
metric, we use“the numberof total requesthits in cache’as
thedenominatoinsteadof “the numberof total requests”This
is to preventan attacler from potentiallyevadingthe detection
mechanisnby launchingfalse-localityandlocality-disruption
attackssimultaneously

The key issue with the schemes designis the memory
consumption.We apply two methodsto reduceit. First, we
lter therequestdy applying a thresholdon the requestrate
beforecountingthe repeatedequestsSecondwe usebloom
Iters to recordthe les requesteaver longertime scalesand
signi cantly reducethe amountof statesneededfor counting
repeatedequests.

ScalableDetection wite Bloom Filters. A bloom lter is a
computationallyef cient hash-basegrobabilisticschemehat
canrepresent setof unomered keys with minimal memory
requirementsyhile answeringmembershipuerieswith zero
probability for false negatives and low probability for false
positives [17]. In our case,the keys are requestedJRLSs for
web or requestedles for p2p applications.

Given a Bloom Iter m, an elemente is insertedinto m
by hashinge with k different hashfunctionsH;, i = 1:.:k,
and setting the correspondingbits, m[H;]. Checkingif an
elementbelongsto the setinvolveshashingthe elementagain
asdescribedabove, and checkingif all the correspondingits
areset. The accurag dependon the size of m andk. In our
case,even with 1 million attaclers' les with false locality,
we use 1B for eachkey such that the size of m becomes
1MB. We setk = 4, while the percentof false positives for
the membershipgestis 2%. Note that suchan error rate does
not directly translateto the detectionerror rate. In fact, our
detectionthresholdis very insensitve to suchsmall errorsas
we will demonstratdelow. In fact,we cantolerateeven larger
errorswith lessmemoryconsumptionAssuminglOQattaclers
and another100 normal clients making a large number of
requests,currently the total memory consumptionbecomes
1MB 200= 200MB.



B. DetectingLocality Disruption Attacks

For locality disruption attacks, attaclers keep requesting
differentunpopularles to destrg the locality of real popular
les. Therearetwo inherentsymptomsfor suchattacks.First,
the hit ratio is low. Secondthe averagelife-time of all cached
les is short.We designour detectionschemebasedon these
two signaturesFor eachcachedle, we recordits entrytime.
Periodically we computethe averagedurationsfor all les in
the cache.Whenthe averagedurationis very low, we detect
the attacks.However, to mitigate suchattacks,it is crucial to
additionally detectthe attaclers. Thus, for each le in cache,
we recordthe client IP makingthe mostrecentaccessequest.
When we detectthe locality disruptionattack,we checkthe
IP addressem the cachetableandsearchfor thosethat make
mostof the requestsAgain, the assumptions thatthe number
of attaclersis much lessthan the numberof normal clients
[34]. Then, for locality disruption attacksto be successful,
eachattacler needsto requesta relatively large number of
unpopular les, and suchamountis much larger than that of
a normal client.

For example,for a cacheof 100GB, evenwhenthe average
le sizeis 100KB, it needsl million les to Il it. Thus,
even for a distributed false-localityattackwith 100 attaclers,
eachattacler needsto have on averageof 10,000 les loaded
in the cachewith its IP as a requestarOn the other hand,a
typical client will not exclusivelyrequestsucha large number
of les in the cache.Regular clients usually requestpopular
les, and requeststoward these les are often shaed by
mary differentclients. Thatis, when countingthe numberof
requestedles in the cacheby the requestoilP, the attaclers
will surfacewith a large numberof requestedles in cache.
This is precisely becausethe number of attaclers is much

lower thanthe numberof regular clients.

C. DetectingAttack Combinations

Attackerscanlaunchbothfalse-localityattacksandlocality-
disruptionattacksat the sametime. For instancethe sameset
of attaclers can launchfalse-localityattacksto occupy 50%
of the cachespace,and at the sametime they start locality-
disruptionattacksto interferethe le locality in the rest50%
of the cache.

Suchattacksare stealthiebecausehe false-localityattacks
will increasehe averagdife time sothatlocality-disruptionat-
tacksmaynotbedetected.Theexistenceof locality-disruption
attackswill not affect the detectionof false-locality attacks
discussedn SectionlV-A. For attacler-baseddetection,both
metricsneedto be high enoughfor creatingfalselocality even
for 50% of the cache Hence,our generaldetectionstratey is
asfollows.

First, we try to detectfalse-localityattacks,and once de-
tected we excludethe les with falselocality from calculating
the averagelife time. Thenthe locality-disruptionattackscan
be detectedseparately

V. POLLUTION-DETECTION EVALUATION

In this section,we usesimulationto evaluatethe effective-
nessof the detectiontechniquesdiscussedibore.

A. SimulationMethodolay
We useweb and p2p tracesas follows.

Webtrace:Thereare 10,000regular clientsandthe cache
size is setto 10GB. The average le size is 10KB. There
are 5 million les accessedy regular clients,and 1 million
attaclers' les for false-locality attacks;also, there are 100
million attaclers' les for locality-disruptionattacks.

P2ptraces:Thereare 2,000regular clientsandthe cache
sizeis setto 10GB. The average le sizeis 10MB. Thereare
2,000 les accessedy regular clients, and 1,000 attaclers'
les in thecaseof false-localityattacksalso,thereare 100,000
attaclers' les for locality-disruptionattacks.

Here,we choosel0GB cachesize because previous study
shaws that even one week of NLANR cachetracesin 2002
has only 15.6GB unique bytes; morewer, the study shavs
that settinga cachesize to be 30% of the total uniquebytes
providesclose-to-optimahit ratio [23]. We alsoexpectsimilar
simulation resultsto hold for larger cachesizeswith larger
network bandwidth.

Here we choosel0GB cachesize becauseprevious study
shav that even one week of NLANR cachetracesin 2002
has only 15.6GB unique bytes and they recommendcaches
size to be 30% of the total unique byteswhich can already
give close-to-optimalhit ratio [23]. We also expect similar
simulation resultsfor larger cachesize with larger network
bandwidth.

Giventhatfalse-localityandlocality-disruptionattackshave
differenteffectson the externalaccesdinks, we have different
bandwidth for normal clients and attaclers for these two
casesFor false-localityattacks the total bandwidthfor regular
clientsis 100Mbps while the bandwidthfor attaclerschanges
from 20Mbpsto 1Gbps. We assumethat the external link
is 100Mbps and the internal link capacity is 1Gbps. For
falselocality attacks,attaclers' requestratesare only limited
by the internal link capacity For locality-disruptionattacks,
sincealmostall the requestshave to be fetchedfrom external
seners, the total bandwidthfor regular clients and attaclers
is 100Mbps.And we assumehatthe internallink capacityis
larger than that and thus is not a constraint. The rest of the
attackparametersare the sameas describedn Sectionlll-A.

In our experiments,we considerthe worst case,i.e., the
most stealtly attackswhereattaclersarewell coordinatedso
thateachof themsimultaneouslyequestifferent les. We
further considerthe network addresdranslation(NAT) effect.
Note that with NAT, theremay be multiple clientsrequesting
the same le from the samesourcelP addressHence,this
mustbe consideredvhen calculatingthe repeatedequestsit
was reportedthat 17% to 25% of Internetaccesss through
a NAT-enabledgatevays [35] and we randomly assign20%
of the regular clientsto be behindthe NAT. Sincemost NAT
usersare consumer/homeisers,the multiplex rate is usually
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Fig. 7. The true positive (TP) ratio of attacler-basedfalselocality attackdetection

small. We assumeéhat on averagethereare 10 clientssharing
the sameNAT and have the samelP.

The evaluation metricsinclude: (i) the true positive ratio,
de ned as the percentageof real attacks detected,(ii) the
number of false positives, de ned as mis-detectedattacks,
(iii) detectiontime, and (iv) the memory consumption.The
evaluation results for web tracesand p2p traces are very
similar. Due to spacelimitations, we only demonstratethe
attacler-basedfalselocality detectionresultsfor web traces,
andreportall the resultsbasedon p2p traces.

B. Resultsfor False-locality Attadks

1) Resultsfor webtraces: The rst stepfor detectionis to
nd suspiciouglientswhich make a large numberof requests.
For the web trace simulation, we assumeall normal users'
trafc is web trafc. Given 10,000regular usersand a total
bandwidthof 100Mbps,on averageeachnormal user sends
out 450 requests/houiConsideringthe heary-tail distribution
of normal userrequestrates (see Sectionlll-A), we set the
thresholdas 5,000 requests/hourThis is 247 clients out of a
total of 10,100(normal clients plus attaclers).

After the ltering, we set 5,000 as the thresholdfor the
numberof repeatedrequestper hour, and conseratively set
30%asthethresholdfor theratio of repeatedequestws.total
requestdit in cache Figure 7(a) demonstratethe numberof
attaclers detectedby our schemewhile Figure 7(b) presents
the numberof attaclers' les detectedfrom theseattaclers.
Becausethere is up to 80% uctuation to the number of
requestssent by eachattacler, someof attaclers may have
a small requestrate, smaller than the 5,000 threshold.Still,
we canalwaysdetectthoseattaclerswith large sendingrates,
which is preciselywhy the resultof Figure7(b) is betterthan
thatof (a). Figure7(b) alsoshowvs the power of mitigationonce
we block thetrafc from the attaclers.For all con gurations,
thereis no falsepositive in thesedetections.

For attackswith differenttotal bandwidth,the averagede-
tectionvariesfrom two to tenhours.The moretotal bandwidth
an attacksendsthe lessdetectiontime we need.Actually the
mildest attack that we spend10 hoursto detectneedsmore
than 20 hoursto fully have the damagetake into effect. But
during this period, we alreadydetectthe attacksand mitigate
them beforethey canfully pollute the cache.

In termsof memoryconsumptionwhen using bloom Iter
to record1M differentrequestles, asdiscussedn SectionlV-
A, we allocate1MB bloom lter for eachsuspiciousclient,
andonly useatotal memoryof 1IMB 247 = 247MB. On the

otherhand withoutbloom lters, we haveto recordall the les
requestedy suspiciouglients.We represeneachURL with a
16-byteMD5 hashof the URL to recordthem.Assumingthat
thoseheavy hitter clients on averagemalke requestsfor 1M
different les aseachof the attaclers does,the total memory
consumptioris 16B 247 1M = 3.952GB.Whenthe number
of suspiciousclients and numberof requestedles increase,
the detectionsystemcan easily run out of memory

We implementedboth methodsand they achieve the same
accurag asshowvn in Figure 7. Sincewe only needa rough
estimateon the numberof repeatedjueries the 2% falsepos-
itive of bloom Iters doesnot causeary detectioninaccurag.

2) Resultsfor p2p traces: Becausethe average le size
for p2p tracesis 1,000times larger than that of web traces,
with the samebandwidth the requestratefrom both attaclers
andnormalclientsarereducedproportionally Thuswe setthe
thresholdof requestrate per hour andthe numberof repeated
requestger hour as 10, but leave the repeatedrequestratio
metric unchangeds 30%. Again, we achiese accurateresults
as shavn in Figure 7(c). Thereis only one false positive for
eachdetectionbecausehe client is a heary userwho keeps
loadinga smallsetof popular les. In fact,suchfalsepositives
canbe ltered by applyingthe “white list” approachdiscussed
in SectionlV-A.

C. Resultsfor Locality-disruptionAttadks

For locality-disruptionattacks the total bandwidthavailable
to regular clientsandattaclersis 100Mbps.We vary the ratio
of regular clientsandattaclersto obtaindifferentbyte-damage
ratiosas shovn in Figure 8. The normal hit ratio variesfrom
0.5 to 0.6, and the averagelifetime for those les in cache
is about5,000secondsThus,to determinewhethera locality
disruptionattackhappenswe setthe thresholdfor hit ratio to
0.3 and the thresholdfor averagelifetime to 3,000 seconds.
Onceit occurs,we searchfor the IP addressesvhich account
for the majority of the requestsOn average,thereare 1,000
les in the cache;given that the numberof regular clients
is approximately2,000, eachregular user hasthe hit rate of
around0.5. Still, given the heary-tail distribution of normal
client requestrates,we setthe thresholdto 10; thus,whenan
IP addressn the cachetableappearsnorethan10 times, we
reportit asan attacler.

Figure 8 shavs the number of detected attaclers and
blocked requestsSimilarly to the false-localitydetectionre-
sults, the percentof blocked les is larger thanthe percentof
blocked attaclers. This is becauseall high-rateattaclers are
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(®RuserBw® = regular users'bandwidth;%Attacker Bw® = attaclers' bandwidth.)

successfullydetectedand thwarted. For example, even when
thebytedamageatio is assmallas0.10,the proposedscheme
candetectmore than 88% of unpopular le requests.

D. Resultsfor CombinationAttadks

We also simulatethe detectionfor the combinationattacks
describedn SectionlV-C. In additionto varying the attacler
and normal user total bandwidthas we did in the locality-
disruption attacks,we vary the attacler bandwidthallocation
to false-locality vs. locality-disruption attacks as shovn in
Figure 9. We obtain accurateresultswith no false positives.
It demonstratethat our detectionschemesreresilientto the
mixture of attacks.

V1. A PROTOTYPE IMPLEMENTATION

We implementand test our counterpollution mechanisms
by upgradinga Squid 2.5.11 caching sener [24]. A de-
tailed descriptionof our implementationand testing efforts
is provided in [36]. Below, we briey highlight the main
componentof our solution.

A. Anti-pollution Engine System

Figure10depictsthedetectiormechanismwhichweimple-
mentby developing an add-onprogramcalled Anti-pollution
Engine(AE) system.
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The system consistsof two parts: the AE and the AE
Interface (AEl). The core part of the AE is AE Daemon.lIt
communicatesvith the AEI through a pair of pipes. AEI
interceptsaccesdnformation suchas the client IP, requested
URL, object size, referencecount from Squid, and sendsit
to the AE Daemon.If the detectionmodule infers polluted
objectsthe AE Daemonissues'block-entry” commandsgo the

commands,the AEI executes correspondingoperationsto
counterthe attack.

Themainpartof the DetectionModuleis embeddedlirectly
into the AE Daemonln addition,the AE Daemonspavnsone
or more TriggeredModulesat startup.A TriggeredModuleis
designedo run the auxiliary part of the DetectionModule in
parallelwith the AE Daemon.

B. Experiments

We have built atestbedconsistingof four machinesunning
FreeBSD5.3. We develop a simple tool to generateHTTP
requestbasedontrace les. We alsoexploit Dummynet[37],
an IP-layer network emulationpackage which mimics WAN
bandwidthvariationson the link betweenthe web sener and
the cache.The resultsfrom the testbedexperiments(details
omitteddueto spaceconstraintsjine up well with simulations.
To demonstratethe basic systemfunctionality we shav a
sampleresultbelow.

Numberof normal objects | 20000
Averagesize of normalobjects | 14 kB
Numberof polluted objects | 70
Averagesize of pollutedobjects | 2 MB
Ag gregate request rate of attack ers 2
Ag gregate request rate of nor mal user s 5
Cachesize | 100 MB(Squid's default)
Replacemenalgorithm | LRU
TABLE I

EXPERIMENT PARAMETERS
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Fig. 11.

Figure 11 plots the hit ratio of normal usersin presence
of a false-localityattack.Parametergelatedto the tracesand
settingsof the web cacheare listed in Table lll. To achieve
the steadystateoperatingpoint, we let the system“‘warm up”

AEI throughthe pipe. Likewise, if the attaclers' IP addresses suchthat the normal usersexperiencehigh hit ratio, around

aredetectedthe AE Daemonissues‘block-client” commands
to the AEI. Upon receving “block-entry” or “block-client”

80%in this scenario After about100,000normalrequestsye
launchthe attack.ln absencef ary protection,the hit ratio of
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