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Training Duration  : from 7th May to 13th July

Project Overview

Part-I: Content Manager

This part of the project involved gaining a good understanding of an IBM product called Content Manager. My task was to study its capabilities from the point of view of a data management solution in the e-Gov system. My task was to 

· Understand the product, 

· How to develop applications using Content Manager,

· Create a prototype eGov Application on top of it.

One of the important achievements of this project was the development of a new Programming API over the Content Manger Programming API, which provides many features and supports the eGov concept of “Middleware”. The major benefits of this API are:

· It greatly simplifies the task of developing applications on top of Content Manager.

· It provides additional functionality in Content Manager, which would be a requirement for eGov project.

· It supports a layered architecture by which new capabilities can be added to the Content Manager by implementing them as layers above the API.

Part-II: Audit Trail on Distributed Database

An electronic audit trail is a form of evidence that can be used to trace transactions to verify their validity and accuracy. It gathers data about activity in the system and analyzes for the purpose of auditing the events by the application on the data. The current project focuses on the various issues involved in having an audit trail mechanishm for a distributed architecture like that of eGovernment as discussed above. It will discuss the placement of audit trail logic once the eGov architecture is in place and then other issues like its storage and security issues.

Week 1

In the first week of my training, I got introduced to the project which I was supposed to work on.

My guide was Dr. P.V. Kamesam, who is a senior researcher at IBM Watson Labs, New York and was here at IBM Labs Delhi in the summers.

The project assigned to me for the internship is to work on the data management part of the eGov Research  Project. I was introduced to Content Manager , a product from IBM which is a scalable solution for providing to single point access to large amounts of distributed data.

Content Manager is a big product, which has many features making it a suitable option for storing large amounts of data which will necessary in eGov requirements.

My goals were described to me which were not very concrete in the beginning :

1. To Install Content Manager in a distributed computer scenario.

2. To study its manuals and understand its working and configuration

3. To study its features which are conducive for eGovernment

4. To obtain a technical understanding of its development capabilities which includes a clear understanding of its Programming API and develop a eGov application on top of it to demonstrate its usability as a eGov data storage solution.

In this week, my guide gave me a 200-slide presentation and some elementary documents he had on CM. I studied the presentation carefully and the papers and got Introduced to the product

Since no other documentation was available , I also searched the IBM website for some help and I got access to lots of whitepapers and technical manuals to Content Manager.

I downloaded the manuals for future study.

Week 2

This week , I installed Content Manager first on my local machine assigned to me. Its installation is a bit tricky and it requires some other products to work  and co-ordinates with them.

I first installed IBM DB2 6.1 Database solution on the machine. Then I installed MS Visual C++ 6.0 which is required for application development for CM and then I Installed the final product. I got access to a CM installation guide at IBM which helped a lot as there are many options and many things which need to be taken care of for its proper functioning.

It didn’t work the first time. A software technician at IBM , Mr. Harish helped me out with the installation but we could not figure out the problem. We tried the whole thing 3-4 times at different machines but it did not work.  This took a substantial amount of time

I tried to Install an older version of DB2 v. 5.1 which was available when the CM product was released. The CM product finally worked with the older version and was running fine.

Then I downloaded some white papers on CM and read them to gain a better understanding of the product.

Some White papers read :

· IBM Content Manager takes aim at e-business solutions
· Customer Service and IBM Software: Content Management in the Real World

Week 3

Now that the CM product was installed on a standalone machine, the next task was to actually use in a distributed environment and study the product. So I downloaded all the technical manuals of CM which comprised these areas:

· Application programmer's guide for Windows®

· Application programming reference, volume 1 (Jan 01).

· Application programming reference, volume 2 (Jan 01).

· Client for Windows programming reference (Jan 01)

· Client for Windows getting started (Jan 01).

· Planning and installation guide (Jan 01).

· System administration guide (Jan 01).
· System Administrator Guide

This week I read the system administrator’s guide and the Client guide and got a full working knowledge of CM from the client’s point of view.

Then I installed it on a small LAN with 3 computers in an IBM Lab and configured its network options which we got right after a lot of hit and trial.

Then we used the software with its various options and features and got a good practical understanding of the product.

Week 4

This week, our eGov team including me also visited the Gurgaon IBM Software development center to talk with the people there who had good knowledge of  the CM product. They gave us an exhaustive presentation and we asked a lot of questions pertaining to our task.

I read other manuals of Content Manager including programming manuals and got a good understanding of its working both  on the user level as well as the programmer level.

Then I was assigned a task to create a Beginners Guide to Content Manager, which introduces Content Manager esp. in relation to eGov, and write about my experiences in installing and using it.
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After going through the various manuals of Content Manager and filtering out the essential points, I wrote a document called Beginners Guide to Content  Manager which covers the essential concepts of Content Manager including application development and includes appendices with useful reference information regarding Content Manager. This guide serves as  a useful introduction to any person striving to understand Content Manager.
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The essential features which I came out with were :

· Lets you store content regardless of format.
( Unstructured data )E.g. text documents, scanned images, audio, video, forms any binary object

· Stores data on distributed servers and provides single point access.

· Provides many sophisticated features like

· Access control

· Storage management – Archiving , Purging , Migration 

· User management

· Automated Workflow

· Enterprise wide search from Internet or intranet clients. 

· Streaming audio and video.

Week 5

From this week onwards, after gaining a very good understanding of Content Manager both theoretically and practically, I undertook the task of actual application development.

First of al l, I went through all the sample code provided with the product to understand how client interact with it. I read thousands of line of code to gain a practical understanding of the API.

Then I created a few simple applications to gain some experience with Content Manager.

As the major outcome of this project, an API was developed over the existing APIs of Content manager, keeping in mind the following benefits:

The API

· Makes it very easy to perform operations on the CM Database

The Content Manager API is difficult to learn and use to make actual applications and hundreds of lines may be required for simple operations such as insert , delete and search etc. The new API makes it very easy to write new applications on top of CM and one can do insert , delete etc. in just one line.

· Encapsulates the complexity of CM API

The complexity of CM remains hidden from the user. Many parameters which take default values for normal data access scenarios are handled by our API and the developer doesn’t need to delve into the details of the Content Manager programming interface.

· Object Oriented Approach allows easy integration into new apps

The new API has been implemented following an Object Oriented Approach , thus allowing easy integration into new applications. One simply needs to declare a new object for each session with Content Manger, log in and start performing the data access.

e.g.

CSimpleCMAPI newsession;

// declare a new object

Newsession.login(login_id,login_password); // login 

… start performing operations …
· Speeds up Application Development Time

Since, the new API requires much less time to learn and coding , new applications can be developed very quickly.

E.g. The first application including writing the API took us 4-5 days to finish.After writing the API , we developed another application of similar nature in just 4-5 hrs which is a significant improvement.

· Extensibility: Acts like a new layer on top of CM

Since the new API is written on the top of Content Manager API, additional functionality can be easily added to the API to provide new features.

· New layers like Custom Access Control, Audit Layer can be added

Some requirements of applications like those in eGov may not be completely or partially fulfilled by Content Manager. To take care of these requirements, one can simply implement the functionality required in a new layer on top of our API resulting in additional functionality. ( See the figure below )

E.g. In our prototype application to be discussed in the next section , we implemented new layers for audit trail and additional security requirements , demonstrating the above concept and how to go about implementing new functionality on top of the new 

API.
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The above figure shows the role of the new API in developing applications. The application talks directly our API and all its transactions pass through various layers like audit trail layer and security layer, which can demand or implement the required functionality for the application. 

Week 6

This week I developed an application using the APIs described above. In order to develop an application a real life scenario of “inner line permit “ was taken and a prototype solution application was developed over Content Manager.
Description of inner line permit

All non-resident visitors wanting to visit Arunachal Pradesh need an Inner Line Permit to cross the border as a security requirement, which can be obtained from the Resident Commissioner and Liaison Officers, Govt. of Arunachal Pradesh. However, the citizens of Arunachal Pradesh don’t need an Inner Line Permit to enter the state. This poses a problem at the entry checkpoints, as it may be difficult to make a distinction between a citizen of Arunachal Pradesh from a non-resident visitor. 

· Inner line permit request is made to authorized office of the state government

· The request is entered in the system alongwith the scans of required documents

· Inner line permit is issued by authorized offices against the required documents

· At the entry check points the security personnel verifies whether a person entering the state is a resident or a non-resident using the information system

· For non-residents, validity of the inner-line permit is checked using the system

· The person entering the state (both resident and non-resident) are identified using identification marks entered in the system as well as the photographs entered in the system during the issuance of inner-line permit/ residentship.

Thus, a convenient system, which permits the state government to access the residentship database of the state with identification information would greatly assist in managing the flow of people into the sensitive state.





Explanation of the Solution provided by the application:

The application consists of 2 databases, which are:

· citizen databse and 

· inner line permit database. 

The application, as shown in the screen shots, provides the necessary functionality as requested by the situation. An efficient usage of the above mentioned APIs has also been shown by providing extra security and auditing facilities in the application.

Some screen shots of the inner line permit application






Week 7

As my work was essentially finished ahead of schedule, I started working on a new area in eGov whose description is as follows :

Audit Trail on Distributed Databases

An electronic audit trail is a form of evidence that can be used to trace transactions to verify their validity and accuracy. It gathers data about activity in the system and analyzes for the purpose of auditing the events by the application on the data. The current project focuses on the various issues involved in having an audit trail mechanism for a distributed architecture like that of eGovernment as discussed above. It will discuss the placement of audit trail logic once the eGov architecture is in place and then other issues like its storage and security issues.

This was a research area and I had to get a very good understanding of Distributed Databases.

First of all I read a book on Distributed Databases provided by my Guide and learnt all the essential concepts relevant to my project.

I was working on this project with another IBM Research Staff Member Mr. Upendra Sharma who was also in the eGov team.

We started with doing a literature survey, reading papers and documents about areas related to our topic.

Some of the important papers which I read are :

· M. T. Ozsu and P. Valduriez, Distributed and Parallel Database Systems, ACM Computing Surveys, Vol. 28, No. 1, March 1996

· C. Mohan and Inerpal Narang, Data Base Recovery In Shared Disks and Client-Server Architechtures, IEEE 1992

· D. L. Sallach A Deductive Databse Audit Trail, ACM 1992

· D. S. Daniels A Z. Spector and Dean Thompson, Distributed Logging for Transaction Processing, ACM 1987

· E. Panagos et-al, Client-Based Logging for High Performance Distributed Architectures, IEEE 1996

· JOHN KAUNITZ and LOUIS VAN EKERT, Audit Trail Compaction for Database Recovery, ACM Computing Practices 1984

· Leslie Lamport, Time, Clocks, and Ordering of Events in a Distributed system, Operating Systems, ACM, July 1978, Vol 31, No. 7

· XDAS – Distributed Auditing System Manual

· Some HTML documents on Audit trail

Week 8

This week we continued reading many documents on audit trails. This week we had a meeting with the Director of IBM Reasearch Lab Dr. Manoj Kumar who reviewed our ideas and gave us some good directions to work on.

We finally defined a problem concerning Audit Trails in distributed systems.

The problem description is as follows :

A small block diagramatic view of the eGov middleware is as shown below. 






Data virtualizer is an important element in the eGov middleware. It does the task of abstracting the physical location of data and provides a single logical view of the backend databases.

Problem Description

Where should we place the Audit Trail Component in the e-government architecture ( as shown above ) is an important question because audit trail will be an important requirement in e-government and will be used for various services including security services etc. 
Architectural choices

Possible options are

1. Application
One can place the audit trail component in the application itself. This means the application developer will be responsible for figuring out the audit trail logic as per the requirements and implementing it in their applications. Or he may use Audit Trail modules to implement the Audit Trail functionality in his application.

2. In the Middleware, above Data Abstraction Unit (DAU)

In this scenario, the audit trail component will intercept all the transactions taking place between the applications and the DAU. It will then take care of the audit trail requirements independently of the application and store them according to the 

3. In the Component Databases

We can also place the audit trail components in each of the databases in the system. Thus each local database will be responsible for keeping the audit trails of all the operations performed on the data. This is a popular practice and can be implemented using database triggers.

Before designing the above mentioned e-government system, one needs to know how the audit trail architecture will look like to take care of required issues in the middleware.

Hence we need to evaluate these options with reference to above-mentioned distributed system and choose the best possible architecture.

After defining the problem we enumerated many issues, which affect the placement of the audit trail agent.

Finally, we came out with a solution which met took care of most of the issues which we defined previously.

The Solution

As shown, the audit trail agent (ATA) has been placed in the middleware above the DAU. The idea is to operate the ATA at the middleware level and more independent of the other components of the architecture namely the applications and the databases.

This approach offers many new perspectives of looking at the design of Audit Trail.

It makes sense to pull out the audit trail component and convert it into an independent module called the Audit Trail Agent, which will be responsible for the Audit Trail Mechanism in the e-government system. In the architecture shown below, Audit Trail Agent lies between the applications and the DAU and intercepts all the transactions and other communications, which the application is issuing to the Middleware. Thus Audit Trail agent is actually interested in observing the “actions” of the application and records them for later analysis. It is important to note here that in the above architecture, the audit trail mechanism is not bound to the data storage/retrieval mechanism but exists independent from it. This is important, as the Audit Trail is a separate application with not much reason to bind it to the databases.


Week 9

After working on the solution and further refining it  , we wrote a draft paper which covers the whole topic and its solution. There are still many research issues which which need to be taken care of , once the Audit Trail Agent is in place , such as its physical storage , its synchronization in  a distributed environment , security related issues.

I also worked on the above topics and wrote another 12 page document highlighting all the issues involved and some proposed solutions to the problems.

In the future, the eGov team at IBM is expected to combine these 2 documents and work on them to come out with a complete paper on Audit Trails in Distributed Databases.

Week 10

After finishing the work on Audit Trails upto a draft stage and making significant contributions , some work was still left.

This week we had to present before the IBM staff and the intern students , all our work which we did in the summers. So this week I prepared the presentation and delivered it on the presentation day.

Afterwards, I was also required to document all the work which I did esp. the earlier project relating to Content Manager. So I made a complete report which described the work I did.

Then I also documented the API which I developed during my first project, so that persons working on the future can easily understand and use it.

Finally , I collected all my work spread over various computers at one place for easy access in the future.

My guide Dr. P.V. Kamesam was satisfied with my work and considered my contribution to the eGov project to be significant

The End
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