e-Government

Requirement Analysis

	Sr No.
	Requirement
	Content Manager Solution

	
	
	

	1.
	Audit Trail: Audit trail requirements should be parameterizable by application. This should include 

· list of columns for which audit trails needs to be maintained

· Time of change

· Who made the change

· Reason of change

· Short description of change

· number of modifications that need to be tracked

· duration for which the audit trail needs to be maintained

· track changes by employee

· track details of records viewed by user

· Audit trail should be maintained for both Object Server and the metadata stored in the library server
	CM does provide a feature called history. Checking in progress.

	2.
	Access control by application

Access to all data owned by an application needs to be limited to the owner application itself and to any other application to which the administrator of the owner application has given the permission. This control is to be given at a table level, column level and row level.

Even application developers should not be able to access data of tables for which t does not have explicit rights
	CM has well defined security mechanisms. Access can be restricted for each item. Users can also be restricted to do only certain operations on the data.



	3.
	Security :

· Authentication & Access control including protection against external attacks on the system

· Non-repudiation

· Integration with certification authorities

· Integration payment gateways


	

	4.
	Scalability : Large amounts of data needs to be handled for storage

· Query support 

· Response time as size of database increases

· Support for distributed storage servers will be required

· Distributed Indexing servers for query needs may also be needed


	CM allows for one Library Server in one implementation, which catalogs all the data available on multiple object servers. This may be a big limitation.

See below.

( Needs to be clarified from CM developers )

	5.
	Record Management features :

· Purging

· Backup/Archiving

· Protection against data corruption – keeping multiple version


	CM has well defined mechanisms for migration and backup on other storage systems.



	6.
	Providing a Web based front-end to the citizens. This will act as an interface between the citizens and the government and will provide government services over the web.
	EIP can be used along with Content Manager product to provide web clients.



	7.
	Record management policy setting by class of records where each class is owned by a single application and may span over multiple distributed databases
	

	8.
	Data privacy support – dynamic access rights by column and tuples
	

	9.
	Legacy system support? Integration of existing data
	

	10.
	Integrated Workflow solution
	


A Major Issue : Indexing and storing data
A major issue regarding e-Gov applications is the way the huge amount of data will be stored and available for query.

The way Content Manager implements it is through a Library Server and multiple Object Servers.

The documents ( or items ) are stored in the Object servers and their searchable attributes ( key field values ) are stored  on the Library Server which acts as a catalog to all the items which are stored no various object servers connected to it. Hence what it means is that all the fields on which search may need to be carried out need to be stored on the Library Server so that it can be searched upon.


Essentialy, the item acts as an anchor for the attributes which may be a photograph , scanned image , or and other object. A major concern which springs up from this is that if an application requires all or most its fields to be searchable then all that data will be stored on the Library Server itself. Since we have a central Library Server , the data may become very large and unmanageable for a single library server. And in that case nothing or very little will be stored on the Object Server which is meant for storing the actual data. This issue holds independent of implementation of the middleware and it needs to be decided what kind of data model we need to pursue to accomplish our data query needs in a heavy application as e-Gov.

We may need to look into other applications which face similar problems for example Google Search Engine and the EIP  which connects to various repositories of data and gathers query results from them.

Google also needs to index a vast amout of information and provides quick results.

It may have a distributed library server solution in which the query is sent to multiple search servers which all search in parallel and report to the query server whatever they find.
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