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Fig.1 The probe of tested packets 

Ú
{ [5Ï Ð Ú
{0�
QÏÑ"�$� Á 1 � Û�Ñ Ð�Ò LÏñÓ�Ô Õ � 30�¾Ñ�ÖÑ Ã Ü��¾Ñ� > ×�> ØÄÚ
{ Y�Ø Û
ùÏú Ï�Ð Ú0{ i × B)� Ú�Ù ` E�Ú
Û�#�% ê Ü�Ý�ÞÏøá Ü Ð ØÊÎèÐ¾Ñ X
ß ®
à�á X�ß ® ç à�á á�â Ö�ã�ä9 G 8�å
æ0ç Ø ç¾ì Ã�c ÑYØ�dÄÑ�e�f�gÏÛ è�é Ð �
�ÏØÊÚ�{��0ê ç -
ë0ì á ë
ì é�í�î è�é Ð Ø�dÄÑ Y
Ó�è ¼ á 90=�> ÿ � Â u ø � Z ô Ø�s�t�] < Ø�?�@
Û�Ñ �ÏÑYØ0ï ð Ò i 100 ~ñq��äÑ�� IP��� L ��òÄÑ
ï � -ÄÍ�d Ñ�eÏØ ó5ô¾Û  

1.2 s
t Â)u ] <s
t Â)u ] <s
t Â)u ] <s
t Â)u ] <  

ÿ ��õÏî Z ô�ö�÷ ��ø�Q�ù
úÏÜ � `�a b ç¾ì Ãc ÑYØÏÒ
û0dÊÑ�e i)j ÷�ü
Á çÏì ÛÏÜ�ý�Á
þÄ÷�ü�Á

ç¾ìâá ÿ � ¤ Ü�ÿ Z ô dÄÑ�e S Õ <��
9 G Ã�c¾Â ×��� á   À ��� Ø
dÄÑ�e ¡ ÷�ü0Á f�� á Ö � �Ê÷5ü
Á f��ÏÛ Â � IÄÍ ó¢B `�a b Ø íYîÏï�� Â Û  

1.2.1 
ö�÷ ��ø
Qö�÷ ��ø
Qö�÷ ��ø
Qö�÷ ��ø
Q  

?YêÄ÷ k
: Ã�c ØÊÑ á

Ti

Ã5c ØÊÑÏÚ�{ ni�¾Ñ á  À
li��d
	ÏÛ�?Æê
dÄÑ��������e á

Ti dÊÑ5e i pi

á Ä l

i � â��� Â 2 ÛÏÿ � Z ô�ö�÷ �0] < Æ � à ?Æê ø0wo
 

H0 :  p1 = p2 = ... = pk, �Ï÷ piè� á
 

H1 : 
ç i �Ï÷ piè�ÏÛ  E ,���¾Ø �� á�ö�÷ ��ø
wYØ ��� ] <�� � [1]

Û � Ò�w À á ÿ��
��Á��Æû���� α=0.01Û���� H0? ê
Ø `�a § ÿ����Æ×¾öÄíÆîÏï `
a (MPP) Û  

1.2.2 dÊÑ�e S Õ <dÊÑ�e S Õ <dÊÑ�e S Õ <dÊÑ�e S Õ <  

� Â íÆî¾ï�� X Z ô ö���`
a
Q5R
v A á â � �À
 Y�!¾ì Ø�dÄÑ�e S Õ Û
õ¾î á ÿ��¾Í5Ñ ��`
a0Q
R
v A ; dÄÑ�e S Õ Û ^ Ð S Õ v A á J \ Ñ : Ñ Ãc Ø�"Æë Å á ÷ i� Ã�c Ø�dÄÑ�e�#
$5ì
, � á � Ø�"
ë Å I i i Û � Ø�èÏÍ�"Yë i ô "Æë Å ò L À `0a�% Ãc Î k& 1 Û � Ñ)�
`�a
Q5R
v A À á dÊÑ�e x ì¾Ø Ãc Ø�èÏÍ
"Æë i 0

á dÊÑ�e x�È Ø Ã�c Ø èÏÍ
" ë i 1#
% }�' 1Û
dÄÑ�e)è ì Ø Ã�c Ø�è¾Í("Yë�N è ì Û  ÷ y ÿ�� � 9 ö��
Q�R�v A À Í5Ñ : Ã�c Ø èÏÍ
"Yë���
) á J \ À Ã�c Ø
�
))è¾Í�"YëèÛ � �
Q5R
Ø `�a b á ��A Ü � Ã�c �
  � Ã�c ØÊí î¾ï�� � á
*
+ \ dÊÑ�eÄ÷ÆÜ @ ñ�Ó û á À Ã�c Ø
d Ñ�e �
È ö
Î Ô Q�R
v A À Ø ÒÄó À i x
È Ø á 8 3 �
)�N ó Àx
È! � A � : Ã�c « , ì ÜÊí î¾ï�� á Ä � Ñ Ô Q
R
v A À � �ÆØ�è¾Í�"Æë ó À è ì
#�% ñ0Ó S k á 8
3 á � �YØ���)�è¾Í�"Æë ó À È ç è ì Û  ^ Ð��) èÏÍ�"Æë S Õ y,
Y Ø.-0/ á ÿ)� � L
ù
ú��Ï÷ Ã�c i�j Â « çÏì íYîèï¾Û � A Ò i ì Ü í
î¾ï á Ä1-2/ �3 �� á54�6 ÷5G b�7 ! � A Â í î
ï á Ä8-0/ é ÷9�: Y ÓÆÛ¾ÜÊÝèÞ¾ß à á íYîÏï �èÎç¾é�; á 3~4� á 9�: é »5ü
Á¾Û 8 3 á à�á�<=�-
/YØ�9�:¾ÞÏß á ÿ � � L h Q
`0a b íYîèï¾ØÏê¾ëèÛ  

2 PlanetLab  



�����©¨ : ����� ¤ ��D�E��� �z�^�g�h�i�l�m�n�o�p                               - 3 - 

2.1 PlanetLab
b Q�RÏÒ wb Q�RÏÒ wb Q�RÏÒ wb Q�RÏÒ w  

PlanetLab
i E�>�2 ®?ÏØ 500ö
@ Linux A Ó � î

[2] Ûèÿ �Ïù
� B   À 126 @(A Ó Q�R � � .�. ���¾ØãÏå `�aYÛèÒ w â 2005-07-01 00:55
\

2005-07-01 
18:16 

UTCÛ�Ñ
@(A Ó Ò �0  � Ñ
@�A Ó Ú�{ 360
Ð �
QÏÑá è
é Ð Ø(�
)��
êè× 3

Â�B Û¾Ò�w�v�� y á ÿ�� â9 G
A Ó �0� dump Ç�� á % !�C J 14,912
� `�aÆØ�Q

R�v A Û
A Ó � . �5]
�ÏØ `�a�Ç¾× çÏì Û � Q�R Àá × B�D TCPÑ�E�FG�H�I á Ñ�� TCPÑ Ò�� SYNÉJ "YÛ  9�K ÿ���L�M Y�N þ Ü ãÏå CØ è ¼ Q5R
v A á
� �¾ùÆØ 126 @�A ÓÏÀ ÷ . ��A Ó A r B"�,�À ãÏå �O Û ^ Ð C

ãÏå¾ã(P Ø X
Q á ÿ ��¯ Ø C
ãÏå Ø
R��

r A, B Ø IPS�TYÛ  

2.2 Q�R
v A r Â uQ�R
v A r Â uQ�R
v A r Â uQ�R
v A r Â u  
N

A r Bè ¼ ØÊ÷ 484
� `�a á ��)
d Ñ�eÏ× 2%

Û ö�÷ � ø0Q Y 195
�

MPP
áVU

40%Û�� 1 Á�þ 9 G MP

PØ ��� Â 2 Û � L�W Y á
MPPA X¾Â 2
� A, 

B Ø Y `0a b Û  

�� �� 1 MPP �� YX[Z�� YX[Z�� YX[Z�� YX[Z  

Tab. 1 MPP Path Analysis 
��   \�g  MPP MPP(%) Loss rate Match 

A->Internet 118 97 82.2 2.5 86 
B->Internet 118 80 67.8 4 71 
Internet->A 123 9 7.3 1.1 - 
Internet->B 123 9 7.3 1.1 - 

A->B 1 0 0 0 - 
B->A 1 0 0 1.3 - 

2.2.1 íÆî¾ï�� ÂíÆî¾ï�� ÂíÆî¾ï�� ÂíÆî¾ï�� Â  
Á

2 Á�þ B Z ô dÄÑ�e S Õ < J \ Ø 97
�

A
Y `

a b Ø��
))è¾Í�"Yë.-0/ÆÛ
À Á�]�^ É i ÑYØ Ã�c (_�`¾Å r �0[�� Å )
ába ^ É i �() èÏÍ
" ë¾Û-0/

÷ 3��ü�ÁÏØ
@�9 á Â �ÄÍ ó 3�ÏíYîÏï á   À � ô TC

P
óYô)[�� � � telnet, pop3, 

https� á ð ç Ñ�� P2P
ó ô �Ör ICMPØ íYîÏï x0'"!

  Ô i UDPÑ !   � TCP
[�� ØÄíYîÏï x�� Û ÁÏÀ�]c x
d�e Ø . �fÊÍ ó
§g�h Ø [�� Û B Ø Y `�aYØ

-2/ N Aè ìâá Ö A, 

B Ø�i `0a ¡ ÷�ü0Á¾Ø�9�j Y�k�l  m
2 n�o�p�q�r�s�tu
v�w�x�y
z�{�|~}����~}���
��� w(�����
��� MPP������w�tu�p���� l��

�
������� }5���
�������
��p(������(�� �¡�q.r
s
¢�£�¤
¥~}5¦�§ k¨ qr
s
©(p
ª�«
������« ��¬
q�r�s�ª
�����
p���� l ��� p
®�¯��(°�v±}²¤ �
w������³}5´�ª ¨ qr�s�µ
p
ª(«
�����( ��¶
� ª¬ qr�s
p�ª�������·±}�¸
¹(º����
�(��»�¼�§(½
p�qr�s�tu l�¾ 2¿
À�¤ � A, 

B p�§����~}b�
���z�¹ 88%
l ¤ � A §��(�³}5Á
���

��p 11�µÂ}bÃ 5�.v
��¹ ICMPÃª�«�p
����ÅÄ��
�
��v�Æ����Ç�È
É�� ��Ê p �.�ÌË }²Í.Î
p 6��ÏÐ Á ¨�¬ qr�s������Ñ�Ò
Ó
Ô(p���� l(Õ Ç�{�|.Ö× Á�«�Ø�Ù MPPµ±} m 2ÚÀ�p�qr
s�t�u�n
o.�0Ûk�l����

A p�Ü�Ø(§���� �Ý
Þ�ß
w�q�r�s�t.uÂ}bàá
â p�� ��Ê�ã Ü�����ä ��å
æ A p�ä â l  ç�è }b¤ � A, 

B p�é����~}5��ê MPPÁ�ë�����µ�p
ì�í�±}�î(ï ãð Ãß�w�qr�s�t�u±}5���
ñ�ò���ó MPPp�� �
Ê ¥
º
� å�æ A

l�ô
õ(ö §±}5Ç�÷
p�®
¯��
°ø�¤.ª ¨�ù
ª ¬ qr
s �ú ��ì�û l ��v �(� } UDP��p�y
z(�
��� ù È
É�ü�x�q�r�s�p�y
z
������ý�©(�
«±}����
Á�ÜØ MPPµ UDPp�����
Ñ
Ò ù
¨�¬ q.r
s�p
���
�
Ñ�Ò� �ÃÓ�Ô l  

2.1.2 »�¼�à á
â p�� �
Ê»�¼�à á
â p�� �
Ê»�¼�à á
â p�� �
Ê»�¼�à á
â p�� �
Ê  

Ç
þ�«�Ø�Ù A, 

B §��
� �¿�À
§ ç ß�p�qr�s�tu l w�ÿ½
Ö }²�
ó MPP

� Ã����v � ß�w�x
à á(â p�� �(Ê }5î
�(v
u
© ��� x á�â ç ß�p�� �
Ê���� p l  

{�� tracerouteÙ	�~} ��� � Õ�
 §��ó MPP�	� � §���Ý�Þ�p�ª
«���Ù l î�à á
â � �(Ê ¥º
Á��
x�ª�«��
Ù�� l ��� � k A p MPP¤(¥p
ª�«���Ùv 1

0 } B¤�¥p
ª�«���Ù�v 5 }��v
ª�«
w��
¤�¥�p�� �Ê  �v ç ß�p x.x.x.197
l ��ó
Ý�Þ�����Ç�p�� �
Ê  

ä � C �	�	�±}�����à á
â p�� ��Ê
ã ¥�º�Á C�	�
� l  

 



�������
: ������ �!#"�$�%�&�'�(�)�*�+�,�-�.�/�0                               - 4 - 

11 11
1 A 23%�&�(54�6�7�8:93;23%�&�(54�6�7�8:93;23%�&�(54�6�7�8:93;23%�&�(54�6�7�8:93;  

Fig.1 Relative order curve for outgoing paths from A 
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Fig.1 Cumulative hop-by-hop loss rates from A to 143.89.16.12 
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Inferring Packet Forwarding Priority through End-to-End Measurement 

Guohan Lu,  Xing Li*, Yan Chen** 
*(Dept. of Electronic Engineering, Tsinghua University, Beijing 100084, China) 
**(Department of Electrical Engineering and Computer Science, IL 60208, USA) 

Abstract: For various purposes, ISPs set different packet forwarding priorities for different packet types, which has wide influence on the 
application performance, the results of measurement tools and the networking troubleshooting process. However, such information is usually 
not available to end-users. This paper proposes an end-to-end measurement method to infer the forwarding priorities of different packet types 
based on their measured loss rates difference. Using this method, the paper presents a configured router within an ISP backbone discovered 
in our PlanetLab experiment. The inference result has been confirmed by the related network operator. 
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